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Goal of This Lecture

® See how to instantiate abstract interpretation

framework for languages based on a transitional
semantics

e Examples: Sign & Interval analysis



Semantics Style: Compositional vs. Transitional

e Compositional semantics is defined by the semantics of
sub-parts of a program.

[AB] = ---[A]---[B]---

® For some realistic languages, even defining their
compositional (“denotational’) semantics is not obvious.

® goto, exceptions, function pointers, dynamic method
dispatches, ...



Semantics Style: Compositional vs. Transitional

® Transitional-style (“operational”) semantics avoids the
hurdle.

® |n the transitional style, all the intermediate states of
program executions are exposed.



Roadmap

e Concrete semantics: a set of reachable states

e Abstract semantics: an abstract memory at each program
location (or labels)

o Worklist algorithm for efficient fixpoint computation



Informal Overview: Concrete Interpretation
(Standard Semantics)

__Execution Trace :
L (Labels x (Var —Z))*

Integers uniquely 1

N o Ul WN R

X «= 0, .
while (x < 10) { (2, {x — 0, y — 0})
X 1= X + 1; (3, X +— 0, y — 0})
y =y + 1; (4, {x — 1, y — 0})
} (5, X — 1, y — 1})
skip (3, {x — 1, y — 1})
(3, {x — 10, y — 10})
(7, {x — 10, y — 10})



Informal Overview: Concrete Interpretation
(Collecting Semantics)

N OO O B W N

X 1= 0

y :i= 0

while (x < 10) {
X

Y -

skip

]
’

]
’

X + 1;

y + 1;

Partitioned Execution Traces:
Labels —& 2Var = Z

(1,{{x
(2,{{x
(3,{{x

{x

0}})
0, y — 0}})

0, Y — @}r

DD

1, y — 1}1

{X 10, y — 10}})

I

(7,{x — 10, y — 10})



Informal Overview: Abstract Interpretation
(Abstract Semantics)

Abstract State:
X 1= 0: : Labels = (Var — Interval)

N O O B W N

y i= 0;
while (x < 10) { (2» Ix+—Tlo, 0], y — To, 0]})
X *= X + 1° (3, {x — [0, 10], v — [0, 10])
. ’
y 1=y + 1; (4, X — 1, 10l, y — [0, 9])
; k - !
§ The possible value of x ranges from §
skip § 1to10 after executing line 4. |

(7, {Xx — [10, 10], v — [10, 10]})



Informal Overview: Performing Fixpoint Computation

Represent program as a control flow graph
Compute abstract state at every program point

Initialize all abstract states to L

Repeat until no abstract state changes at any program point

e For each program label 1, compute an abstract state at entry

to 1 by taking the join of 1’s predecessors

e Given the abstract state at entry to 1, execute at each

program point using abstract semantics



Program as a Graph

N OO O B W N

X 1= 0;

y 1= 0;

while (x < 10) {
X 1= X + 1;
y i=y +1;

}

skip

=

3: Loop head

lx<‘|0

4: X=X+ 1;

l

S:yi=y+1;

6: Loop end

!

7: skip

x>=10



Sign Analysis

0: Ent
X=1,y=1 —> ¢ry

1:x:=0
X=1l,y=1 ——>» ¢

2:y:=0
X=1,y=1 —>»

X=1l,y=1

X=1l,y=1

x>=10

X=1l,y=1

6: Loop end
L

!

7 skip

X=1l,y=1__

X=1,y=1—~




X=1,y=1 —1*»

X=[=0l,) y=1—>

X=1l,y=1 —

X=1,y=1
X=Ly=41 x >= 10
X=1,y=1—
6: Loop end
X=1Ly=1l1—m»
7. skip
X=1l,y=1—m




X=1l,y=1 —]

X=[=0],)y =1 —

X=[=0, Y=
X=1l,y=1
X=1,y=1

X=1l,y=1 —

X:J_,yzj__

6: Loop end
L

'

X=1l,y=1 —

5

7: skip

x>=10



X=1l,y=1 —

X=[=0],y=1 —

X:J_,yzj__

6: Loop end
>

'

X=1l,y=1 —

2 -

7: skip

x>=10



X=1,y=1 —*>

1: x:=0;
X=[=0],)y=1 —t= l
2:y:=0;

X = [=0], ¥ = [=0]

X=[ZO],y=[=O] X>=1O

X=1l,y=1 —

6: Loop end
>

'

7: skip

X:J_,yzj__

X=1l,y=1—7»




0: Entry
X=1,y=1 —*> ¢
1: x:=0;
X=[=0],y=1—+{>» l
2:y:=0;
X =[=0], Y = [=0] —= l
X = [=0], Y = [=0]

X =[20], y = [=0]

X = [20], ¥ = [20]

X:J_,yzj__

X=1l,y=1 —

6: Loop end
>

'

7: skip

3 -

x>=10



X=[20],y=[=20

X=1l,y=1 —

X

[=O]!y= 1 —

X =[=0], ¥y = [=0]—

[20], ¥ = [=0]
=[20], ¥y = [=20]
X=1l,y=1 |

6: Loop end
>

'

7: skip

X=1l,y=1 —

>

x>=10



X=1,y=1 —*» ¢
1: x:=0;
X=[=0L,y=1—> i
2:y:=0;
X =[=0], ¥y = [=0] —=>

X=[20],y=1[=20

X = [20], Y = [20]

X=1l,y=1_ 2

6: Loop end
>

'

X=1l,y=1 —

>

7: skip

x>=10



X=1,y=1 —*»

1. x:=0;
X=[=0L,y=1—> $
2:y:=0;

X =[=0], ¥y = [=0] —=>

X=[20],y=1[=20

x>=10

No update

X=[20],Yy=[=20] —

6: Loop end
L

'

7: skip

X=1l,y=1

X=1,y=1—




X=1,y=1 —

X=[=0],y=1—

X=[=20],y=[=20

6: Loop end
>

'

X=1l,y=1 —

>

7: skip

x>=10



X=1l,y=1 —

X=[=0],y=1—

X=[20],y=1[=20

X=[20],y=[=20]—

6: Loop end
>

'

X=[20], Y =[264—

>

7. skip

x>=10



Interval Analysis

0: Ent
X=1l,y=1 — 1> ¢ry

1:x:=0
X=1,y=1 ——» ¢

2:y:=0
X=1l,y=1 —>»

X=1l,y=1

Xx=Ly=4 x>=10

X=1l,y=1

6: Loop end
L

!

7. skip

X=1l,y=1___

X=1,y=1—~




X=1l,y=1 —]

X=1[00],y=_L—]

X=1l,y=1 —

X=1l,y=1
X=1,y=1

X=1l,y=1 —

X=1l,y=1___

X=1l,y=1—

6: Loop end
L

!

1

7: skip

x>=10



X=1,y=1 —*>

1: x:=0;
X =1[0,0],y=L—» l
2:y:=0;

X = [O’O]! y = [010]__>

X=1l,y=_1
Xx=Ly=4 x>=10
X=1l,y=1—
6: Loop end
X=J-!y=J-—->
7: skip
X=1,y=1—7»




X=1,y=1 —>

X=[00],y=L1l—t»

X = [O’O]! y = [070:'_

L

X =[0,0], ¥y = [0,0

X=1,y=1

x>=10

X=1,y=1—

6: Loop end
>

!

7: skip

X=1l,y=1___|

X=1l,y=1—p




X=1l,y=1 —*>

X=[00],y=L—»

X = [O’O]! y = [O’O]__>

X =[0,0], ¥y =[0,0

x = [1’1]! y = [070]

X=1,y=1——

X=1,y=1__]

6: Loop end
B

!

X=1,y=1—

-

7: skip

x>=10



X=1,Y
X = [0,0],
X=1[00],y

X =1[0,0], y=1[0,0

x - [111]! y = [O’O]

0: Entry
= | —1»

1: x:=0;
y=1—4>» l

2:y:=0;
= [0,0}——

x=[1’1],y=[111] -

x=1,y

X=1,y

=1 |

= | —

6: Loop end
L

!

7: skip

1

x>=10



X=1l,y=1 —

X=1[00],y=_1—

x - [O’O], y = [010]_

X = [011 ]! y — [011

x - [1’1]! y - [010]

x=[1a1]!y=[111] -
6: Loop end
X=Ly=1L—»
7: skip
X=1,y=1—-pP

x>=10



X=1l,y=1 —

X=[0,0],y=_1—

x - [O’O]! y = [Oio]_

x= [O,°°]sy= [0,00
x= [111]!y= [O’O]
x=[111],y=[111] -

X=1l,y=1___

X=1l,y=1 —

6: Loop end
>

'

7: skip

>

x>=10

Apply widening



X=1,y=1 —*»

1: x:=0;
X=[00],yYy=L1lL—1> i
2:y:=0;

x = [O’OO], y = [0700

x>=10

x=[1’1]’y=[1’1] -
6: Loop end
X=Ly=1—»
7: skip
X=1l,y=1—7p




X=1l,y=1 —

X=1[00],y=_1—

x - [O’O]! y - [010]_

x - [0700]! y = [O’OO

x= [1’1O]!y= [O’oo]
X= [1’10]!y= [1’00] -
X=1l,y=1___

X=1l,y=1 —

6: Loop end
L

'

7: skip

Lt

x>=10



X=1,y=1 —*>

X =[00,yY=Ll—t»

X = [O’O]! y = [O’O]_
No update | |

Old New
x= [O,°°]5y= [O’oo] g x= [011O]!y= [O’OO

X =11,10}, y = [0,°] x>=10
X =[1,10], ¥ = [1,0] —
6: Loop end
X=1Ly=1L—»
7: skip
X=1,y=1—7pP




X=1l,y=1 —]

X=1[0,0],y=1—

x = [O’O], y - [an]_

x = [1110]! y = [O’OO]

X = [1’10]!y= [1100] - 1

X= [10,00], y = [O’oo]—

X=1l,y=1 —

6: Loop end
>

!

7: skip

>

x>=10



X=1,y=1 —1*>

1: x:=0;
X=[00,y=1l—1>» i
2:y:=0;
X =1[0,0],y=[00F—=> i
3: Loop head
x= [0,°°],y= [0,00
lx< 10
4:x:=x+ 1;
X =[1,10], ¥ = [0,°] \’ l x>=10
S:yi=y+1;
X= [1110]! y= [1100] —>
6: Loop end
X =[10,00], Y = [0,00] —}> ¢
_ - A e 7: skip . .
X=10=hy=0>]__4 Widening phase done.




Narrowing phase starts.

0: Entry
X=1,y=1 —1* ¢
1: x:=0;
X=[00Ly=1l—1> i
2:y:=0;
X =[0,0], Yy =[0,0}——>

A

Old New 3: Loop head

X =[0,%0], ¥ = [0,°] A x =1[0,10], Y = [0,]

X =[1,10], ¥ = [0,°°] \> '

x>=10

X = [1’10]!y= [1’00] -

6: Loop end
X =[10,%0], Y = [0,00] —> ¢
X = (10,1, y = [0,00]__|/*SKIP




X=1,y=1 —1*»

1. x:=0;
X=[00,yYy=1l—1> i
2:y:=0;

x - [011015 y = [O’OO]

No update
x=[1110]!y=[1100]_

6: Loop end
B

!

7: skip

x - [10’00]! y - [0700]_

x = [10’0015 y - [O’OO]__»




Old

X=1l,y=1 —

X=[00,y=1—

x = [O’O]! y - [O’O]_

x = [0’101! y = [O’OO]

X =[10,°], ¥y = [0,°] A x =[10,10], Yy =

x = [10’001! y - [O’OO]_

3: Loop head

lx<10

4:x:=x+1;
o2y =y +1;
New

[0,0°]

6: Loop end
>

!

>

7: skip

x>=10



X=1,y=1 —1*>

x - [O’O]! y = J—__>

3: Loop head

x = [0110]! y - [0100]

lx<10

4: X=X+ 1;
Sy =y +1,;
X = [1710]!y= [1700] —>

6: Loop end
>

!

X =[10,10], y = [0,°°]__[J

7. skip

x>=10



Language

X program variables
statements

skip nop statement

C;C sequence of statements

x:=F assignment

input x read an integer input

ifBCC condition statement

while B C loop statement

goto with dynamic label

expression
n integer
X variable
E+E addition
boolean expression
true | false
E<E comparison We assume each statement of
E—E equality the program is uniquely labeled.

C program



Transitional Semantics

State transition sequence
S) <> 81 <> S9 <> -+
where < is a transition relation between states S
SC S XS

A state s € S of the program is a pair (I, m) of a program label [ and the
machine state m at that program label during execution.



Concrete Transition Sequence

Example

Consider the following program

0: input(x);
1: while (x < 99)
2: {x:=x+1}

Let labels be “program points’. Such labeled representations of this
program in graph is

input(x)

while (x < 99)

9
x:=x+1 @




Concrete Transition Sequence

9

input(x)

while (x < 99)

Q

Xx:=x-+1

Let the initial state be the empty memory (). Some transition sequences are:

For input 100: (0,0) — (1,2 — 100) < (3,2 — 100).
For input 99:  (0,0) — (1,2 — 99) < (2,2 + 99) — (1,2 — 100) < (3,2 — 100).
For input O: (0,0) = (1,z+—0) = (2,z—0) = (l,x — 1) = --- — (3,2 — 100).



Semantic Domains

def

State = [Label x Memory

Memory = Vars — Value
Value = ZULabel.



Program Labels and Execution Order

ORI
@ while B
©,
@ C next(0) =1
' nextTrue(l) =2 next(2)
@ Cs nextFalse(l) =5 next(3)
next(4) =1

3
4



State Transition

e The state transition relation (I,m) = (I'.m') i¢ Jafined by case

analysis on statement labeled by [

skip (I,m) — (next(l),m)
input x (I,m) — (next(l),update (m,z)) for an input integer z
x:=E (I,m) — (next(l),update (m,evalg(m)))
C1;Co (I,m) — (next(l),m)
ifBC C) (I,m) — (nextTrue(l),filtery(m))
(I,m) — (nextFalse(l),filter_gz(m))
while B C (I,m) — (nextTrue(l),filterz(m))
(Il,m) — (nextFalse(l),filter_z(m))
goto E (I,m) — (evalg(m),m)



Semantic Operators

 The memory update operation
update,,, : M X V — M

update,.(m,n) = m{x — n}
* The expression-evaluation operation
evalg : M — V

eval,(m) =n
eval,(m) = m(x)

eval g, o g, (M) = evalg, (m) @ eval g, (M)

 The memory filter operation
filterp : Ml - M

filter ;(m) = m if evalg(m) = true



Reachable States

while (x < 99)

Q

Xx:=x-+1

Assume that the possible inputs are 0, 99, and 100. Then, the set of all
reachable states are the set of states occurring in the three transition
sequences:

0,0), (1,2 — 100), (3,2 — 100)}

0,0),(1,z — 99), (2,2 — 99), (1,z — 100), (3, z — 100)}

0,0), (1,2 — 0),(2,z+—0),(1,z+— 1), -+, (2,2 — 99), (1,2 — 100), (3,z — 100)}
0,0), (1,2 — 0),---, (1,2 — 100), (2,2 — 0),---, (2,2 — 99), (3,2 — 100)}



Concrete Semantics: the Set of Reachable States

Given a program, let I be the set of its initial states and Step be the
powerset-lifted version of —:

Step : p(S) — p(S)
Step(X) ={s' | s—= s,s€ X}

The set of reachable states is
I U Step'(I) U Step*(I) U ---
which is, equivalently, the limit of C;s

Co = 1
Cit1 = I U Step(Cy)

which is, the least solution of

X =1 U Step(X).



Example

From the set 1 =1(0,0)} of initial states,
assuming the possible inputs are 0, 99, and 100

Step'(I) = 1

Step'(I) = {(1,x+100),(1,x+—99),(1,x — 0)}
Step’(I) = {(3,x~ 100),(2,x+— 99),(2,x+ 0)}
Step’(I) = {(1,x— 100),(1,x~ 1)}

Step*(I) = {(3,x+—100),(2,x— 1)}

Step>(I) = {(1,x—2)}

Step®(I) = {(2,x—2)}

Step’(I) = {(1,x—3)}

All reachable states: JUStep! (I)UStep*(I)U



Concrete Semantics: the Set of Reachable States

The least solution of
X =1 U Step(X)

is also called the least fixpoint of F

F:po(S) — p(S)
F(X)=1 U Step(X)

written as
IfpF.



Concrete Semantics: the Set of Reachable States

Definition (Concrete semantics, the set of reachable states)

Given a program, let S be the set of states and < be the one-step
transition relation C S x S. Let I be the set of its initial states and Step be

the powerset-lifted version of —:

Step : p(S) = p(S)
Step(X)={s' | s — s, s € X}

Then the concrete semantics of the program, the set of all reachable states
from I, is defined as the least fixpoint Ifpf’ of F

F(X) = I U Step(X).




Analysis Goal

Program-label-wise reachability

For each program label we want to know the set of memories that can
occur at that label during executions of the input program.




Notations

 An element of A — B is interchangeably an element in p(A x B)

« Arelation f C A x B is interchangeably a function f € A — o(B):
fla) =1b]|(a,) € [}

For example, (<) C S x S is interchangeably a function (=) € S = p(S)

 For function f : A — B, we write 9(f) is its powers version:

p(f): p(A) = p(B),  p(f)(X)={f(z)]zeX}



Notations

e For function f: A — o(B), we write ©(f) as a shorthand for Uo p(f):
o(f) : p(A) = p(B), (X)) = J{f(@) |z e X}
For example, power-set-lifted function Step : p(S) — p(S) of relation —»
Step(X) ={s"|s— s',s € X}
IS equivalently, by regarding — as a function of S — p(S):
Step(X) = J{(=)(s) | s € X} = Uo p(—=)(X) = (=) (X)

 For function f:4— B and g¢: A" — B, we write (f,9) for

(f,g9) :Ax A" — Bx B
(f7 g)(a,a’) — (f(a),g(a’))



Abstract Semantics

Define the abstract semantics similarly to the concrete semantics

F:o(S) = p(S) Fi. St SF
F(X)=1U Step(X) FA(X®) = I* U Step*(XF)



Abstraction of the Semantic Domain £(5)

©(S) where S=LxM

Design an abstract domain as a CPO that is Galois-connected with the
concrete domain:

(p(L x M), C) & (L — M, ).

(87

@ Abstraction a defines how each concrete elmt (set of concrete states)
is abstracted into an abstract elmt.

@ Concretization v defines the set of concrete states implied by each
abstract state.

@ Partial order C is the label-wise order:
a* T iff VieL:d¥(l) Ty bF(1)

where C,; is the partial order of M?.



Abstraction of the Semantic Domain £(5)

Label-wise (two-step) abstraction of states:

set of states to label-wise collect to label-wise abstraction
oL x M) 2% T, 5 (M) e L— MY,
<Oam0>7 <07 m6>7 T <Ov{m07 m67 C }> <07m(ﬁ)>

/
partitioning <1’{m1’ My, }> memory <1vm§>

abstraction | abstraction |

collection of all states label-wise collection of memories label-wise abstract memories

<n7{mn7 mf,na T }> <n7m7ﬁz>

s
3
s
B
=



Abstraction of the Semantic Domain @(S)

{x
{x
{x
{x

{x
{x

0})

D]

1, y — 0})

I

— 10, y — 10})

collection of all states

partitioning

abstraction
10, y s 1@})1ﬁ

(Example)

1: x 1= 0,

2: Yy = 0;

3: while (x < 10) {

4: X 1= X + 1;

5: y 1=y + 1;

6: }

7: skip

(1,{{x — 0}})

(2,{{x — 0, y — 0}})
(3,{{x — 0, y — 0},

{Xx — 1, vy — 1},

(7,{Xx — 10, y — 10})

label-wise collection of memories

memory

T abstraction
(7,

(1; {X'_>[®;@]})
(2, {x—1I[0,0],y—1[0,0]})
(3, {x—1[0,9],y—1[0,9])

(4, {x— [1,10],y—1[0,9])

{x—1[10,10],y—[10,10]})

label-wise abstract memories



Abstraction of the Semantic Domain £(5)

The above Galois connection (abstraction)

(p(L x M), ) % (L — MF, ).

composes two Galois connections:

((ILx M), ©)
< o (L — p(M),E) (E is the label-wise C)
— s (L — MF,C) (C is the label-wise T ;)

a1



Partitioning Abstraction

(p(L x M), C)

PRI (L — o(M),C) (C is the label-wise C)

an T

{ (Ovm0)7(07m6)7"'7 } { (Oa{m07m67'°°})7 }

0 E = E

(namn)a(namgz)v”' (nv {mmmf/m})
o (S) = Al {me M| (I,m) € §}

W) = {(l;m) |m e I1(l)}



Memory Abstraction

(L — o(M),E) (C is the label-wise C)

Y1

«—— (L — MF C) (Cis the label-wise C,)

{ (0, {mg,mp, - }), }
oy (X) = AL apg(X (1))
7 (X*) = AL (X* (1))

{ (0, M),
(n, M)

|




Abstract Domains

e (Galois connection for abstract memories

(9(Memory), C) &= (Memory*, Cyy).
M

mk € Memoryjj = Vars — Value®
oni(M) = Ax. ay({m(x) |m e M})
Y (") = {m | Vx. m(x) € W (m" (x))}

e Ordered variable-wise

mt Ty mh <= Vo e X. mh(z) Ty mb(2)

m? Upgs m? = )\x.(mﬁ () Uy mg(az))



Abstract Domains

e Abstract values

((Value), C) % (Valuef, Cy).

Value® £ 7! x Label?

where Z? is an interval domain (a CPO) and Label’ is just a powerset #(Label) of labels
(a CPO).



Abstract State Transition

» The abstract semantics is defined using a transition system (S, =)

e St =1 x M*: the set of states (1, m*)

e (—%) C S* x S*: the transition relation that describes computation steps



Abstract State Transition

The abstract state transition relation (I,m") <! (I',m!)

Case the [-labeled statement of

skip : (I,m?) =! (next(l),m")
input x (1,m") —* (next(l),update’. (m*, o (Z)))
x:=E (1,m?) —* (next(l), update’. (m*, eval’ " (m*)))
C1;C (1,m*) =¥ (next(l),m")
if B C{ Co (I, m") —! (nextTrue(l),filter* ,(m?))
(1,m?) ! (nextFalse(l),ﬁlter 5 (m?))
while B C (1, m?) ! (nextTrue(! ),ﬁlter (mﬁ))
(I,m*) = (nextFalse(l ),ﬁlter _g(m*))
goto E (I,m?) —! (I',m?) forl' € Lof (£,L) £ evalt.(m")



Abstract Semantic Operators

 The abstract memory update operation:

updatei, : Vi x MF — MF
update, (nf, m?) = m#{z — n?}

 The abstract expression-evaluation operation:
evalﬁE : ME —

eval, () = az({n})
eval® (m) = m*(z)

eval%l@E2 (m) = efvozlﬁE1 (m*) @ efvalij2 (m*)

 The abstract memory filter operation:
ﬁlterﬂE : MF — M

ﬁlter%(mu) = ap({m € ym(m*) | evalp(m) = true})



Abstract Semantics

® The abstract semantic functions:
F*? : State® — Stare
FP(S%) = (1) UP Stepf (SH)
Step! = o(id, Uy ) o wo @ —F).
where
(S = (L — p(MF))
m(X) = A{m* € M* | (I, m*) € X}

. MpF Cyon(| |F*(L
. Soundness: "P" =10 n(LF (L)

>0



Abstract Step Function

Step* : (L — MF) — (L — M¥)

o Abstract transition @(—"):
> asetQLxMri —> asetQIL,xM1j
@ Paritioning :
» aset CLxM' — aset CL x p(M¥)
e Joining p(id, Lsy):
> a se L X p(Mﬁ) — an abstract state € L. — Mﬁ




Abstract Step Function

Let §" = {(0,x+> 1),(2,x+[0,0])}

Step* = p(id, Linr) o 7 o §(<*)

Step” (S*):




Abstract Step Function

Let §" = {(0,x+> 1),(2,x+[0,0])}

Step* = p(id, Unr) o 7 0 (%)

Step” (S*):

AN = S 00 U (2,0 (0,0)
= {(Lx— T)}u{(l,x— [1,1])}
-




Abstract Step Function

Let §" = {(0,x+> 1),(2,x+[0,0])}

Step? = o(id, L) o 7 0 G(<)
- ) Step™($Y):

A L D) = {0 T L)

x:=x+1 @(Zd,U)( ):




Abstract Step Function

Let §" = {(0,x+> 1),(2,x+[0,0])}

X Stept = p(id, Lins) o 70 ()

input(x)

s x—Tull1] |

Step” (S*):

while (x < 99)

Q

x:=x+1

{(id(1), Uptx = Tox—=[1,1]})}
= {l,x— T}

@(id, L)({(1,{x = T,x = [1,1]}) )



Basic Fixpoint Computation Algorithm

o If the abstract domain State is of finite-height, and F* is

monotone or extensive, the increasing chain
LC(FY) (L) E(F) (L

is finite and its biggest element is

|| FH(L).

>0

and over-approximates pF



Basic Fixpoint Computation Algorithm

@ Otherwise, find a widening operator \/, then the following chain
XoL X5 E ---

Xo=1 Xi1=X;\/ F{(Xy)

is finite and its last element over-approximates the concrete semantics
IfpF.



Basic Fixpoint Computation Algorithm

® Hence, if the abstract domain is finite, the algorithm is

C<+ L
repeat

R<+C

C + F(C)
until CC R

return R



Basic Fixpoint Computation Algorithm

® Hence, if the abstract domain is finite, the algorithm is

C<+ L
repeat

R<+C

C < (plid, L) oo P(—F))(C)
until CC R F

return R



0: ENTRY

il

16

3: skip

6: skip

Example: Sign Analysis

+ : [=0]

Label\lter

0:[=0]

1 2 3 4 5 | 6 | 7

....................................................................................................................................................

{y —0}:

....................................................................................................................................................




Basic Fixpoint Computation Algorithm

o |f the abstract domain is of infinite-height, the algorithm is

C+ L
repeat

R+ C

c+ CVF!C)
until CC R

return R



Example: Interval Analysis

 Fixpoint §
{ reached!

{10,017 [0.1] = [0,

0: ENTRY
Label\lter 1 2 3 6 7
1:x:=0 . . ! ! §
S 1 | —l00D | ix (0,01 | {x —[001 | {x — 0,01} | {x+—10,0) Bix 10,0} (x+—10,0) | {x —[0,0]
2:y =0 > sy €00 00 | —(00] | (0], § 6—(00) | (—[0,0], | (0]
T PR vl | y—1008 | y—[001 | y—[0,00 § y—[00] | y—00D | y—[00]
| ; | x—[0,0], | (x—[0,0], | (x—[0,0], | {x—[0,00], | {x—[0,00], | {x—[0,e0],
3: sk . {y —[0,0]} : : : : :

> ] O VTR ooy 100 | y—l0.0) | yl0e]) | yl0ee]) | 0

6: skip

0 0

R

- e— 1,11,
i y—I[0,0]} :
 e— 1,1,
L y—1,11)

{

{

i S 0]}5 {x—[0,0], |

{

- x— 1,1,

 e— 1,11,
L y—I1,11)

 (x—[0,0], | {x—[0,ec],

y—[0,0]}

1], |
y—[0,0]}

y—{0,e0]}

: {xr—[1,00],

y—I[0,0]} | y—>[0,00]}

- —[1,1],
y— 1,11}

| {x—[0,00],

.......................................................................................................................................................................

{x—[1,00],

{x—[1,00],

.......................................................................................................................................................................

{X+—1[0,00],




Inefficiency of the Basic Algorithm

Recall the algirthm with F*(C) being inlined:

C«+— L
repeat
R <+ C
C + CV (p(id, 1) o w0 (—¥))(C)
Pt
until CC R
return R

@ |C| ~ the number of labels in the input program!
o Better apply

(—*)(C)

only to necessary labels



Worklist Algorithm

@ worklist: the set of labels whose input memories are changed in the
previous Iteration

C:L — M
Ft: (L - M%) — (L — M¥)
WorkList : p(LL

WorkList «+ LL
C«+ L
repeat
R <+ C
C < CV F*(ClworList )
WorkList < {l | C(l) Z R(l),l € L}
until WorkList = ()
return R




Improvement of the Worklist Algorithm

o Inefficient: WorkList <— {l | C(l) Z R([l),l € L} re-scans all the labels.

> Better: At application —* to (I,C(1)), if its result (I, M*) is changed
(M* Z (1)), add I’ to the worklist.

@ Inefficient: CVFﬁ(C workList) Widens at all the labels.
> Better: Apply V only at the target of a loop. Use U* at other labels.




Worklist Algorithm with Widening

X:L— M
F*: (L - MF) — (L — MF)
Worklist - o(IL)
begin

Worklist < L

X <« 1

repeat

(w, Worklist) <— pop( Worklist)

mild — X (w)

Iz mild then

f f 7

mt m;. V Mye, if w is a loop head else m.,, L m#ew

If mﬂbew

X (w) 4= e,
Worklist < Worklist U {l | (w,mf ) <" (I,)}
endif
until Worklist = ()
return X

end



Worklist Algorithm with Narrowing

X :L— M
F*: (L - M) — (L — MF)
Worklist : o(IL)
begin

Worklist < 1L

X <1

repeat

(w, Worklist) < pop( Worklist)

mild — X (w)

m?zew A Ll{m(ﬁ)ut | <l7X(l)> %ﬁ <w7miut>}

if m?_ 7 mﬂold then

mi mild A m?

X (w) ¢ miye,,
Worklist < Worklist U {l | (w,mF ) <" (I,)}
endif
until Worklist = ()
return X

end



Soundness

Theorem (Sound static analysis by F*)

Given a program, let F and F* be defined as in the framework. If S* is of
finite-height (every chain S* is finite) and F* is monotone or extensive, then

|| F¥ (L)

1>0

is finitely computable and over-approximates lfpF’:

ifpF C (| | F¥'(L1)) or equivalently a(ifpF) C | | F¥(L).
i>0 i>0




Soundness

_ 7y o F# (or, equivalently v o /' [ F# o )

e We need to show [ 0y

® Then, the fixpoint transfer theorem would do.

) ToshowFO’Y;’YOF#weneed

@ sound condition for «#:

@ sound condition for UF:

Uo (7,7) € yoUf



Soundness

Theorem (Soundness of <)

If the semantic operators satisfy the following soundness properties:

@(GVQ/E) O Y Yy © eva/%
g‘)(updatex) O X O (’VM?VV)
o(filterg) o v

o(filter—g) o yas

YM © updatei
YM © fll/terﬁB

Y IO 1Y 1M

YM © fi/terjiB

then g(<—) oy T ~vo@(—F). (The x is the Cartesian product operator of

two sets. )

vy




Soundness (with Narrowing)

Theorem (Sound static analysis by * and widening operator /)

Given a program, let F' and F* be defined as in the framework. Let'\] be a
widening operator. Then the following chain Yo T Y, C - ..

Yo=1 Y =Y\/F{(Y)
is finite and its last element Yi;,, over-approximates lfpF':

lfpF' C v(Yiim) or equivalently a(lfpF') C Yijm.




Summary: Recipe for Designing Sound Static Analysis

@ Define M to be the set of memory states that can occur during
program executions. Let I be the finite and fixed set of labels of a

given program.

@ Define a concrete semantics as the lfpF’ where

concrete domain  p(S) =
concrete semantic function  F: p(S) —
F(X) =
Step =
— C

p(L x M)

0(S)
I'U Step(X)

“

(=)
(L x M) x (L x M)

The < is the one-step transition relation over I x M.



Summary: Recipe for Designing Sound Static Analysis

@ Define its abstract domain and abstract semantic function as

abstract domain St = L — M
abstract semantic function st st
FYXH) = () U Step*(X?)
Step* = o
= C (L x M") x (L x MF)

The <! is the one-step abstract transition relation over I x MF.
Function 7 partitions a set C IL x M by the labels in IL returning an
element in . — (MPF) represented as a set C L x p(MF).



Summary: Recipe for Designing Sound Static Analysis

© Check the abstract domains S* and M* are CPOs, and forms a
Galois-connection respectively with p(S) and o(M):

YM
\
V4

AN

(p(S),C) &= (S*,C) and (p(M),<)

87 Vi

(MF, C )

where the partial order C of S* is label-wise C e
af T iff VieL:da*(l) Ty b (D).

@ Check the abstract one-step transition < and abstract union U?
satisfy:
v o G(—=F)

(=)
U WOUﬁ

oy
° (7,7)

M 1M



Summary: Recipe for Designing Sound Static Analysis

@ Then, sound static analysis is defined as follows:
> In case S* is of finite-height (every its chain is finite) and F*? is
monotone or extensive, then

|| FH (L)

1 >0

is finitely computable and over-approximates the concrete semantics

IfpF.
» Otherwise, find a widening operator \/, then the following chain

XoE X1 E---
Xo=1 Xi1=X:\/ FH(X;)

is finite and its last element over-approximates the concrete semantics
IfpF.



