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Goal of This Lecture

• Learn how to design static analysis supporting more 
advanced features such as pointers and functions



Extended Language for Pointers
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features the target programming language has, designing its static analyses boils down to
designing an abstract semantics for those features: there is no need for separate techniques
for handling pointers and inter-procedural dynamics.

Subsequently, Section 8.3 and Section 8.4 focus more on designing abstract domains.
Section 8.3 and Section 8.4 describe a few common programming languages features,
and corresponding basic abstractions. Features are treated separately, and abstractions are
mostly presented at a high level, for the sake of concision. Section 8.3 focuses on features
related to memory states, whereas Section 8.4 studies features related to control states.

8.1 For a Language with Pointers

8.1.1 Language and Concrete Semantics
Let us consider an imperative language that admits pointers as programmable values. We
extend the imperative language in Section 4.4 (Figure 4.3) with the following constructs,
which generates and use memory locations.

expression E ::= · · · as before (Figure 4.3)
| x location of a variable
| location of newly allocated heap memory
| ⇤E dereference a location

statement C ::= · · · as before (Figure 4.3)
| ⇤E := E indirect assignment

program P ::= C

The expression returns a fresh heap memory location. Dereference expression
⇤E computes a location value from E then returns the stored value at the location. The
indirect assignment ⇤E 1 := E 2 computes a location from E 1 and stores a value (E 2) into
the location.

8.1.1.1 Concrete Transitional Semantics Given a program, its initial states I, and the set
Label of the labels for its statements, the transitional-style semantics (Chapter 4) is the
least fixpoint of the following semantic function F :

State = Label⇥Memory
F :√(State)!√(State)
F(X)

def
= I [Step(X)

where
Step

def
=√̆(,!).



Example
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 x = malloc; 
 y = &x; 
 z = x; 
*x = 5; 
*y = *x;

{x 7! a}

<latexit sha1_base64="boFxK2kShvTKwn3TUHcDRThYFcA=">AAAB+HicbVDLSsNAFJ34rPXRqEtdDBahq5KIogsXBTcuK9gHNKHcTCft0JkkzEzEGvoN/QA3LhRx6yf4Ce78EPdOHwttPXDhcM693HtPkHCmtON8WUvLK6tr67mN/ObW9k7B3t2rqziVhNZIzGPZDEBRziJa00xz2kwkBRFw2gj6V2O/cUelYnF0qwcJ9QV0IxYyAtpIbbvgZffYE5AoHWPwhm276JSdCfAicWekWDkceaXvj1G1bX96nZikgkaacFCq5TqJ9jOQmhFOh3kvVTQB0ocubRkagaDKzyaHD/GxUTo4jKWpSOOJ+nsiA6HUQASmU4DuqXlvLP7ntVIdXvgZi5JU04hMF4Upx+bJcQq4wyQlmg8MASKZuRWTHkgg2mSVNyG48y8vkvpJ2T0tn92YNC7RFDl0gI5QCbnoHFXQNaqiGiIoRY/oGb1YD9aT9Wq9TVuXrNnMPvoD6/0He/aWrQ==</latexit>

{x 7! a, y 7! x}

<latexit sha1_base64="cC/Bl0gqek2/l82WbjX7n82RLU8=">AAACBHicbVC7SgNBFJ31GeNr1TIWg0FIIWFXFC0sAjaWEcwDsiHMTmaTITOzy8ysZFlS2NjmM2wsFLG18BPs/BB7Jw9BEw8MHM65lzvn+BGjSjvOp7WwuLS8sppZy65vbG5t2zu7VRXGEpMKDlko6z5ShFFBKppqRuqRJIj7jNT83uXIr90SqWgobnQSkSZHHUEDipE2UsvOeWkfehxFSocQHcHkh/e9QcvOO0VnDDhP3CnJl/aHXuHrfVhu2R9eO8QxJ0JjhpRquE6kmymSmmJGBlkvViRCuIc6pGGoQJyoZjoOMYCHRmnDIJTmCQ3H6u+NFHGlEu6bSY50V816I/E/rxHr4LyZUhHFmgg8ORTEDJqQo0Zgm0qCNUsMQVhS81eIu0girE1vWVOCOxt5nlSPi+5J8fTatHEBJsiAHDgABeCCM1ACV6AMKgCDO/AAnsCzdW89Wi/W62R0wZru7IE/sN6+ARgfm3I=</latexit>

Memory addresses (variables or heap addresses) 
also can be values

{x 7! a, y 7! x, z 7! a}

<latexit sha1_base64="19bKC9YKyce6y54O9JS+y+0+3Ek=">AAACEXicbVDLSsNAFJ34rPUVdamLwSJ0UUoiii5cFNy4rGAf0IQymU7aoTNJmJlIY+gv2IW/4saFIt26c+eHuHf6ELX1wMDhnHu5c44XMSqVZX0YC4tLyyurmbXs+sbm1ra5s1uVYSwwqeCQhaLuIUkYDUhFUcVIPRIEcY+Rmte9HPm1WyIkDYMblUTE5agdUJ9ipLTUNPNO2oMOR5FUIUQFmHzzXgHe/RhOv2nmrKI1Bpwn9pTkSgcDJ/85HJSb5rvTCnHMSaAwQ1I2bCtSboqEopiRftaJJYkQ7qI2aWgaIE6km44T9eGRVlrQD4V+gYJj9fdGiriUCff0JEeqI2e9kfif14iVf+6mNIhiRQI8OeTHDOqQo3pgiwqCFUs0QVhQ/VeIO0ggrHSJWV2CPRt5nlSPi/ZJ8fRat3EBJsiAfXAI8sAGZ6AErkAZVAAG9+ARPIMX48F4Ml6N4WR0wZju7IE/MN6+ACiroEs=</latexit>

{x 7! a, y 7! x, z 7! a, a 7! 5}

<latexit sha1_base64="MrLqxbejcUW1v+Zh1vlJeDcyhzM=">AAACHnicbVDLSgMxFM34rPVVdamLYBG6KGVGLLpwUXDjsoJ9QGcod9K0Dc08SDLSOvQb+gFu/BVduFBEcKUf4t70odTWA4GTc+4lOccNOZPKND+NhcWl5ZXVxFpyfWNzazu1s1uWQSQILZGAB6LqgqSc+bSkmOK0GgoKnstpxe1cDP3KDRWSBf616oXU8aDlsyYjoLRUT+XtuIttD0KpAgxZ3Pvh3Sy+nTbg95K3+/VU2syZI+B5Yk1IunAwsDNfj4NiPfVuNwISedRXhIOUNcsMlRODUIxw2k/akaQhkA60aE1THzwqnXgUr4+PtNLAzUDo4ys8Uqc3YvCk7HmunvRAteWsNxT/82qRap45MfPDSFGfjB9qRhzrkMOucIMJShTvaQJEMP1XTNoggCjdaFKXYM1Gnifl45x1kstf6TbO0RgJtI8OUQZZ6BQV0CUqohIi6A49oGf0YtwbT8ar8TYeXTAmO3voD4yPbwjcpN8=</latexit>

{x 7! 5, y 7! x, z 7! a, a 7! 5}

<latexit sha1_base64="2ZxeW5zCc7R10J+ljK01wvABhRc=">AAACHXicbZC7SgNBFIZn4y3GW9RSi8EgpAhhVxK0sAjYWEYwF8iGcHYySYbMXpiZlcQlz5DexlcRwUIRCxvxQeyd3FATfxj4+M85nDm/E3AmlWl+GrGl5ZXVtfh6YmNza3snubtXln4oCC0Rn/ui6oCknHm0pJjitBoICq7DacXpXozqlRsqJPO9a9UPaN2FtsdajIDSViOZs6Metl0IpPJxPoP7M+5l8O2MIYPhp8keNJIpM2uOhRfBmkKqcDi001+Pw2Ij+W43fRK61FOEg5Q1ywxUPQKhGOF0kLBDSQMgXWjTmkYPXCrr0fi6AT7WThO3fKGfp/DY/T0RgStl33V0pwuqI+drI/O/Wi1UrbN6xLwgVNQjk0WtkGN95Cgq3GSCEsX7GoAIpv+KSQcEEKUDTegQrPmTF6F8krVy2fyVTuMcTRRHB+gIpZGFTlEBXaIiKiGC7tADekYvxr3xZLwab5PWmDGd2Ud/ZHx8A1yNpIk=</latexit>
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{x 7! a, y 7! x, z 7! a, a 7! 5}

<latexit sha1_base64="MrLqxbejcUW1v+Zh1vlJeDcyhzM=">AAACHnicbVDLSgMxFM34rPVVdamLYBG6KGVGLLpwUXDjsoJ9QGcod9K0Dc08SDLSOvQb+gFu/BVduFBEcKUf4t70odTWA4GTc+4lOccNOZPKND+NhcWl5ZXVxFpyfWNzazu1s1uWQSQILZGAB6LqgqSc+bSkmOK0GgoKnstpxe1cDP3KDRWSBf616oXU8aDlsyYjoLRUT+XtuIttD0KpAgxZ3Pvh3Sy+nTbg95K3+/VU2syZI+B5Yk1IunAwsDNfj4NiPfVuNwISedRXhIOUNcsMlRODUIxw2k/akaQhkA60aE1THzwqnXgUr4+PtNLAzUDo4ys8Uqc3YvCk7HmunvRAteWsNxT/82qRap45MfPDSFGfjB9qRhzrkMOucIMJShTvaQJEMP1XTNoggCjdaFKXYM1Gnifl45x1kstf6TbO0RgJtI8OUQZZ6BQV0CUqohIi6A49oGf0YtwbT8ar8TYeXTAmO3voD4yPbwjcpN8=</latexit>

{x 7! 5, y 7! x, z 7! a, a 7! 5}

<latexit sha1_base64="2ZxeW5zCc7R10J+ljK01wvABhRc=">AAACHXicbZC7SgNBFIZn4y3GW9RSi8EgpAhhVxK0sAjYWEYwF8iGcHYySYbMXpiZlcQlz5DexlcRwUIRCxvxQeyd3FATfxj4+M85nDm/E3AmlWl+GrGl5ZXVtfh6YmNza3snubtXln4oCC0Rn/ui6oCknHm0pJjitBoICq7DacXpXozqlRsqJPO9a9UPaN2FtsdajIDSViOZs6Metl0IpPJxPoP7M+5l8O2MIYPhp8keNJIpM2uOhRfBmkKqcDi001+Pw2Ij+W43fRK61FOEg5Q1ywxUPQKhGOF0kLBDSQMgXWjTmkYPXCrr0fi6AT7WThO3fKGfp/DY/T0RgStl33V0pwuqI+drI/O/Wi1UrbN6xLwgVNQjk0WtkGN95Cgq3GSCEsX7GoAIpv+KSQcEEKUDTegQrPmTF6F8krVy2fyVTuMcTRRHB+gIpZGFTlEBXaIiKiGC7tADekYvxr3xZLwab5PWmDGd2Ud/ZHx8A1yNpIk=</latexit>



Concrete Domains

• A memory location is either a variable or a heap address

• A value is either an integer or a memory location or a 
program label (due to the goto statement) 
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Example 8.1 (Language semantics) Consider the following program:

x := ;
y := x;
⇤x := 5;
⇤y := ⇤x

After the first statement, “x := ”, the memory is {x 7! a}, where the a is the address of a fresh
memory location. After the second statement, “y := x”, the memory becomes {x 7! a,y 7! x}. Then
the assignment “⇤x := 5” assigns integer 5 to the address stored in x; hence, the memory becomes
{x 7! a,y 7! x,a 7! 5}. Then the last assignment “⇤y := ⇤x” dereferences the address (a) stored in
x, gets 5, and stores it to the address (x) stored in y. Hence, the memory in the end is

{x 7! 5,y 7! x,a 7! 5}.

This concrete semantics is formalized in the following.

Concrete Transitional Semantics Given a program, its initial states I, and the set L of
the labels for its statements, the transitional-style semantics (chapter 4) is the least fixpoint
of the following semantic function F :

S= L⇥M

F :√(S)!√(S)

F(X) = I [Step(X),

where
Step =√̆(,!).

Before we define the transition relation ,! ✓ S⇥ S between concrete states, we have
to define the semantic domains. The memories are as before, maps from locations to
values, yet the location (address) domain A is extended to include dynamically allocated
memory addresses as well as program variables. Since such locations can also be values
of expressions, the value domain V contains such locations as well as integers (for integer
expressions) and labels (for goto-target expressions):

M = A! V memories
A = X[H addresses (locations)
V = Z[L[A values
X set of variables
H set of allocated heap addresses
L set of statement labels

The H set denotes the locations generated by the expressions. Given a program,
every expression is assumed to have a unique number µ , writing µ . Let



Domain of Heap Addresses

• Set of the locations generated by the malloc expressions

• every malloc expression is assumed to have a unique number 𝞵 

(allocation-site), writing malloc𝞵

• A heap address is represented as a pair of an allocation-site and a 
counter 

• For example, the addresses of fresh locations from a malloc-site 𝞵 are 

(𝞵, 0), (𝞵, 1), (𝞵, 2), ... 
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Domain of Heap Addresses

• A heap address is represented as a pair of an allocation-site and a counter


• Given a program, every malloc expression is assumed to have a unique 
number !, writing malloc!


• For example, the addresses of fresh locations from a malloc-site ! are 
(!, 0), (!, 1), (!, 2), …

6

H = Nsite ⇥ N

<latexit sha1_base64="xAouQTOvCUR1TAnQUye6hHibdUk=">AAACI3icbVDLSgMxFM3UV62vUZdugkVxVWakoohCwU1XUsE+oC0lk6ZtaCYzJHeEMsy/uPFX3LhQihsX/ovptEJtPRA4Oede7r3HCwXX4DhfVmZldW19I7uZ29re2d2z9w9qOogUZVUaiEA1PKKZ4JJVgYNgjVAx4nuC1b3h3cSvPzGleSAfYRSytk/6kvc4JWCkjn3d8gkMPC8uJ/j0Fv/+7pNOnHIOsebAkgS3gPtMz1fYeafgpMDLxJ2RPJqh0rHHrW5AI59JoIJo3XSdENoxUcCpYEmuFWkWEjokfdY0VBIzrx2nNyb4xChd3AuUeRJwqs53xMTXeuR7pnKyoV70JuJ/XjOC3lU75jKMgEk6HdSLBIYATwLDXa4YBTEyhFDFza6YDogiFEysOROCu3jyMqmdF9xi4eKhmC/dzOLIoiN0jM6Qiy5RCZVRBVURRc/oFb2jD+vFerPG1ue0NGPNeg7RH1jfP2r6pWM=</latexit>

  while(*) { 
!:  p = malloc(size); 
  }
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<latexit sha1_base64="xAouQTOvCUR1TAnQUye6hHibdUk=">AAACI3icbVDLSgMxFM3UV62vUZdugkVxVWakoohCwU1XUsE+oC0lk6ZtaCYzJHeEMsy/uPFX3LhQihsX/ovptEJtPRA4Oede7r3HCwXX4DhfVmZldW19I7uZ29re2d2z9w9qOogUZVUaiEA1PKKZ4JJVgYNgjVAx4nuC1b3h3cSvPzGleSAfYRSytk/6kvc4JWCkjn3d8gkMPC8uJ/j0Fv/+7pNOnHIOsebAkgS3gPtMz1fYeafgpMDLxJ2RPJqh0rHHrW5AI59JoIJo3XSdENoxUcCpYEmuFWkWEjokfdY0VBIzrx2nNyb4xChd3AuUeRJwqs53xMTXeuR7pnKyoV70JuJ/XjOC3lU75jKMgEk6HdSLBIYATwLDXa4YBTEyhFDFza6YDogiFEysOROCu3jyMqmdF9xi4eKhmC/dzOLIoiN0jM6Qiy5RCZVRBVURRc/oFb2jD+vFerPG1ue0NGPNeg7RH1jfP2r6pWM=</latexit>

  while(*) { 
!:  p = malloc(size); 
  }



Transitional Concrete Semantics
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State Transition

• The semantics is specified by a transition system           


• S = L ⨉ M  : the set of states


•                   : the transition relation that describes computation steps

7

(S, ,!)

<latexit sha1_base64="nc9WK8lhmqf+O2vCAHM45z6PIM4=">AAACBnicbVDLSsNAFJ3UV62vqEsRBotQQUoiBV0W3bisaB/QhDKZTtqhk5kwM1FK6MqNv+LGhSJu/QZ3/o2TNgttPXDhcM693HtPEDOqtON8W4Wl5ZXVteJ6aWNza3vH3t1rKZFITJpYMCE7AVKEUU6ammpGOrEkKAoYaQejq8xv3xOpqOB3ehwTP0IDTkOKkTZSzz6seBHSwyBIbyen0BsKMZJ0MNRISvFw0rPLTtWZAi4SNydlkKPRs7+8vsBJRLjGDCnVdZ1Y+ymSmmJGJiUvUSRGeIQGpGsoRxFRfjp9YwKPjdKHoZCmuIZT9fdEiiKlxlFgOrOb1byXif953USHF35KeZxowvFsUZgwqAXMMoF9KgnWbGwIwpKaWyEeIomwNsmVTAju/MuLpHVWdWvV2k2tXL/M4yiCA3AEKsAF56AOrkEDNAEGj+AZvII368l6sd6tj1lrwcpn9sEfWJ8/B+WY3A==</latexit>

hl,mi

<latexit sha1_base64="bPXGOm7VVQHlSlC6BcWecgbKbno=">AAAB/XicbVDLSsNAFL2pr1pf8bFzM1gEF1ISKeiy6MZlBfuAJpTJdNIOnUzCzESoofgrblwo4tb/cOffOE2z0NYDF86ccy9z7wkSzpR2nG+rtLK6tr5R3qxsbe/s7tn7B20Vp5LQFol5LLsBVpQzQVuaaU67iaQ4CjjtBOObmd95oFKxWNzrSUL9CA8FCxnB2kh9+8jjWAw5RfwcRciT+aNvV52akwMtE7cgVSjQ7Ntf3iAmaUSFJhwr1XOdRPsZlpoRTqcVL1U0wWSMh7RnqMARVX6Wbz9Fp0YZoDCWpoRGufp7IsORUpMoMJ0R1iO16M3E/7xeqsMrP2MiSTUVZP5RmHKkYzSLAg2YpETziSGYSGZ2RWSEJSbaBFYxIbiLJy+T9kXNrdfqd/Vq47qIowzHcAJn4MIlNOAWmtACAo/wDK/wZj1ZL9a79TFvLVnFzCH8gfX5A1YklIM=</latexit>

(,!) ✓ S⇥ S

<latexit sha1_base64="gWN1XfY3mUrEDsppHhsiHDv4WkM=">AAACIXicbVDJSgNBEO1xN25Rj14ag6CXMCMBcxS9eIxoFsgMoadTkzTpmR67a5Qw5Fe8+CtePCiSm/gzdpaD24OCx3tVVNULUykMuu6Hs7C4tLyyurZe2Njc2t4p7u41jMo0hzpXUulWyAxIkUAdBUpopRpYHEpohoPLid+8B22ESm5xmEIQs14iIsEZWqlTrB77faUGWvT6yLRWDyfUN1loAOGO+jHDfhjmNyPqo4jBfFM6xZJbdqegf4k3JyUyR61THPtdxbMYEuSSGdP23BSDnGkUXMKo4GcGUsYHrAdtSxNm9wX59MMRPbJKl0ZK20qQTtXvEzmLjRnGoe2cXGh+exPxP6+dYVQNcpGkGULCZ4uiTFJUdBIX7QoNHOXQEsa1sLdS3meacbShFmwI3u+X/5LGadmrlCvXldL5xTyONXJADskx8cgZOSdXpEbqhJNH8kxeyZvz5Lw478541rrgzGf2yQ84n1+yN6R5</latexit>

⇤E1 := E2 : hl,mi ,! hnext(l), update(m, evalE1(m), evalE2(m))i

<latexit sha1_base64="hCOwLkJjC6saxsC/FTk/D13u3VA="></latexit>

• New rule: the transition for indirect assignments 



Semantic Operators
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evalmallocµ(m) = (µ, z) new number z for malloc site µ
eval⇤E(m) = fetch(m, evalE(m)) dereference of a location

<latexit sha1_base64="THP7PytyA/POqeRGJW32RI2JxN0="></latexit>

• The memory filter operation
filterE : M ! M

filterE(m) = m if evalE(m) = true

<latexit sha1_base64="Am2Wq01oY4eaA1WA3AMLpDiRO34="></latexit>

• The memory read/write operations
fetch : M⇥ V ! V
fetch(m, v) = m(v)

<latexit sha1_base64="tjiqKUkGG+VihefO4vFE0HgpCrY="></latexit>

update : M⇥ V⇥ V ! M
update(m, v1, v2) = m{v1 7! v2}

<latexit sha1_base64="hJjylcfWgNH1Mo1fFk9YpfvW9n4="></latexit>
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• Concrete domain:                 where

• Concrete semantic (i.e., reachable states): lfpF

<latexit sha1_base64="v74uTVbqIvxiLLRmQjSJ6NTgCy0=">AAAB9HicbVDLSgMxFL1TX7W+qi7dBIvgqsxIRZdFQVxWsA9oh5JJM21oJhOTTKEM/Q43LhRx68e482/MtLPQ1gOBwzn3ck9OIDnTxnW/ncLa+sbmVnG7tLO7t39QPjxq6ThRhDZJzGPVCbCmnAnaNMxw2pGK4ijgtB2MbzO/PaFKs1g8mqmkfoSHgoWMYGMlvxdhMwrClIdydtcvV9yqOwdaJV5OKpCj0S9/9QYxSSIqDOFY667nSuOnWBlGOJ2VeommEpMxHtKupQJHVPvpPPQMnVllgMJY2ScMmqu/N1IcaT2NAjuZhdTLXib+53UTE177KRMyMVSQxaEw4cjEKGsADZiixPCpJZgoZrMiMsIKE2N7KtkSvOUvr5LWRdWrVS8fapX6TV5HEU7gFM7Bgyuowz00oAkEnuAZXuHNmTgvzrvzsRgtOPnOMfyB8/kDGMiSUg==</latexit>

D = }(S)

<latexit sha1_base64="X41BPPOIS8BByo0ywpyc0N6LPGY=">AAACBXicbVDLSsNAFJ34rPUVdamLwSLUTUmkoguFgi5cVrQPaEKZTCft0MkkzEyUErJx46+4caGIW//BnX/jpI2grQcuHM65l3vv8SJGpbKsL2NufmFxabmwUlxdW9/YNLe2mzKMBSYNHLJQtD0kCaOcNBRVjLQjQVDgMdLyhheZ37ojQtKQ36pRRNwA9Tn1KUZKS11zzwmQGnhecpnCc+jcR+Uf4SY97Jolq2KNAWeJnZMSyFHvmp9OL8RxQLjCDEnZsa1IuQkSimJG0qITSxIhPER90tGUo4BINxl/kcIDrfSgHwpdXMGx+nsiQYGUo8DTndmJctrLxP+8Tqz8UzehPIoV4XiyyI8ZVCHMIoE9KghWbKQJwoLqWyEeIIGw0sEVdQj29MuzpHlUsauV4+tqqXaWx1EAu2AflIENTkANXIE6aAAMHsATeAGvxqPxbLwZ75PWOSOf2QF/YHx8A4dil/E=</latexit>

S = L⇥M

<latexit sha1_base64="PySTp0MbTUXEEiqfXl9Jq2+yXrs=">AAACEnicbVDLSsNAFJ3UV62vqEs3g0XQTUmkoguFghsXChXtA5pQJtNJO3QyCTMToYR8gxt/xY0LRdy6cuffOGmjaOuBgTPn3Mu993gRo1JZ1qdRmJtfWFwqLpdWVtfWN8zNraYMY4FJA4csFG0PScIoJw1FFSPtSBAUeIy0vOF55rfuiJA05LdqFBE3QH1OfYqR0lLXPHACpAael9yk8Ax+fy5T6CgaEPmjXKVds2xVrDHgLLFzUgY56l3zw+mFOA4IV5ghKTu2FSk3QUJRzEhacmJJIoSHqE86mnKk57nJ+KQU7mmlB/1Q6McVHKu/OxIUSDkKPF2ZbSinvUz8z+vEyj9xE8qjWBGOJ4P8mEEVwiwf2KOCYMVGmiAsqN4V4gESCCudYkmHYE+fPEuahxW7Wjm6rpZrp3kcRbADdsE+sMExqIELUAcNgME9eATP4MV4MJ6MV+NtUlow8p5t8AfG+xcJRJ20</latexit>

• Concrete semantic function: 
 
 
 
where    is the set of initial states and         is the powerset-lifted version of  

Step : }(S) ! }(S)
Step(X) = {s0 | s ,! s0, s 2 X}

<latexit sha1_base64="oR4v+xFZJFuLk/CwTfUzOXvwoyQ="></latexit>

F : }(S) ! }(S)
F (X) = I [ Step(X)

<latexit sha1_base64="tdEencPlq1w65cw2k3YNYFqkyc8="></latexit>

I

<latexit sha1_base64="g5tHXSVlZDisGMjXcoEGz0Q4MwY="></latexit>

Step

<latexit sha1_base64="LY9Sjs9Bato7F3nNowghHSaX6Lo="></latexit>

,!

<latexit sha1_base64="eZeGdGiOw0O/sNtDrSB+p/jv5fI="></latexit>



Abstract Domains

• The abstract domains are Galois connected with the 
corresponding concrete domains:
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8.1.2 An Abstract Semantics
Following the framework of chapter 4, we define an abstract semantics as follows:

abstract domain S
] = L!M

]

abstract semantic function F] : S]! S
]

F](X ]) = a(I)[] Step](X ])

Step] = √(id,[]M)�p �√̆(,!]),

where ,!] is the one-step abstract transition relation ✓ S
]⇥S

].
At this level, all things remain the same as described in chapter 4. The function p parti-

tions a subset of L⇥M
] by the labels, returning an element in L!√(M]). The abstract

state domain S
] and the abstract transition relation ,!] need to satisfy the framework’s

required conditions:

• We design the set L!M
] of abstract states as a CPO that is Galois connected with

√(L⇥M):
√(L⇥M)��! ��a

g
L!M

]

• We design the abstract memory M
] as a CPO that is Galois connected with √(M):

√(M)���! ���
aM

gM
M

]

• We need to check that the abstract transition relation ,!] as a function satisfies the
soundness condition:

√̆(,!)� g ✓ √̆(g)� ,!]

• We need to check that the abstract union operators [] and []M satisfy the soundness
condition:

[� (g�,g�) ✓ g� �[]�
Then, for any input program, the algorithms of section 4.3 soundly approximate the con-
crete semantics of the program.

Abstract Domains The abstract domains S], M], V], and A
] are all CPOs that are Galois

connected with the corresponding concrete domains:

√(L⇥M)��! ��a

g
L!M

] √(M)���! ���
aM

gM
M

],

where
a(S) = {l 7! aM({m | (l,m) 2 S}) | l 2 L},
g(s]) = {(l,m) | m 2 gM(s](l)), l 2 L}.

Now, the abstract domain M
] is the parameter.

where
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Abstraction of Memories

• The  are finite sets of variables and allocation 

sites in the input programs. 

• abstract all heap locations located at a malloc site into a 
single abstract address (allocation-site-based abstraction)

• The abstraction and concretization functions: 
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Example 8.2 (A memory abstract domain) An example of such a domain M
] is

M
] = (X[Nsite)! V

],

given that V] is a Galois connected CPO. The X and Nsite are finite sets of, respectively, the variables
and the allocation sites in the input program.

The abstraction and concretization functions are as follows:

aM(M)(x) = aV ({m(x) | m 2M}) if x 2 X

aM(M)(µ) = aV ({m(µ,n) | m 2M,n 2 N}) if µ 2 Nsite

gM(M]) = {m 2M | 8x 2 X : m(x) 2 gV (M](x)),

8µ 2 Nsite,8n 2 N : m(µ,n) 2 gV (M](µ))}

Example 8.3 (An abstract value domain) An example abstract value domain V
], a CPO that is

Galois connected,
√(V)���! ���aV

gV
V
],

is achieved by abstracting kind-wise a set of values (integers, labels, and/or locations). We abstract
its set of integers into an abstract integer, its set of labels into an abstract label, and a set of locations
into an abstract location:

√(Z [ L [ A) ���! ���aV

gV
Z
]⇥L

]⇥A
],

where
aV (V ) = (aZ(V \Z),aL(V \L),aA(V \A)),

gV (z], l],a]) = gZ(z]) [ gL(l]) [ gA(a]).
The abstract integers, abstract labels, and abstract locations need to be Galois connected CPOs:

√(Z)���! ���aZ

gZ
Z
] √(L)���! ���aL

gL
L
]

√(A= X[Nsite⇥N)���! ���aA

gA
A
] =√(X[Nsite)

Note that the set of variables X and sites Nsite are finite for a program; thus, the powersets
of those sets can be used as finite abstract domains.

Abstract Transition ,!] Given the above abstract domains, we define the abstract tran-
sition relation ,!] as follows:

⇤E 1 := E 2 : (l,M]) ,!] (next(l),update](M],eval]E 1
(M]),eval]E 2

(M])))

Note that the abstract transition is identical to the concrete one except that it uses abstract
versions for the semantic operators (e.g., update] for update).
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Abstraction of  Values

• Abstract kind-wise a set of values (integers, labels, and/or 
locations) 

                 
where 
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Abstraction of  Values

• The abstract integers, labels, and locations are Galois 
connected: 

            

• Note that  are finite; thus the power 

sets of those sets can be used as finite abstract domains.

• All the operators (join, widening, narrowing, …) are 
defined as kind-wise.
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its set of integers into an abstract integer, its set of labels into an abstract label, and a set of locations
into an abstract location:

√(Z [ L [ A) ���! ���aV

gV
Z
]⇥L

]⇥A
],

where
aV (V ) = (aZ(V \Z),aL(V \L),aA(V \A)),

gV (z], l],a]) = gZ(z]) [ gL(l]) [ gA(a]).
The abstract integers, abstract labels, and abstract locations need to be Galois connected CPOs:

√(Z)���! ���aZ

gZ
Z
] √(L)���! ���aL

gL
L
]

√(A= X[Nsite⇥N)���! ���aA

gA
A
] =√(X[Nsite)

Note that the set of variables X and sites Nsite are finite for a program; thus, the powersets
of those sets can be used as finite abstract domains.

Abstract Transition ,!] Given the above abstract domains, we define the abstract tran-
sition relation ,!] as follows:

⇤E 1 := E 2 : (l,M]) ,!] (next(l),update](M],eval]E 1
(M]),eval]E 2

(M])))

Note that the abstract transition is identical to the concrete one except that it uses abstract
versions for the semantic operators (e.g., update] for update).
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(S], ,!])

<latexit sha1_base64="eq5YKXUrkY+dQsrP56++GS9PtGw=">AAACGHicbVDLSsNAFJ3UV62vqEs3g0WoIDWRii6LblxWtA9oYplMJ+3QSSbMTJQS8hlu/BU3LhRx251/46QNotUDA4dz7uXOOV7EqFSW9WkUFhaXlleKq6W19Y3NLXN7pyV5LDBpYs646HhIEkZD0lRUMdKJBEGBx0jbG11mfvueCEl5eKvGEXEDNAipTzFSWuqZxxUnQGroeclNepc4cohElB5BZ8j5SNDBUCEh+MO3c9gzy1bVmgL+JXZOyiBHo2dOnD7HcUBChRmSsmtbkXITJBTFjKQlJ5YkQniEBqSraYgCIt1kGiyFB1rpQ58L/UIFp+rPjQQFUo4DT09mKeS8l4n/ed1Y+eduQsMoViTEs0N+zKDiMGsJ9qkgWLGxJggLqv8KsS4AYaW7LOkS7PnIf0nrpGrXqqfXtXL9Iq+jCPbAPqgAG5yBOrgCDdAEGDyCZ/AK3own48V4Nz5mowUj39kFv2BMvgBHQqEx</latexit>

S] = L⇥M]

<latexit sha1_base64="viHoYAQS1DMpiOc7gx0vto4O+tQ="></latexit>

hl,m]i

<latexit sha1_base64="oc39CUkBKRsXWU9evqLekRsB/Ds=">AAACBnicbVBNS8NAEJ3Ur1q/oh5FWCyCBymJVPRY9OKxgv2AJpbNdtMu3WzC7kYooScv/hUvHhTx6m/w5r9xm/agrQ8GHu/NMDMvSDhT2nG+rcLS8srqWnG9tLG5tb1j7+41VZxKQhsk5rFsB1hRzgRtaKY5bSeS4ijgtBUMryd+64FKxWJxp0cJ9SPcFyxkBGsjde1Dj2PR5xTxUxTdZ54aYJmMkSdztWuXnYqTAy0Sd0bKMEO9a395vZikERWacKxUx3US7WdYakY4HZe8VNEEkyHu046hAkdU+Vn+xhgdG6WHwliaEhrl6u+JDEdKjaLAdEZYD9S8NxH/8zqpDi/9jIkk1VSQ6aIw5UjHaJIJ6jFJieYjQzCRzNyKiMkBE22SK5kQ3PmXF0nzrOJWK+e31XLtahZHEQ7gCE7AhQuowQ3UoQEEHuEZXuHNerJerHfrY9pasGYz+/AH1ucPvteYrg==</latexit>

(,!]) ✓ S] ⇥ S]

<latexit sha1_base64="2Ea2DWaAoh08/OHQWiXs+j9a7U4="></latexit>

• The abstract semantics is defined using a transition system


•                     : the set of states


•                        : the transition relation that describes computation steps

⇤E1 := E2 : hl,m]i ,!] hnext(l), update](m], eval ]E1
(m]), eval ]E2

(m]))i

<latexit sha1_base64="iH9u4orjyvY4bRSlqk1nyWMciww="></latexit>

• The abstract transition for indirect assignments 
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eval ]E : M] ! V]

eval ]x(m
]) = fetch](m], x)

eval ]&x(m
]) = {x}

eval ]mallocµ(m
]) = {µ}

eval ]⇤E(m
]) = fetch](m], eval ]E(m

]))

<latexit sha1_base64="WwGh5Z8jeUTw/nLtLGeGyKNA4ZI="></latexit>

• The abstract expression-evaluation operation:

• The abstract memory filter operation:
filter ]E : M] ! M]

filter ]E(m
]) = ↵M({m 2 �M(m

]) | evalE(m) = true})

<latexit sha1_base64="+xjGzrnENW/iotgCTzJbjMNihIg="></latexit>



Safe Memory Read Operation

• The memory read operation  looks up the 

abstract memory entry at the abstract location 

. 

• Since the abstract location is a set of variables and 
malloc sites, the result is the join of all the entries: 
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The types of the semantic operators are as follows:

eval]E : M
] ! V

]

update] : M
]⇥V

]⇥V
] !M

]

fetch] : M
]⇥V

] ! V
]

The abstract evaluation operator eval] can be defined as follows:

eval]x(M]) = fetch](M],x)

eval]x(M]) = {x}
eval] µ (M

]) = {µ}
eval]⇤E (M]) = fetch](M],eval]E (M]))

Safe Memory Operations If we use the abstract domains of examples 8.2 and 8.3, sound
memory read or write operations are as follows:

• The memory read operation fetch](M],v]) looks up the abstract memory entry at the
abstract location l] 2√(X[Nsite) of v]. Since the abstract location is a set of variables
and sites, the result is the join of all the entries:

G

a2l]
M](a)

• The memory write operation update](M],v]1,v
]
2) overwrites the memory entry (called

strong update) when the abstract target location l] of v]1 means a single concrete loca-
tion. Otherwise, the update cannot overwrite the memory. Every entry in the abstract
memory that constitutes the target abstract location l] 2√(X[Nsite) must be joined
with the value v]2 to store (called weak update):

G

a2l]
M][a 7! M](a)t v]2]

Example 8.4 (Analysis of a pointer program) Consider the program in figure 8.2 that repeatedly
allocates a new memory and overwrites integers to it. The columns labeled Early, Intermittent, and
Stable show the snapshots of some entries of the abstract memory at each program point during the
analysis. The Stable column shows the final result of the analysis.

We assume that the integer values are abstracted into the integer-interval domain.
First, note the Early column that captures the abstract memory entries right after the first itera-

tion. The variable has the abstract address µ for all the fresh memories allocated at the
expression. Note the abstract value stored at the µ address. The assignment to the abstract address
µ must be the weak update because µ denotes multiple locations. At line 6, µ contains [0,2], not
[2,2], as the assigning of [2,2] to µ must be the join with the old value [0,0].

In the Intermittent column, note the abstract values at µ at lines 4 and 6. The assignments do not
overwrite but join the new value with the old one. The abstract values stored at µ keep expanding.
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µ must be the weak update because µ denotes multiple locations. At line 6, µ contains [0,2], not
[2,2], as the assigning of [2,2] to µ must be the join with the old value [0,0].

In the Intermittent column, note the abstract values at µ at lines 4 and 6. The assignments do not
overwrite but join the new value with the old one. The abstract values stored at µ keep expanding.
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tion. The variable has the abstract address µ for all the fresh memories allocated at the
expression. Note the abstract value stored at the µ address. The assignment to the abstract address
µ must be the weak update because µ denotes multiple locations. At line 6, µ contains [0,2], not
[2,2], as the assigning of [2,2] to µ must be the join with the old value [0,0].

In the Intermittent column, note the abstract values at µ at lines 4 and 6. The assignments do not
overwrite but join the new value with the old one. The abstract values stored at µ keep expanding.



Safe Memory Write Operation

• The memory write operation  overwrites 

the memory entry (called strong update) when the abstract 

target location  means a single concrete location. 

• Otherwise, the update cannot overwrite the memory. Every 
entry in the abstract memory that constitutes the target 

abstract location  must be joined with (called 

weak update) 
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µ must be the weak update because µ denotes multiple locations. At line 6, µ contains [0,2], not
[2,2], as the assigning of [2,2] to µ must be the join with the old value [0,0].

In the Intermittent column, note the abstract values at µ at lines 4 and 6. The assignments do not
overwrite but join the new value with the old one. The abstract values stored at µ keep expanding.
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x = 0; 
y = 1; 
if (*) { 
  p = &x; 
} else { 
  p = &y; 
} 
z = *p; 
*p = 2;

{x 7! [0, 0], y 7! [1, 1], p 7! {x}}

<latexit sha1_base64="EqYiqcp6yvs9Ct8ReCgUSc/JUUw="></latexit>

{x 7! [0, 0], y 7! [1, 1], p 7! {y}}

<latexit sha1_base64="l0KmZpyDmRQqWLqfQ7sf0hNncGI="></latexit>

{x 7! [0, 0], y 7! [1, 1], p 7! {x, y}, z 7! [0, 1]}

<latexit sha1_base64="yiJWG3v64Q0iqM6SP2vZjLe8YBc="></latexit>

{x 7! [0, 2], y 7! [1, 2], p 7! {x, y}, z 7! [0, 1]}

<latexit sha1_base64="DHQc0MhHJyxBW79IoBIfI+hckaY="></latexit>
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• Abstract domain:                

Abstract Semantics
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• Soundness:

• The abstract semantic functions for transition and partition:

• The abstract semantic function:

Step] : (L ! M]) ! (L ! M])

Step](X) = }(id,t) � ⇡ � }̆(,!])(X)

<latexit sha1_base64="NqQ2+Z1e5vABF1D/f5xv/kDKMwI="></latexit>

⇡ : }(S]) ! (L ! }(M]))

⇡(X) = �l.{m] 2 M] | hl,m]i 2 X}

<latexit sha1_base64="KcF/7aU4omEvo1ANGV04ikBw7Bc="></latexit>

D] = L ! M]

<latexit sha1_base64="OdpNE56SdPIJkewZO/hJ4TPAXBs=">AAACIXicbVDLSsNAFJ3UV62vqEs3g0VwVRKp2IVCQRcuFCrYBzSxTKbTduhkEmYmQgn5FTf+ihsXinQn/oyTNr5aDwycOfde7j3HCxmVyrLejdzC4tLySn61sLa+sbllbu80ZBAJTOo4YIFoeUgSRjmpK6oYaYWCIN9jpOkNz9N6854ISQN+q0YhcX3U57RHMVJa6pgVx0dq4HnxRXIXO3KARJjAM/ilXiXQUcH39/qnqWMWrZI1AZwndkaKIEOtY46dboAjn3CFGZKybVuhcmMkFMWMJAUnkiREeIj6pK0pRz6RbjxxmMADrXRhLxD6cQUn6u+JGPlSjnxPd6anytlaKv5Xa0eqV3FjysNIEY6ni3oRg9p0GhfsUkGwYiNNEBZU3wqx9o+w0qEWdAj2rOV50jgq2eXS8U25WD3N4siDPbAPDoENTkAVXIIaqAMMHsATeAGvxqPxbLwZ42lrzshmdsEfGB+f7lCknA==</latexit>

F ] : (L ! M]) ! (L ! M])

F ](X) = ↵(I) t Step](X)

<latexit sha1_base64="M2OfKnkgwWEYzAww+sK1MvQi1/k=">AAAF6nicjVTdbhw1FJ4tXVqGn6ZwU6k3DrMrbUQV7aRURUCqFQgoEkhBkDbSeBp5PN4ZK/Z4sD1JNpZfgjvELU/A2wBXvAlnfpJmtyDV0mjOOf7Od47tz85qwY2dz/8c3Xjj5vjNW7ffCt9+59337mzdff+ZUY2m7JAqofRRRgwTvGKHllvBjmrNiMwEe56dfNnOPz9l2nBV/WRXNUslKSq+5JRYCB1v/YEzVvDKEa3Jyjvqw69fOGxKomuPPkUzLIkts8x95xG2Cl263/sr1E438TpAjJP57iMm02s1Zkc7aB9hIuqSzL4FLvMz </latexit>

lfpF ✓ �(
G

i�0

F ](?))

<latexit sha1_base64="n7bjs0aosbbarwDCmNpF7ndUhyw="></latexit>
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if by the fixpoint transfer theoremF ] � � ✓ � � F ]

<latexit sha1_base64="pVN5IKrAaG3WIVsor/YKZSKdkYI=">AAACNXicbVDLSgMxFM3UV62vqks3wSK4KjOiqLuiIC4r2Ad0armT3rbBZGZMMkIZ+i1+hl/gVtcu3Klbf8H0gVr1QOBwzrnc3BPEgmvjus9OZmZ2bn4hu5hbWl5ZXcuvb1R1lCiGFRaJSNUD0Ch4iBXDjcB6rBBkILAWXJ8O/dotKs2j8NL0Y2xK6Ia8wxkYK7Xyx2dXqa97oOIB9RlXjPpdkBKor5NAo8GbL2Hkfsdb+YJbdEegf4k3IQUyQbmVf/PbEUskhoYJ0LrhubFppqAMZwIHOT/RGAO7hi42LA1Bom6moxMHdMcqbdqJlH2hoSP150QKUuu+DGxSgunp395Q/M9rJKZz1Ex5GCcGQzZe1EkENREd9kXbXCEzom8JMMXtXymz9wMzttWpLV0QEdfDXrzfLfwl1b2it188uNgvlE4mDWXJFtkmu8Qjh6REzkmZVAgjd+SBPJIn5955cV6d93E040xmNskUnI9PwEqstw==</latexit>

lfpF ✓ �(
G

i�0

F ](?))

<latexit sha1_base64="n7bjs0aosbbarwDCmNpF7ndUhyw="></latexit>

}(evalE) � �M ✓ �M � eval ]E

<latexit sha1_base64="sJr/0UrywiWxSa7FwdAc2N9avGo="></latexit>

}(updateE) � ⇥ � (�M, �A, �V) ✓ �M � update]E

<latexit sha1_base64="0f/htpbVifLj4kJbCP7HAjIOp4E="></latexit>

}(fetch) � ⇥ � (�M, �V) ✓ �V � fetch]
E

<latexit sha1_base64="JrIC9G9mS3a/KG01T6NA1IUTTZs="></latexit>

}(filterE) � �M ✓ �M � filter ]E

<latexit sha1_base64="So5fYj4kM/KkyYGwy/qqj0obnJY="></latexit>

It is enough to prove the following soundnesses for all semantic operator:



Further Extended Language for Functions

MITPress Times.cls LATEX Times A Priori Book Style Typeset with PDFLaTeX Size: 7x9 April 13, 2021 9:18am

8.2 For a Language with Functions 193

be joined with the value v]2 to store (called “weak update”):
G

a2l]
m]{a 7! m](a)t v]2}.

Theorem 8.1 (Safety of ,!] for the pointer language) Consider the concrete one-step transition
of Section 8.1.1 and the abstract transition relation of Section 8.1.2. If the semantic operators satisfy
the following safety properties:

√(evalE )� gM ✓ gV � eval]E
√(updatex)�⇥� (gM ,gV ) ✓ gM �update]x

√(fetch)�⇥� (gM ,gV ) ✓ gV � fetch]

√(filterB )� gM ✓ gM �filter]B

then √̆(,!)� g v √̆(g)� ,!].

8.2 For a Language with Functions

8.2.1 Language and Concrete Semantics
Let us consider an imperative language that allows functions. We extend the imperative
language in Chapter 4 (Figure 4.3) with recursive function definitions and calls.

We consider only “flat” function definitions (no nested function definitions) as in the C
language. Hence, variables other than function parameters are all global variables. Return-
ing a value from a function is to be programmed as an assignment to a global variable. We
assume that names in a program for the functions and their parameters are unique and that
every function has one parameter. We let function names be first-class values: program-
mers can store function names in program variables or pass them as parameters to other
functions. Hence, like function pointers in C, functions are not necessarily called by their
defined names. The function part of the call statement can thus be any expression only if
its value is a function name. The function to call is determined at run-time.

Expression E ::= · · · as before (Figure 4.3)
| f function id

Statement C ::= · · · as before (Figure 4.3)
| E (E ) function call
| return from call

Function F ::= f(x) = C function definition
Program P ::= F +C

8.2.1.1 Semantic Domains Because of recursive calls, the parameter of the recursive func-
tion can have multiple instances alive in the memory. At each recursive call a new instance



Assumptions

• Every function has one parameter.

• Function parameter names are unique.

• No nested function definitions

• Variables other than function parameters are all global variables.

• Returning a value from a function is an assignment to a global 
variable. 

• Function names can be stored in variables or passed on to 
other functions. 
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store 2, 1, and 0) during the recursive calls:

1 : sum(2) z 7! 3?y x?

2 : x 7! 2 sum(1); x 7! 2 z := z+x z 7! 3?y x?

3 : x 7! 1 sum(0); x 7! 1 z := z+x z 7! 1?y x?

4 : x 7! 0 z := 0 z 7! 0

Semantic Domains Because of recursive calls, the parameter of a recursive function
may have multiple instances alive in the memory at any time during execution. At each
recursive call, a new instance of the parameter of the function is allocated in the memory.
The function body then uses this new instance as its parameter. The previous instance must
be alive and be back to use after the return of the recursive call.

Thus, when defining the semantics of the above language, we need a semantic entity that
determines the current instance of function parameters. In semantic jargon, such entity is
a table called environment. The current environment determines which memory instances
of parameters to use.

Also, at function call, the return context must be remembered in order to be recovered
on the function return. Each return context consists of the return label (the next label after
the function call) and the environment at the function call. Because of recursive calls, we
need a stack of remembered contexts, with the most recent context being on the stack top.
In semantic jargon, this stack of remembered contexts is called continuation.

Thus, we need four components in the state, in addition to the program labels: memory,
environment, continuation, and a kind of global counter that we reference to generate fresh
instances. The definitions of the semantic domains are shown in figure 8.4.

Given a program, the sets X, L, and F are, respectively, finite sets of variables, labels
assigned to each statement, and function names.

An instance f 2 I is a time stamp, a kind of global counter that is used to differentiate the
instances of formal parameters. We use the global counter f as the instance of the formal
parameter at each function call. Since a new instance of a formal parameter is always
needed at function calls, the global instance counter ticks at each function call.

Control Flow Is Dynamic Note that the control flow in the presence of function calls is
dynamic; the return from a function call is determined at run-time to flow back to its most
recent call site. Furthermore, a function is not always called by its defined name. Function
to call is not syntactically explicit in the program text when its name is a value that is stored
in a variable or passed as a parameter.
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E ::= · · · expression, as before (figure 4.6)
| f function name

C ::= · · · statement, as before (figure 4.6)
| E (E ) function call
| return from call

F ::= f(x) = C function definition
P ::= F +C program, list of function defs followed by a statement

Figure 8.3
Syntax of an example language with functions

8.2 For a Language with Functions and Recursive Calls

8.2.1 Language and Concrete Semantics
Let us consider an imperative language that allows functions. We extend the imperative
language in chapter 4 (figure 4.6) with function definitions and recursive calls (see fig-
ure 8.3).

The language has only flat function definitions (no nested function definitions) as in
the C language. Hence, variables other than function parameters are all global variables.
Returning a value from a function is to be simulated by an assignment to a global variable.
The function to call is determined at run-time. The function names are first-class values:
programmers can store function names in program variables or pass them as parameters to
other functions. Hence, like function pointers in C, functions are not necessarily called by
their defined names. The function part of the call statement can thus be any expression that
evaluates to a function name. We assume that the names in a program for the functions and
their parameters are all distinct and that every function has one parameter.

Example 8.5 (Semantics of recursive function calls) Consider the following program:

sum(x) = (x= 0) {z := 0; } {sum(x�1); z := z+x; }
sum(2)

The sum function is recursive, whose result is stored in the z variable. After two recursive calls
sum(1) and sum(0)), the result 3 of sum(2) is stored in z.

The following diagram shows the memory snapshots during the execution. The down arrows are
for calls, and up arrows for returns. Each horizontal line shows a part of the program to evaluate
by each call to sum. Line 2 shows the function body after the initial call sum(2), line 3 the function
body after the first recursive call sum(1), and so on.

The memory entries for the x and z variables are shown inside boxes at the program points. Note
that the parameter x needs to keep maximum three instances alive simultaneously in the memory (to

• Example program

• Memory snapshots during the execution (↓:call, ↑:ret)
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store 2, 1, and 0) during the recursive calls:

1 : sum(2) z 7! 3?y x?

2 : x 7! 2 sum(1); x 7! 2 z := z+x z 7! 3?y x?

3 : x 7! 1 sum(0); x 7! 1 z := z+x z 7! 1?y x?

4 : x 7! 0 z := 0 z 7! 0

Semantic Domains Because of recursive calls, the parameter of a recursive function
may have multiple instances alive in the memory at any time during execution. At each
recursive call, a new instance of the parameter of the function is allocated in the memory.
The function body then uses this new instance as its parameter. The previous instance must
be alive and be back to use after the return of the recursive call.

Thus, when defining the semantics of the above language, we need a semantic entity that
determines the current instance of function parameters. In semantic jargon, such entity is
a table called environment. The current environment determines which memory instances
of parameters to use.

Also, at function call, the return context must be remembered in order to be recovered
on the function return. Each return context consists of the return label (the next label after
the function call) and the environment at the function call. Because of recursive calls, we
need a stack of remembered contexts, with the most recent context being on the stack top.
In semantic jargon, this stack of remembered contexts is called continuation.

Thus, we need four components in the state, in addition to the program labels: memory,
environment, continuation, and a kind of global counter that we reference to generate fresh
instances. The definitions of the semantic domains are shown in figure 8.4.

Given a program, the sets X, L, and F are, respectively, finite sets of variables, labels
assigned to each statement, and function names.

An instance f 2 I is a time stamp, a kind of global counter that is used to differentiate the
instances of formal parameters. We use the global counter f as the instance of the formal
parameter at each function call. Since a new instance of a formal parameter is always
needed at function calls, the global instance counter ticks at each function call.

Control Flow Is Dynamic Note that the control flow in the presence of function calls is
dynamic; the return from a function call is determined at run-time to flow back to its most
recent call site. Furthermore, a function is not always called by its defined name. Function
to call is not syntactically explicit in the program text when its name is a value that is stored
in a variable or passed as a parameter.
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E ::= · · · expression, as before (figure 4.6)
| f function name

C ::= · · · statement, as before (figure 4.6)
| E (E ) function call
| return from call

F ::= f(x) = C function definition
P ::= F +C program, list of function defs followed by a statement

Figure 8.3
Syntax of an example language with functions

8.2 For a Language with Functions and Recursive Calls

8.2.1 Language and Concrete Semantics
Let us consider an imperative language that allows functions. We extend the imperative
language in chapter 4 (figure 4.6) with function definitions and recursive calls (see fig-
ure 8.3).

The language has only flat function definitions (no nested function definitions) as in
the C language. Hence, variables other than function parameters are all global variables.
Returning a value from a function is to be simulated by an assignment to a global variable.
The function to call is determined at run-time. The function names are first-class values:
programmers can store function names in program variables or pass them as parameters to
other functions. Hence, like function pointers in C, functions are not necessarily called by
their defined names. The function part of the call statement can thus be any expression that
evaluates to a function name. We assume that the names in a program for the functions and
their parameters are all distinct and that every function has one parameter.

Example 8.5 (Semantics of recursive function calls) Consider the following program:

sum(x) = (x= 0) {z := 0; } {sum(x�1); z := z+x; }
sum(2)

The sum function is recursive, whose result is stored in the z variable. After two recursive calls
sum(1) and sum(0)), the result 3 of sum(2) is stored in z.

The following diagram shows the memory snapshots during the execution. The down arrows are
for calls, and up arrows for returns. Each horizontal line shows a part of the program to evaluate
by each call to sum. Line 2 shows the function body after the initial call sum(2), line 3 the function
body after the first recursive call sum(1), and so on.

The memory entries for the x and z variables are shown inside boxes at the program points. Note
that the parameter x needs to keep maximum three instances alive simultaneously in the memory (to

• Example program

• Memory snapshots during the execution (↓:call, ↑:ret)

Multiple instances of the 
parameter
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store 2, 1, and 0) during the recursive calls:

1 : sum(2) z 7! 3?y x?

2 : x 7! 2 sum(1); x 7! 2 z := z+x z 7! 3?y x?

3 : x 7! 1 sum(0); x 7! 1 z := z+x z 7! 1?y x?

4 : x 7! 0 z := 0 z 7! 0

Semantic Domains Because of recursive calls, the parameter of a recursive function
may have multiple instances alive in the memory at any time during execution. At each
recursive call, a new instance of the parameter of the function is allocated in the memory.
The function body then uses this new instance as its parameter. The previous instance must
be alive and be back to use after the return of the recursive call.

Thus, when defining the semantics of the above language, we need a semantic entity that
determines the current instance of function parameters. In semantic jargon, such entity is
a table called environment. The current environment determines which memory instances
of parameters to use.

Also, at function call, the return context must be remembered in order to be recovered
on the function return. Each return context consists of the return label (the next label after
the function call) and the environment at the function call. Because of recursive calls, we
need a stack of remembered contexts, with the most recent context being on the stack top.
In semantic jargon, this stack of remembered contexts is called continuation.

Thus, we need four components in the state, in addition to the program labels: memory,
environment, continuation, and a kind of global counter that we reference to generate fresh
instances. The definitions of the semantic domains are shown in figure 8.4.

Given a program, the sets X, L, and F are, respectively, finite sets of variables, labels
assigned to each statement, and function names.

An instance f 2 I is a time stamp, a kind of global counter that is used to differentiate the
instances of formal parameters. We use the global counter f as the instance of the formal
parameter at each function call. Since a new instance of a formal parameter is always
needed at function calls, the global instance counter ticks at each function call.

Control Flow Is Dynamic Note that the control flow in the presence of function calls is
dynamic; the return from a function call is determined at run-time to flow back to its most
recent call site. Furthermore, a function is not always called by its defined name. Function
to call is not syntactically explicit in the program text when its name is a value that is stored
in a variable or passed as a parameter.
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E ::= · · · expression, as before (figure 4.6)
| f function name

C ::= · · · statement, as before (figure 4.6)
| E (E ) function call
| return from call

F ::= f(x) = C function definition
P ::= F +C program, list of function defs followed by a statement

Figure 8.3
Syntax of an example language with functions

8.2 For a Language with Functions and Recursive Calls

8.2.1 Language and Concrete Semantics
Let us consider an imperative language that allows functions. We extend the imperative
language in chapter 4 (figure 4.6) with function definitions and recursive calls (see fig-
ure 8.3).

The language has only flat function definitions (no nested function definitions) as in
the C language. Hence, variables other than function parameters are all global variables.
Returning a value from a function is to be simulated by an assignment to a global variable.
The function to call is determined at run-time. The function names are first-class values:
programmers can store function names in program variables or pass them as parameters to
other functions. Hence, like function pointers in C, functions are not necessarily called by
their defined names. The function part of the call statement can thus be any expression that
evaluates to a function name. We assume that the names in a program for the functions and
their parameters are all distinct and that every function has one parameter.

Example 8.5 (Semantics of recursive function calls) Consider the following program:

sum(x) = (x= 0) {z := 0; } {sum(x�1); z := z+x; }
sum(2)

The sum function is recursive, whose result is stored in the z variable. After two recursive calls
sum(1) and sum(0)), the result 3 of sum(2) is stored in z.

The following diagram shows the memory snapshots during the execution. The down arrows are
for calls, and up arrows for returns. Each horizontal line shows a part of the program to evaluate
by each call to sum. Line 2 shows the function body after the initial call sum(2), line 3 the function
body after the first recursive call sum(1), and so on.

The memory entries for the x and z variables are shown inside boxes at the program points. Note
that the parameter x needs to keep maximum three instances alive simultaneously in the memory (to

• Example program

• Memory snapshots during the execution (↓:call, ↑:ret)

Multiple return contexts for 
each function call
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hl,m,s ,k,fi 2 S = L⇥M⇥E⇥K⇥ I

m 2 M = A! V memories
s 2 E = X! I environments
k 2 K = (L⇥E)⇤ continuations (stacks of return contexts)
f 2 I instances
a 2 A = X⇥ I addresses
v 2 V = Z[L[F values

X set of variables and parameters
L set of statement labels
F set of function names

Figure 8.4
Concrete semantic domains

Other than the dynamically determined control flow, we let the portion of the control flow
that is known beforehand from the program syntax be prepared in next(l), nextTrue(l),
and nextFalse(l). They determine the next statement to execute upon completing the
execution of each l-labeled statement. Every statement of a given program is uniquely
labeled.

Concrete Transitional Semantics Concrete semantics of a program for a set I of input
states is the least fixpoint

lfpF

of monotonic function
F :√(S)!√(S)

F(X) = I [√(,!)(X).

The state transition relation hl,m,s ,k,fi ,! hl0,m0,s 0,k 0,f 0i is defined in figure 8.5.
The transitions from an l-labeled statement are defined by case analysis over the corre-
sponding statement. For each function f, let body(f) be the label of its body statement,
and let param(f) be its formal parameter name.

The expression evaluation function evalE , the memory update function updatex, and the
filter functions filterB and filter¬B are the same as before except that the location of a vari-
able to read or write is the instance of the variable determined by the current environment;
hence, they need the current environment s :

evalE : M⇥E! V

updatex : M⇥V⇥E!M

filterB : M⇥E!M
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

Environment Instance

Var Instance

z 0 0
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

Environment Instance

Var Instance

z 0

x 1

1
11
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

Environment Instance

Var Instance

z 0

x 1

1
11
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

Environment Instance

Var Instance

z 0

x 2

26
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

Environment Instance

Var Instance

z 0

x 1

26
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

<x, 3> 0

Environment Instance

Var Instance

z 0

x 3

3
6
6
11
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

<x, 3> 0

<z, 0> 0

Environment Instance

Var Instance

z 0

x 3

3
6
6
11
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

<x, 3> 0

<z, 0> 1

Environment Instance

Var Instance

z 0

x 2
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

<x, 3> 0

<z, 0> 3

Environment Instance

Var Instance

z 0

x 1

3
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1:  void sum(int x) { 
2:    if (x == 0) { 
3:      z = 0; 
4:      return; 
5:    } else { 
6:      sum (x - 1); 
7:      z = z + x; 
8:      return; 
9:    } 
10: } 
11: sum(2);

Memory Continuation

Addr Val

<x, 1> 2

<x, 2> 1

<x, 3> 0

<z, 0> 3

Environment Instance

Var Instance

z 0 3



Concrete Semantics

• The state transition relation 

•  : label of body statement of function f

•  : formal parameter name of function f 
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hl,m,s ,k,fi 2 S = L⇥M⇥E⇥K⇥ I

m 2 M = A! V memories
s 2 E = X! I environments
k 2 K = (L⇥E)⇤ continuations (stacks of return contexts)
f 2 I instances
a 2 A = X⇥ I addresses
v 2 V = Z[L[F values

X set of variables and parameters
L set of statement labels
F set of function names

Figure 8.4
Concrete semantic domains

Other than the dynamically determined control flow, we let the portion of the control flow
that is known beforehand from the program syntax be prepared in next(l), nextTrue(l),
and nextFalse(l). They determine the next statement to execute upon completing the
execution of each l-labeled statement. Every statement of a given program is uniquely
labeled.

Concrete Transitional Semantics Concrete semantics of a program for a set I of input
states is the least fixpoint

lfpF

of monotonic function
F :√(S)!√(S)

F(X) = I [√(,!)(X).

The state transition relation hl,m,s ,k,fi ,! hl0,m0,s 0,k 0,f 0i is defined in figure 8.5.
The transitions from an l-labeled statement are defined by case analysis over the corre-
sponding statement. For each function f, let body(f) be the label of its body statement,
and let param(f) be its formal parameter name.

The expression evaluation function evalE , the memory update function updatex, and the
filter functions filterB and filter¬B are the same as before except that the location of a vari-
able to read or write is the instance of the variable determined by the current environment;
hence, they need the current environment s :

evalE : M⇥E! V

updatex : M⇥V⇥E!M

filterB : M⇥E!M
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Concrete Semantics

• The transition relation for function calls: 
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E 0(E 1) : hl,m,s ,k,fi ,! hbody(f),
bindx(m,f 0,v), parameter binding
new-envx(s ,f 0), new environment
push-context(k,next(l),s), new continuation
f 0i
where f= evalE 0(m,s)

x= param(f)

v = evalE 1(m,s)

f 0 = tick(f)
: hl,m,s ,k,fi ,! hl0,m,s 0,k 0,fi

where hl0,s 0,k 0i= pop-context(k)
: hl,m,s ,k,fi ,! hnext(l),m,s ,k,fi

(x) : hl,m,s ,k,fi ,! hnext(l),updatex(m,z,s),s ,k,fi for an input int z
x := E : hl,m,s ,k,fi ,! hnext(l),updatex(m,evalE (m,s),s),s ,k,fi
C 1;C 2 : hl,m,s ,k,fi ,! hnext(l),m,s ,k,fi
(B ) {C 1} {C 2} : hl,m,s ,k,fi ,! hnextTrue(l),filterB (m,s),s ,k,fi

: hl,m,s ,k,fi ,! hnextFalse(l),filter¬B (m,s),s ,k,fi
(B ) {C } : hl,m,s ,k,fi ,! hnextTrue(l),filterB (m,s),s ,k,fi

: hl,m,s ,k,fi ,! hnextFalse(l),filter¬B (m,s),s ,k,fi
Figure 8.5
Concrete transition relation ,!

Note that a function name f is a constant expression. The evaluation evalf(m,s) is the
function name f itself.

The other semantic operations are defined as usual (see figure 8.6).

8.2.2 An Abstract Semantics
Following the framework of chapter 4, we define an abstract semantics as

abstract domain S
] = L!M

]⇥E
]⇥K

]⇥ I
]

abstract semantic function F] : S] ! S
]

F](X ]) = I] [] Step](X ])

Step] = √(id,[]
R)�p �√̆(,!]),

where ,!] is the one-step abstract transition relation ✓ S
]⇥S

]. The function p partitions
a set ✓ L⇥M

]⇥E
]⇥K

]⇥ I
] by the labels, returning a set ✓ L⇥√(M]⇥E

]⇥K
]⇥ I

]).
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body : F! L

bindx : M⇥ I⇥V!M

new-envx : E⇥ I! E

push-context : K⇥L⇥E!K

pop-context : K! L⇥E⇥K

tick : I! I

where

bindx(m,f ,v) = m[hx,fi 7! v]
new-envx(s ,f) = s [x 7! f ]

push-context(k, l,s) = hl,si.k (stack top hl,si and the rest k)
pop-context(hl,si.k) = hl,s ,ki

tick(f) = f 0 (new f 0)

Figure 8.6
Other semantic operators

The []R is an upper bound operator of M]⇥E
]⇥K

]⇥ I
]. The state abstract domain S

] and
the abstract transition relation ,!] are required to satisfy the framework conditions:

• The abstract state S
] is to be a CPO, Galois connected with √(S):

√(L⇥M⇥E⇥K⇥ I)

��! ��a

g
L!M

]⇥E
]⇥K

]⇥ I
],

where the abstract component domains are also Galois connected CPOs:

√(M) ���! ���
aM

gM
M

] √(E) ���! ���aE

gE
E
]

√(K) ���! ���aK

gK
K

] √(I) ���! ���aI

gI
I
]

• The abstract one-step transition relation ,!] as a function is required to satisfy

√̆(,!)� g v √̆(g)� ,!].

• The abstract [] in S
] and []R in M

]⇥E
]⇥K

]⇥ I
] are required to satisfy

[� (g�,g�)✓ g� �[]�.

Then for any input program, the algorithms (section 4.3) based on such F] compute a sound
approximation of the concrete semantics of the program.



Concrete Semantics

• The transition relation for function returns:
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Note that a function name f is a constant expression. The evaluation evalf(m,s) is the
function name f itself.

The other semantic operations are defined as usual (see figure 8.6).

8.2.2 An Abstract Semantics
Following the framework of chapter 4, we define an abstract semantics as

abstract domain S
] = L!M

]⇥E
]⇥K

]⇥ I
]

abstract semantic function F] : S] ! S
]

F](X ]) = I] [] Step](X ])

Step] = √(id,[]
R)�p �√̆(,!]),

where ,!] is the one-step abstract transition relation ✓ S
]⇥S

]. The function p partitions
a set ✓ L⇥M

]⇥E
]⇥K

]⇥ I
] by the labels, returning a set ✓ L⇥√(M]⇥E

]⇥K
]⇥ I

]).
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• Concrete semantic (i.e., reachable states): lfpF
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• Concrete semantic function: 
 
 
 
where    is the set of initial states and         is the powerset-lifted version of  

Step : }(S) ! }(S)
Step(X) = {s0 | s ,! s0, s 2 X}

<latexit sha1_base64="oR4v+xFZJFuLk/CwTfUzOXvwoyQ="></latexit>

F : }(S) ! }(S)
F (X) = I [ Step(X)

<latexit sha1_base64="tdEencPlq1w65cw2k3YNYFqkyc8="></latexit>

I

<latexit sha1_base64="g5tHXSVlZDisGMjXcoEGz0Q4MwY="></latexit>

Step

<latexit sha1_base64="LY9Sjs9Bato7F3nNowghHSaX6Lo="></latexit>

,!
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Abstract Domains

• The abstract state is Galois connected with  

              
where 
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body : F! L

bindx : M⇥ I⇥V!M

new-envx : E⇥ I! E

push-context : K⇥L⇥E!K

pop-context : K! L⇥E⇥K

tick : I! I

where

bindx(m,f ,v) = m[hx,fi 7! v]
new-envx(s ,f) = s [x 7! f ]

push-context(k, l,s) = hl,si.k (stack top hl,si and the rest k)
pop-context(hl,si.k) = hl,s ,ki

tick(f) = f 0 (new f 0)

Figure 8.6
Other semantic operators

The []R is an upper bound operator of M]⇥E
]⇥K

]⇥ I
]. The state abstract domain S

] and
the abstract transition relation ,!] are required to satisfy the framework conditions:

• The abstract state S
] is to be a CPO, Galois connected with √(S):

√(L⇥M⇥E⇥K⇥ I)

��! ��a

g
L!M

]⇥E
]⇥K

]⇥ I
],

where the abstract component domains are also Galois connected CPOs:

√(M) ���! ���
aM

gM
M

] √(E) ���! ���aE

gE
E
]

√(K) ���! ���aK

gK
K

] √(I) ���! ���aI

gI
I
]

• The abstract one-step transition relation ,!] as a function is required to satisfy

√̆(,!)� g v √̆(g)� ,!].

• The abstract [] in S
] and []R in M

]⇥E
]⇥K

]⇥ I
] are required to satisfy

[� (g�,g�)✓ g� �[]�.

Then for any input program, the algorithms (section 4.3) based on such F] compute a sound
approximation of the concrete semantics of the program.
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Memory and Environment Abstract Domains

• An example of a memory abstract domain is  

                            

specified by 

• An example of an abstract environment domain is  

                              

specified by 
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Memory and Environment Abstract Domains An example of a memory abstract domain
M

] is a Galois connected CPO
√(M)���! ���

aM

gM
M

].

Example 8.6 (A memory abstract domain) An example of such an M
] domain is

M
] = (X⇥ I

])! V
],

given that V] is a Galois connected CPO. The set X is the finite set of variables and parameters in
the input program to analyze.

An example of an environment abstract domain E
] is a Galois connected CPO

√(E)���! ���aE

gE
E
].

Example 8.7 (An abstract environment domain) An example of such an E
] domain is

E
] = X! I

].

An example value abstract domain V
] is a Galois connected CPO

√(V)���! ���aV

gV
V
].

Example 8.8 (An abstract value domain) An example V] domain is achieved by abstracting kind-
wise a set of values (integers, labels, and/or function names). We abstract its set of integers into an
abstract integer, its set of labels into an abstract label, and a set of function names into an abstract
function name:

√(Z[L[F) ���! ���aV

gV
Z
]⇥L

]⇥F
],

where the abstract integers, labels, and locations are Galois connected CPOs:

√(Z) ���! ���aZ

gZ
Z
] √(L) ���! ���aT

gT
L
] √(F) ���! ���aF

gF
F

Note that the variables X and the function names F are finite sets for a program; thus, the powersets
of those sets are already finite, eligible to be used as abstract domains in static analysis.

Abstract Transition ,!] The abstract state transition relation for the function call and
return statements are shown in figure 8.7. Basically, the definition of ,!] is the same as that
of ,! except that ,!] uses abstract semantic operators for their concrete correspondents.
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Abstract Transition ,!] The abstract state transition relation for the function call and
return statements are shown in figure 8.7. Basically, the definition of ,!] is the same as that
of ,! except that ,!] uses abstract semantic operators for their concrete correspondents.
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• An example of a value abstract domain:  
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• Note that the variables  and the function names  

are finite sets; thus the power sets those sets are already 
finite, eligible to be used as abstract domains. 
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Abstract State Transition

• The transition for function calls:
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where hl],s 0],k 0]i= pop-context](k]) and l0 2 l]

Figure 8.7
Abstract transition relation ,!] for function call and return

The abstract semantic operators are homomorphic to their concrete correspondent except
that they are defined over abstract domains:

bind]
x : M

]⇥ I
]⇥V

] !M
]

new-env]x : E
]⇥ I

] ! E
]

push-context] : K
]⇥L

]⇥E
] !K

]

pop-context] : K
] ! L

]⇥E
]⇥K

]

tick] : I
] ! I

]

eval]E : M
]⇥E

] ! V
]

updatex
] : M

]⇥V
]⇥E

] !M
]

filter]B : M
]⇥E

] !M
]

Theorem 8.2 (Safety of ,!] for the language with functions) Consider the concrete one-step
transition of section 8.2.1 and the abstract transition of section 8.2.2. If the semantic operators



Abstract State Transition

• The transition for function returns:
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Abstract Semantic Operators

• The abstract semantic operators are similar to their 
concrete correspondent except that they are defined 
over abstract domains:
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Varying the Context Sensitivity

• How to abstract different instances of machine states at 
each function call?

• How to abstract different continuations at each call?

• Context-insensitive: all machine states at function 
calls are abstracted into a single abstract state 

• Context-sensitive: multiple abstract states to 
distinguish some differences of call contexts



Context-insensitivity

• The context sensitivity boils down to how we abstract  

                            

• If  is a singleton set (i.e., , we don’t 

differentiate the parameter instances in abstract 
semantics), then we follow the context insensitivity.  
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satisfy the soundness properties

√(bindx)�⇥� (gM ,gI ,gV ) ✓ gM �bind]x
√(new-envx)�⇥� (gE ,gI) ✓ gE �new-env]x

√(push-context)�⇥� (gK ,gL,gE) ✓ gK �push-context]

√(pop-context)� gK ✓ ⇥� (gL,gE ,gK)�pop-context]

√(tick)� gI ✓ gI � tick]

√(evalE )�⇥� (gM ,gE) ✓ gV � eval]E
√(updatex)�⇥� (gM ,gV ,gE) ✓ gM �update]x

√(filterB )�⇥� (gM ,gE) ✓ gM �filter]B ,

then √̆(,!)� g v √̆(g)� ,!]. (The ⇥ is the Cartesian product operator of multiple sets.)

The proof is similar to the proof of theorem 4.4 (appendix B.3). Since the definition
of ,!] has the same structure as that of ,! except that it uses abstract versions for con-
crete semantic operators, the soundness of ,!] naturally follows from the soundness of the
abstract semantic operators.

Varying the Context Sensitivity In a concrete execution, every call to a function may
happen in a unique machine state. The global variables may have unique values at each
call time, and in case of recursive calls the stacked instances of the formal parameter may
be different at each call.

If the static analysis abstracts, for each function, all the machine states at the function’s
multiple calls into a single abstract state, then the analysis is called context insensitive.
If the static analysis abstracts the multiple call contexts into multiple abstract contexts
to distinguish some differences of the call contexts, then the analysis is called context
sensitive.

The context sensitivity boils down to how we abstract the instance domain I:

√(I)���! ���aI

gI
I
]

If I] is a singleton set (i.e., if we do not differentiate the parameter instances in abstract
semantics), then follows the context insensitivity.

On the other hand, by using multiple elements for I], some kind of context sensitivity
emerges. For example, suppose that I] uses the set Csite of every call sites of the input
program:

I
] =√(Csite)

Then multiple abstract instances of each parameter, each of which corresponds to each call
site, emerge.

A more elaborate context sensitivity is possible if we use, say, abstract call strings [57]
for I]. A call string is an ordered sequence of function names that abstracts the continuation
at the moment of a call. The larger the maximum length of the abstract call strings in
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Abstract Domains for 
Context-insensitive Analysis

• An example of an abstract instance domain:

42

Aggregate all instances from 
different contexts into 

a single abstract element

Aggregate all continuations from 
different contexts into 

a single abstract element

• An example of an abstract continuation domain:

where andK = (L⇥ E)⇤
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K] = {·}

<latexit sha1_base64="ffrf0biXe66SFjp2xSAu5hPcjZM=">AAACGnicbZDLSsNAFIYn9VbrLepSkMEiuCqJVHShUHAjuKlgL9DEMplM2qGTTJiZCCVk52P4BG71CdyJWzc+gO/hpM3Ctv4w8POfczhnPi9mVCrL+jZKS8srq2vl9crG5tb2jrm715Y8EZi0MGdcdD0kCaMRaSmqGOnGgqDQY6Tjja7zeueRCEl5dK/GMXFDNIhoQDFSOuqbh06I1NDz0tvsIXXkEIk4u4JO6mCfKyfrm1WrZk0EF41dmCoo1OybP47PcRKSSGGGpOzZVqzcFAlFMSNZxUkkiREeoQHpaRuhkEg3nfwjg8c68WHAhX6RgpP070SKQinHoac786vlfC0P/6v1EhVcuCmN4kSRCE8XBQmDisMcCvSpIFixsTYIC6pvhVijQFhpdDNbBohxKnMu9jyFRdM+rdn12tldvdq4LAiVwQE4AifABuegAW5AE7QABk/gBbyCN+PZeDc+jM9pa8koZvbBjIyvXw++oic=</latexit>

}(K) ���! ���
↵K

�K K]

<latexit sha1_base64="wlEUtE/Mcv3buhbr3R/J8cN+Zak="></latexit>

I] = {·}

<latexit sha1_base64="7vsMP9qwOfJ3pVwlKPZ6erYalew=">AAACHXicbZDLSsNAFIYn9VbrLerSzWgRXJVEKrpQKLjRXQV7gSaWyWTSDp1kwsxEKCFrH8MncKtP4E7cig/gezhps7CtPwz8/OcczpnPixmVyrK+jdLS8srqWnm9srG5tb1j7u61JU8EJi3MGRddD0nCaERaiipGurEgKPQY6Xij67zeeSRCUh7dq3FM3BANIhpQjJSO+uahEyI19Lz0NntIHTlEIs7gFXRS6GCfK+hkfbNq1ayJ4KKxC1MFhZp988fxOU5CEinMkJQ924qVmyKhKGYkqziJJDHCIzQgPW0jFBLpppOvZPBYJz4MuNAvUnCS/p1IUSjlOPR0Z364nK/l4X+1XqKCCzelUZwoEuHpoiBhUHGYc4E+FQQrNtYGYUH1rRBrGggrTW9mywAxTmXOxZ6nsGjapzW7Xju7q1cblwWhMjgAR+AE2OAcNMANaIIWwOAJvIBX8GY8G+/Gh/E5bS0Zxcw+mJHx9Qsz6qKj</latexit>

where}(I) ���! ���↵I

�I I]

<latexit sha1_base64="9wMYSSgfCaZ98mL98Q0LHnngIpk="></latexit>

• Context-insensitive: abstract all possible contexts into a single abstract one



Informal Example

7. Static Analysis for Advanced Features IS593 / KAIST Kihong Heo / 80

Example

54

void main() { 
  a = f(1); 
  b = f(3); 
}

int g(int y) { 
  return y; 
} 

x [1,1]

v

w

a

b

y [1,1]

int f(int x) { 
  v = g(x); 
  w = g(x + 1); 
  return v + w; 
}

*Assume a proper widening is used
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x [1,1]

v [1,1]

w [1,1]

a

b

y [1,1]

void main() { 
  a = f(1); 
  b = f(3); 
}

int g(int y) { 
  return y; 
} 

int f(int x) { 
  v = g(x); 
  w = g(x + 1); 
  return v + w; 
}

*Assume a proper widening is used
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x [1,1]

v [1,1]

w [1,1]

a [2,2]

b [2,2]

y [1,2]

void main() { 
  a = f(1); 
  b = f(3); 
}

int g(int y) { 
  return y; 
} 

int f(int x) { 
  v = g(x); 
  w = g(x + 1); 
  return v + w; 
}

*Assume a proper widening is used
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x [1,3]

v [1,2]

w [1,2]

a [2,2]

b [2,2]

y [1,2]

void main() { 
  a = f(1); 
  b = f(3); 
}

int g(int y) { 
  return y; 
} 

int f(int x) { 
  v = g(x); 
  w = g(x + 1); 
  return v + w; 
}

…
*Assume a proper widening is used
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x [1,3]

v [1,4]

w [1,4]

a [2,8]

b [2,8]

y [1,4]

Fixed point!

void main() { 
  a = f(1); 
  b = f(3); 
}

int g(int y) { 
  return y; 
} 

int f(int x) { 
  v = g(x); 
  w = g(x + 1); 
  return v + w; 
}
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• The abstract semantic operators for function calls:
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tick] : I] ! I]

tick](�]) = •

<latexit sha1_base64="dNF5WjaQDdUihfp2PQ4ZguXnEPU="></latexit>

Abstract all 
continuations

Abstract all 
instances

pop-context] : K] ! L] ⇥ E] ⇥K]

pop-context](]) = hl],�], •i

<latexit sha1_base64="HilL3JES/1AGuKjbHMajIRc6uBA="></latexit>

where l] = {l | hl, , , , i ,!] hbody(f), , , , i}
and �] = �x.•

<latexit sha1_base64="UzLluPIP+bkpZbJlaSBIR5x3hSw="></latexit>

All possible call-
sites for f

• The abstract semantic operator for returns:

bind ]
x : M] ⇥ I] ⇥ V] ! M]

bind ]
x(m

],�], v]) = m]{hx, •i 7! v]}

<latexit sha1_base64="rKCJ0ycvPbBYCgcwaUmhemt9iVY="></latexit>

new-env]x : E] ⇥ I] ! E]

new-env]x(�
],�]) = �]{x 7! •}

<latexit sha1_base64="Qplv+9TcwNFref/KXV1T8cE6uVs="></latexit>

push-context] : K] ⇥ L⇥ E] ! K]

push-context](], l,�]) = •

<latexit sha1_base64="a6USB3lhVjnGT7ItJO320ZHnhyY="></latexit>
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Memory Continuation

●

Label x z

1 [2,2]
3
4
6
7
8

12

*Assume a proper widening is used
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Memory Continuation

●

Label x z

1 [2,2]
3
4
6 [2,2]
7
8
12

*Assume a proper widening is used
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [1,2]
3
4
6 [2,2]
7
8
12

*Assume a proper widening is used
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [1,2]
3
4
6 [1,2]
7
8
12

*Assume a proper widening is used
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3
4
6 [1,2]
7
8

12

*Assume a proper widening is used
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3 [0,2]
4 [0,2] [0,0]
6 [1,2]
7
8
12

*Assume a proper widening is used

For brevity, we do not consider effects 

of the abstract filtering function. 
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3 [0,2]
4 [0,2] [0,0]
6 [1,2]
7 [0,2] [0,0]
8 [0,2] [0,2]
12 [0,0] [0,0]

*Assume a proper widening is used

[0,2]
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3 [0,2]
4 [0,2] [0,0]
6 [1,2]
7 [0,2] [0,4]
8 [0,2] [0,6]

12 [0,2] [0,4]

*Assume a proper widening is used

[0,2]
[0,4]
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3 [0,2]
4 [0,2] [0,0]
6 [1,2]
7 [0,2] [0,6]
8 [0,2] [0,8]
12 [0,2] [0,6]

…

*Assume a proper widening is used

[0,4]
[0,6]
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

●

Label x z

1 [0,2]
3 [0,2]
4 [0,2] [0,0]
6 [1,2]
7 [0,2] [0,+∞]
8 [0,2] [0,+∞]
12 [0,2] [0,+∞]

Fixed point!

*Assume a proper widening is used



Spurious Cycles in Context-insensitive Analysis

• Even with non-recursive functions, spurious-cycle 
happens;  widening is needed.

8. Advanced Iteration Techniques IS593 / KAIST Kihong Heo / 18

Case 2: Call-cycle (Cont’d)

• Widening when even spurious-cycle happens

• For example, context-insensitive analysis

9

int main() { 
  g++; 
  f();  // non-recursive 
  f(); 
  return; 
}

g++

f();

return;

f();

entry

exit
5

<latexit sha1_base64="yTMTYQ7v1Vma+T5HYJRFLk1G7io=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0lE0WPRi8cK9gPaUDabTbt0sxt2N5US+k+8eFDEq//Em//GbZuDtj4YeLw3w8y8MOVMG8/7dkpr6xubW+Xtys7u3v6Be3jU0jJThDaJ5FJ1QqwpZ4I2DTOcdlJFcRJy2g5HdzO/PaZKMykezSSlQYIHgsWMYGOlvuv2QjYwimEx4DSST1aqejVvDrRK/IJUoUCj7371IkmyhApDONa663upCXKsDCOcTiu9TNMUkxEe0K6lAidUB/n88ik6s0qEYqlsCYPm6u+JHCdaT5LQdibYDPWyNxP/87qZiW+CnIk0M1SQxaI448hINIsBRUxRYvjEEkwUs7ciMsQKE2PDqtgQ/OWXV0nrouZf1q4eLqv12yKOMpzAKZyDD9dQh3toQBMIjOEZXuHNyZ0X5935WLSWnGLmGP7A+fwBCtWT7w==</latexit>



Context-sensitive Analysis

•  is an ordered sequence of call-sites (called call-string)

MITPress Times.cls LATEX Times A Priori Book Style Typeset with PDFLaTeX Size: 7x9 May 28, 2021 9:36pm
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satisfy the soundness properties

√(bindx)�⇥� (gM ,gI ,gV ) ✓ gM �bind]x
√(new-envx)�⇥� (gE ,gI) ✓ gE �new-env]x

√(push-context)�⇥� (gK ,gL,gE) ✓ gK �push-context]

√(pop-context)� gK ✓ ⇥� (gL,gE ,gK)�pop-context]

√(tick)� gI ✓ gI � tick]

√(evalE )�⇥� (gM ,gE) ✓ gV � eval]E
√(updatex)�⇥� (gM ,gV ,gE) ✓ gM �update]x

√(filterB )�⇥� (gM ,gE) ✓ gM �filter]B ,

then √̆(,!)� g v √̆(g)� ,!]. (The ⇥ is the Cartesian product operator of multiple sets.)

The proof is similar to the proof of theorem 4.4 (appendix B.3). Since the definition
of ,!] has the same structure as that of ,! except that it uses abstract versions for con-
crete semantic operators, the soundness of ,!] naturally follows from the soundness of the
abstract semantic operators.

Varying the Context Sensitivity In a concrete execution, every call to a function may
happen in a unique machine state. The global variables may have unique values at each
call time, and in case of recursive calls the stacked instances of the formal parameter may
be different at each call.

If the static analysis abstracts, for each function, all the machine states at the function’s
multiple calls into a single abstract state, then the analysis is called context insensitive.
If the static analysis abstracts the multiple call contexts into multiple abstract contexts
to distinguish some differences of the call contexts, then the analysis is called context
sensitive.

The context sensitivity boils down to how we abstract the instance domain I:

√(I)���! ���aI

gI
I
]

If I] is a singleton set (i.e., if we do not differentiate the parameter instances in abstract
semantics), then follows the context insensitivity.

On the other hand, by using multiple elements for I], some kind of context sensitivity
emerges. For example, suppose that I] uses the set Csite of every call sites of the input
program:

I
] =√(Csite)

Then multiple abstract instances of each parameter, each of which corresponds to each call
site, emerge.

A more elaborate context sensitivity is possible if we use, say, abstract call strings [57]
for I]. A call string is an ordered sequence of function names that abstracts the continuation
at the moment of a call. The larger the maximum length of the abstract call strings in
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

ContinuationMemory

Label x<11>

1 [2,2]
3

4

6

7

8

12

11
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11>

1 [2,2]
3

4

6 [2,2]
7

8

12

11

ContinuationMemory



Example

7. Static Analysis for Advanced Features IS593 / KAIST Kihong Heo / 80

Context-sensitive Analysis

63

 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11> x<6,11>

1 [2,2] [1,1]
3

4

6 [2,2]
7

8

12

6
11

ContinuationMemory
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11> x<6,11>

1 [2,2] [1,1]
3

4

6 [2,2] [1,1]
7

8

12

6
11

ContinuationMemory
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11> x<6,11> x<6,6,11>

1 [2,2] [1,1] [0,0]
3

4

6 [2,2] [1,1]
7

8

12

6
6
11

ContinuationMemory
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

6
6
11

ContinuationMemory

Label x<11> x<6,11> x<6,6,11> z<6,6,11>

1 [2,2] [1,1] [0,0]
3 [0,0]
4 [0,0] [0,0]
6 [2,2] [1,1]
7

8

12
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11> x<6,11> x<6,6,11> z<6,6,11> z<6,11>

1 [2,2] [1,1] [0,0]
3 [0,0]
4 [0,0] [0,0]
6 [2,2] [1,1]
7 [0,0]
8 [1,1]

12

ContinuationMemory

6
11

z<6,11> + x<6,11>
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

11

ContinuationMemory

Label x<11> x<6,11> x<6,6,11> z<6,6,11> z<6,11> z<11>

1 [2,2] [1,1] [0,0]
3 [0,0]
4 [0,0] [0,0]
6 [2,2] [1,1]
7 [0,0] [1,1]
8 [1,1] [3,3]

12 z<11> + x<11>
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 1: void sum(int x) { 
 2:   if (x == 0) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Memory

Label x<11> x<6,11> x<6,6,11> z<6,6,11> z<6,11> z<11> z

1 [2,2] [1,1] [0,0]
3 [0,0]
4 [0,0] [0,0]
6 [2,2] [1,1]
7 [0,0] [1,1]
8 [1,1] [3,3]

12 [3,3]
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Problems of Full Context-sensitivity
• Precision vs Cost
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Context-insensitive Fully Context-sensitive

 1: void sum(int x) { 
 2:   if (???) { 
 3:     z = 0; 
 4:     return; 
 5:   } else { 
 6:     sum(x - 1); 
 7:     z = z + x; 
 8:     return; 
 9:   } 
10: } 
11: sum(2);

Label x<11> x<6,11> x<6,6,11> x<6,6,6,11> …
1 [2,2] [1,1] [0,0] [-1.-1]
3
4
6 [2,2] [1,1] [0,0] [-1.-1]
7
8
12

Label x z
1 [0,2]
3 [0,0]
4 [0,0] [0,0]
6 [1,2]
7 [0,2] [0,4]
8 [0,2] [0,2]
12 [0,2] [0,4]

• May not terminate because of infinitely long call-strings

Label x<11> x<6,11> x<6,6,11

>

z<6,6,11

>

z<6,11> z<11> z
1 [2,2] [1,1] [0,0]
3 [0,0]
4 [0,0] [0,0]
6 [2,2] [1,1]
7 [0,0] [1,1]
8 [1,1] [3,3]

12 [3,3]



Partial Context-sensitivity

• The most common way: keep only the top-most k call-
strings (called k-CFA)

• k = 0: ignore all contexts, i.e., context-insensitive

• k = ∞: keep all contexts, i.e., fully context-sensitive 

• In practice, k ≥ 2 is too expensive. 



Summary

• Various choices of abstractions for pointers and 
functions

• allocation-site-based abstraction, call-string-based 
context abstraction, … 

• Choices can be made depending on desirable precision 
& analysis performance. 


