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Goal of This Lecture

® | earn how to design static analysis supporting more
advanced features such as pointers and functions



Extended Language for Pointers

expression E

statement

program

C

P

&x
malloc
* B

B = F
C

as before

location of a variable

location of newly allocated heap memory
dereference a location

as before

indirect assignment



Example

X = malloc; {z+— a}

y = &X; {x—a,y— x}

Z = X; {x — a,y— 2,2 a}

X = 5 {x —a,y—x,2—a,a— 5}
Xy = *%X; {x —by—z,2z—a,a+— 5}

Memory addresses (varlables or heap addresses) f

also can be values |



Concrete Domains

® A memory location is either a variable or a heap address

® A value is either an integer or a memory location or a
program label (due to the goto statement)

= A—>YV memories
XUMH addresses (locations)
ZULUA values

set of variables

set of allocated heap addresses

= B X < o S
|

set of statement labels



Domain of Heap Addresses

H — Nsite >< N
e Set of the locations generated by the mallocC expressions

e every malloC expression is assumed to have a unique number u

(allocation-site), writing ma L Lo Cy

® A heap address is represented as a pair of an allocation-site and a
counter

e For example, the addresses of fresh locations from a malloc-site u are

(1, 0), (1, 1), (1, 2), ... while(x) {
u: p = malloc(size);

L




Transitional Concrete Semantics

* The semantics is specified by a transition system (S, —)

e S=1L XM :the set of states (I, m)

¢ (—) CS x S: the transition relation that describes computation steps

 New rule: the transition for indirect assignments

xE1 := FEy : (I,m) — (next(l), update(m, evalg, (m), evalg,(m)))



Semantic Operators

 The memory read/write operations

fetch - M xV —V update : Ml x V x V — M
fetch(m,v) = m(v) update(m,vi,ve) = m{vy — va}

* The expression-evaluation operation

evalp : M —=YV
eval,(m) = fetch(m,x)
evalg.(m) = variable as a location &x
eValpaitoc, (M) = (1, 2) new number z for malloc site
evaly,g(m) = fetch(m, evalgp(m)) dereference of a location

 The memory filter operation
filter p : Ml — M

filter ;(m) =m if evalg(m) = true



Review: Transitional Concrete Semantics

 Concrete domain: D = o(S) where S=L x M

 Concrete semantic function:
F:p(S) — o(S)
F(X)=1U Step(X)

where I is the set of initial states and Step is the powerset-lifted version of —

Step : p(S) = p(S)
Step(X) ={s' | s = s',s € X}

* Concrete semantic (i.e., reachable states): IfpF



Abstract Domains

® The abstract domains are Galois connected with the
corresponding concrete domains:

P(Lx M) €= L — MF (M) = M,
M
where
a(S) = {l=oy({m|(l,m)eS})[lelL},

y(s) = {{lm)|me p(s*(1)),l € L},



Abstraction of Memories

M = (XU Nyire) — V,
e [he XandNs. are finite sets of variables and allocation

sites in the input programes.

e abstract all heap locations located at a malloc site into a
single abstract address (allocation-site-based abstraction)

e The abstraction and concretization functions:

ay(M)(x) = ay({m(x)|meM}) ifx € X
oy (M)(1) = ow({m(,n) |meM,neN}) if b€ Nyige
MY = {meM|VxeX:m(x)ew(Mi(x)),

VLL € Nyjre,Vn € N : m(uan) < W(Mﬁ(“))}



Abstraction of Values

e Abstract kind-wise a set of values (integers, labels, and/or

locations)

P(Z UL UA) % 78 x L x A,

(047

Oév(V) = (Oéz(VﬂZ),(XL(VﬂL),OCA(VﬂA)),
W(Zh7lﬁ7ah) — YZ(Zh> U ’}/L(lﬁ) U YA(aﬁ)



Abstraction of Values

® The abstract integers, labels, and locations are Galois

connected:
==Y p(L) = L
/ L

P(A =XUNgje xN) &= T A¥ = (XU Nz )

¢ Note that X andmalloc sites N are finite; thus the power

sets of those sets can be used as finite abstract domains.

o All the operators (join, widening, narrowing, ...) are

defined as kind-wise.



Abstract State Transition

« The abstract semantics is defined using a transition system (S, =%

e S* =1L x M*: the set of states (I, m")

¢ (—%) C S* x S*: the transition relation that describes computation steps

* The abstract transition for indirect assignments

«Fq 1= By : (I,m!) <! (next(l), update® (m?, eval%l (m¥), eva,lﬁE2 (m*)))



Abstract Semantic Operators

 The abstract expression-evaluation operation:

eval% . MF— Y
eval® (m?) = fetch*(m?t, x)
evali,(m?) = {x}
6val£1allocu (mf) = {u}
evaliE(mﬁ) —  fetch®(m?, evalﬁE(mu))

* The abstract memory filter operation:
ﬁlte’rﬂE . MF — M

ﬁlter%(mﬁ) = api({m € y(m?) | evalg(m) = true})



Safe Memory Read Operation

e The memory read operation fefchﬁ(Mﬁ; V) looks up the

abstract memory entry at the abstract location
I* € (X UNgye) of vF

e Since the abstract location is a set of variables and
malloc sites, the result is the join of all the entries:

|| M¥(a)

aclt



Safe Memory Write Operation

e [he memory write operation update* (M ﬁ,vﬁ,vi) overwrites

the memory entry (called strong update) when the abstract

. 1 of 1 . .
target location [* ot V] means a single concrete location.

e Otherwise, the update cannot overwrite the memory. Every
entry in the abstract memory that constitutes the target

abstract location !* € 2(XUNi.) must be joined with (called

weak update)
u M*a — M*(a) I_Ivﬁz]

aclt



Example

1z = 10,0,y = [1,1],p = {z}}

{z —[0,0,y = [1,1],p— {y}}

{x |0, 0],
{x — |0, 2],



Review: Transitional Abstract Semantics

Abstract domain: Df = I, — M*

The abstract semantic function:

Ff (L — M) — (L — M*)
FY(X) = a(I) U Step#(X)

The abstract semantic functions for transition and partition:

Step® (L — I\\/Jlﬁ) — (L — Mﬁ) m: (S = (L — p(M*))
Step®(X) = p(id,U) o 7o H(—#)(X) m(X) = A.{m* ¢ M* | (I, m*) € X}

Soundness: fpF C ~(| | F¥(1))
i>0



Soundness

{ IfpF C (| |FYL) if Fto v C ~vo F* by the fixpoint transfer theorem ]

i>0

It is enough to prove the following soundnesses for all semantic operator:

o(evalp) oy C Y o eval’
p(update;) o x o (1, va,7v) € Yu © update’,
p(fetch) o x o (yu, yv) C v o fetch

o(filter ) oy S Y o filter?,



Further Extended Language for Functions

Expression E = as before
- f function id
Statement C = - as before
E(E) function call

return return from call
Function @ F 1= £(x)=C function definition

Program P = F'C



Assumptions

Every function has one parameter.

Function parameter names are unique.

No nested function definitions

Variables other than function parameters are all global variables.

Returning a value from a function is an assignment to a global
variable.

Function names can be stored in variables or passed on to
other functions.



Semantics of Recursive Function Calls

e Example program

sum(x) = if(x=0) {z:=0; return} else {sum(x—1); z:=z+x; return}

sum(2)

®* Memory snapshots during the execution ({:call, T:ret)

1: sum(2) z 3
2: |x—2| sum(l); |x+—2 z:=z+x |z—3
3: x> 1| sum(0); |x+—1 =z+x |z+—1

4 . x—0|lz:=0 z — 0




Semantics of Recursive Function Calls

e Example program

sum(x) = if(x=0) {z:=0; return} else {sum(x—1); z:=z+x; return}

sum(2)

®* Memory snapshots during the execution ({:call, T:ret)

1: sum(2) z 3
[
2: z:=z+x |z+—3
[
Multiple instances of the
4

parameter



Semantics of Recursive Function Calls

e Example program

sum(x) = if(x=0) {z:=0; return} else {sum(x—1); z:=z+x; return}

sum(2)

* Memory snapshots during the execution (!: caII T:ret)

1: sum(2) | Multiple return contexts for | 3
! ’ each function call e

20 (12| sum(1); [FEFTTT—— L

. x— 1] sum(0);

4 . x+—0




Concrete Domains

(I,mo,k,0) e S = LxMxExKxI
me M = A—->V memories
cc E = X-—=I environments
ke K = (LxE)* continuations (stacks of return contexts)
oc 1 instances
ac A = XxI addresses
ve V = ZULUF values
X set of variables and parameters
L. set of statement labels
I¥ set of function names



Example

1: void sum(int x) { Memory Environment Continuation Instance
2: if (x == 0) A

3: Z = 0;

4: return;

5 } 6158 { Addr Val

6: sum (x — 1); 0 0

/: Z = Z + X}

8: return;

O: }

10: }

11: sum(2):



Example

I 1: void sum(int x) { Memory Environment Continuation Instance
2: if (x == 0) {
- 3 zZ = 0;
’E g } g%zgrg' Val Var Instance
6: sum (x = 1); 2 1
/: Z =2z + X;
- 8: return; 1
O: }
10: }

11: sum(2);



Example

1: void sum{int x) = Memory Environment Continuation Instance
2: if (x == 0) {

3: Z = @;

4: return;

J } else { |

6: sum (x — 1); @ |

7: z = 7 4+ X

8: return; .

9: 1

10: }

11: sum(2);



Example

1: void ‘m(int x) { Memory Environment Continuation Instance
2: | if (x == 0) {

3: Zz = 0;

g } g?;g I"? ’ Var Instance

6: ke sum (x - 1); 6 2

7 Z = Z + X;

8: return; L

9

: ¥
10: }
11: sum(2);



Example

1: void sum(int x) {= Memory Environment Continuation Instance
2: if (x == 0) {

3: z = 0;

g } g?;: I"::l ; Val Var Instance

6: sum (x - 1); 6 2

7 Z = 7 + X

3: return; 11

oF ¥

10: }

11: sum(2);



Example

1: | void sum(int x) { Memory Environment Continuation Instance
2: if (x == 0) {

3: z = 0;

4: § return; v et

5: ' } else { Val ar nstance 5

6: ke sum (x - 1); 6 3

/: Z = 7 + X;

3: return; 11

9: ¥

10: }
11: sum(2);



Example

1: void sum(int x) {= Memory
2: if (x == 0) { i

3: z = 0; oo

4: return;

5: } else { e
6: sum (x - 1);

/: Z = 72 + X}

3: return;

9: }

10: }

11: sum(2);

Environment

\'13

Instance

Continuation

11

Instance



Example

1: void sum(int x) {
2: if (x == 0) {
3: zZ = 0;

4: return;

5: } else {

6: sum (x — 1);
/: Z = 7 + X; 4
8: return;

O: }

10: }

11: sum(2);

Memory

Val \'13

Environment

Instance

Continuation

Instance



Example

1: void sum(int x) {
2: if (x == 0) {

3: zZ = 0;

4: return;

5: } else {

0: sum (x — 1);
7: Z=Z+.f_;_ﬁ
8: FETUIN} sememmese
O: }

10: }

11: sum(2);

Memory

Var

Environment

Instance

Continuation

11

Instance



Example

1: void sum(int x) {
2: if (x == 0) {
3: zZ = 0;

4: return;

51 } else {

¥ sum (x - 1);
/: Z =z + X3

8: return;

9:

10:¢ }

Memory

Val

Environment

Continuation

Instance



Concrete Semantics

e The state transition relation (/,m,0,x,¢) — (I',;m’,¢’, k', ¢’)
o body(£) :label of body statement of function f

e param(f) : formal parameter name of function f



Concrete Semantics

e The transition relation for function calls:

EO(EI) : <lvm767K7¢> — <b0dy(f)7
bindy(m,¢’,v),  parameter binding
new-envy(c,¢’), new environment
push-context(k,next(l), o), new continuation
0')
where £ = evalg,(m, o)
(f)
v =evalg, (m, o)
)

¢' = tick(¢

X = param



Concrete Semantics

where

body: [F— L
bind, : MxIxV—-M
new-env, . HExI— K

push-context: KXLXE — K

pop-context: K —LXEXK

tick: I1—1
bind,(m, = ml(x,0) — V|
new- ean(G 1) Olx+— @]
push-context(x,l, o (I,0).x (stack top (l/,0) and the rest k)

pop-context({l, o).
tick(¢

[,0,K)

0,v)
)
)
K) <

) = ¢ (new ¢")



Concrete Semantics

® The transition relation for function returns:

return : (I,m,0,x,¢) — (I'm, o',k ¢)

where (I, 6’, k") = pop-context(K)



Concrete Semantics

 Concrete semantic function:
F:o(S) = p(S)
F(X)=1UStep(X)

where I is the set of initial states and Step is the powerset-lifted version of —
Step : p(S) — p(S)
Step(X) ={s' | s —» s',s € X}

* Concrete semantic (i.e., reachable states): 1fpF



Abstract Domains

o The abstract state is Galois connected with #(S)

P(LXxMxE x K xT)

Y
%L%Mﬁx 8 KA x TF,
where
y M i < , YE i
PM) —— M PE) ——= E
M OF
, Yk ﬂ Y u
PK) == K Pl = 1



Memory and Environment Abstract Domains

® An example of a memory abstract domain is
M = (X x IF) — VE,

™ >Mﬁ

v

specified by (M)

®* An example of an abstract environment domain is

Tl — X — TP,

YE n ﬁ

Z
A\

> 1T

specified by #(E)

095



Abstract Value Domain

® An example of a value abstract domain:
P(ZULUF) = Z!xLixF,

Oy

where abstract integers, labels, and locations are

Yz Yr )72
o) —— 1 p(l) &= L* PF) &= F

054 or OF
e Note that the variables X and the function names [F

are finite sets; thus the power sets those sets are already
finite, eligible to be used as abstract domains.



Abstract State Transition

e The transition for function calls:

Eo(E1) : (I,MF of k9% <P (body(f),
bind:. (M*, ¢’ R ), parameter binding
new-emvi (ct, ¢’ ﬂ ), new environment
push-context* (k¥ next(l), o), new continuation
0")
where £ € eval@EO (M*, o)
x = param(f)
i = evalgE1 (M*, o)
0" = tick(¢%)



Abstract State Transition

e The transition for function returns:

return : (I,M! ot k% ¢F) —F <l’,Mﬂ,G’ﬁ,K’h,¢ﬂ>
where (If,6"%, k') = pop-context' (k') and I € I*



Abstract Semantic Operators

® The abstract semantic operators are similar to their

concrete correspondent except that they are defined

over abstract domains:

bind". :
new-envt :
puslft-contextu :
pop-context® :
tick® -

evalgE :
upalatexu :
filter?, :

MF x TF x VF — MF

K
K
It

0t IF —

ﬂﬂ

' LE x

' L x
— T

i« K

M* x EF — V*
M* x VF x
MF x EF — M




Varying the Context Sensitivity

How to abstract different instances of machine states at
each function call?

How to abstract different continuations at each call?

Context-insensitive: all machine states at function
calls are abstracted into a single abstract state

Context-sensitive: multiple abstract states to
distinguish some differences of call contexts



Context-insensitivity

e The context sensitivity boils down to how we abstract I

o If I* is a singleton set (i.e, I* = {-}, we don't

differentiate the parameter instances in abstract
semantics), then we follow the context insensitivity.



Informal Example

void main() { =% int f(int x) { = int g(int y) {
a = T(1); semeoees V = g(X); e return y;
b = f(3); w = g(x + 1); ¥

¥ return v + w;

}

[1,1]

(1




Informal Example

void main() { int f(int x) { int g(int y) {
a = f(1); vV = g(x); @ return y;
b = f(3); w=g(x + 1);

} return v + w;

}

11 1,1

1.1

11




Informal Example

void main() { int f(int x) {  f* int g(int y) {
a = f(1); @ v = g(x); : return y;

return v + wj

1 12

[1,1]

.,A}

[2,2]

[2,2]

[1,1]




Informal Example

void main() {

,$“?uint f(int X) { | int g(int y) {

a=Tf(1); | v = g(x); -~ Feturn y;
b = f(3); et w = g(x + 1);
¥ return v + w;
¥
13 1,2
1,2

1,2




Informal Example

void main() { int f(int x) { int g(int y) {
a = f(1); v = g(x); return y;
b = f(3): w=g(x + 1); }
F return v + w;
¥
[2,8] 1,3] [1,4]
[2,8] 1,4]
1,4]

Fixed point!



Abstract Semantics for Context-insensitive Analysis

 The abstract semantic operators for function calls:

bind? : M x Tf x Vi — M? new-entt : B x I# — EF
bind?(mt, ¢!, o) = mi{(x, o) — 0¥} new-entt (of, pf) = o¥{x > o}

pus’h—comﬁeasttt ' Kf x L x Ef — K* Abstract all tick! : ¢ — T# Abstract all
push-contegjtﬁ(/{,ﬁ, l,o') = e continuations tick*(¢!) = o instances

 The abstract semantic operator for returns:

pop-contextjj K > L x Ef x K

pop—contextu(/ﬁzﬁ) - <lu’ Ou’ *) All possible call-
where 1" = {1 | (I,_,_, _,_) =¥ (body(£), _,_, _, )} sites for f

and of = \z.e




.

Example

:?}

rbsum(2);

PO WO NOOUTE, WN =

:{void sum(int x) {

if (x == 0) {
z = 0;
return;

} else {
sum(x - 1);
Z = 2 + X;
return;

}

Memory

Continuation




=

RPOWOWONOUAWNR,

: void sum(int x) { =

if (X:: ){
Z = 0;
return;

} else {

sum(x — 1); -

Z = Z + X,
return;
}
}

sum(2);

Continuation




Example

:fvoid sum(int x) {
- if (x == 0) {
z = 0;
| return;
. 8 } else {
b SUM(X — 1) ;
Z = Z + X,
return;
I3
}

sum(2);

RPOOVWONOOUNWNPR,

==

Memory

Continuation




+ void sum(int x) {.

PO OWOLONOUTEEWNE

.

Continuation

if (x == 0) {
z = 0;
return;

} else {
sum(x - 1);
Z =27z + X;
return;




.

Example

PO OWOONOUTEE WN K

:fvoid sum(int x) {

if (x == 0) {
Zz = 0;
return;

1} else {

« sum(x - 1);
Z = Z + X;
return;
}
}

sum(2);

Memory

Continuation




=

Example

PO OWOONOUTEL,WNE

: void sum(int x) { s
1f (X —= @) { ?

z = 0;,
return;

} else {
sum(x — 1);
Z = 2 + X;
return;

I3

¥

sum(2);

Memory Continuation

For brevity, we do not consider effects
of the abstract filtering function.




==

Example

18
Hsum(2);

PO OWONOURAWNER

void sum(int x) {
if (x == 0) {

}

genemems FRTUIMN
¥} else {

Z = 0;

sum(x — 1); :
return;

Memory

Continuation




=

Example

RO OWoLONOUTES, WN -

void sum(int x) {
if (x == 0) {
Z = 0;
return;
} else {
sum(x - 1);
Z = 72 + X; %
= Feturn; -

Memory

Continuation




Example

void sum(int x) {
1f (X == @) {
Z = 0;
return;
} else {
sum(x — 1);
Z =z + X; 9
e QLU smememememanat

=

:j;gm(Z);

Memory

Continuation




void sum(int x) {
if (x == 0) {
z = 0;
return;
} else {
sum(x - 1);
Z = Z + X; 9
- Feturn; -

RO OWOLONOUTEL,WNE

=

:ﬁsym(Z);

Memory Continuation

[0,2]
[0,2]
[0,2]
[1,2]
[0,2]
[0,2]
[0,2]

[0,0]

[0, +oc]
[0,+09]
[0,+09]




Spurious Cycles in Context-insensitive Analysis

e Even with non-recursive functions, spurious-cycle
happens; widening is needed.

int main() A
g++;
f(); // non-recursive
f();
return;

L

(return;)




Context-sensitive Analysis

o I’ is an ordered sequence of call-sites (called call-string)



Example

=

Memory Continuation

:fvoid sum(int x) {

 if (x == 0) { Label x<11>
zZ = 0;
return;

} else {
sum(x - 1);
Z = Z + X3
return;

11

PO OWOoLONOUTER, WN B



=

Example

PO WKLo UTEA WN K

: )

: sum(2);

: void sum(int Xx) { e
if (x == 0) {

} else {

}

i1 Label

Z = 0;
return;

sum(x — 1); e
Z = Z + X;
return;

Memory

X<11>

Continuation

11




=

Example

PO OWOONOUTR,WNER

:ivoid sum(int x) {

if (x == 0) {
Z = 0;
return;

1 )} else {

- sum(x = 1);
Z = Z + X;
return;

}

)

r sum(2);

Memory

Label X<11> X<6,11>

L [2,2] [1,1]

2,2]

Continuation

11




Example

=

: void sum(int X) { s

RPooOWoOONOUTE WN K-

Memory

if (x == 0) { ; Label X<11> X<6,11>
z = 0; BN 22]  [1,1]
return;

} else {

sum(x — 1);
Z = 72 + X;
return;
}
I3

sum(2);

[2,2] [1,1]

Continuation




Example

:fvoid sum(int x) {
- if (x == 0) {
z = 0;

| return;

1} else {
s SUM(X — 1)
Z = 7Z + X,
return;

RO OWooONOUTE, WN -

=

Memory

Label X<«11> X<6,11> X<6,6,11>

[2,2] [1,1] [0,0]

[2,2] [1,1]

Continuation




=

Example

PO OWOLONOULIEWNER

)

: sum(2);

: void sum(int x) {

Memory

i Label Xx<11>

if (X —— ) { X<6,11> X<6,6,11> Z<6,6,11>
z = 0; : 2,2] [1,1] [0,0]
return; [0,0]

} else { [0,0] [0,0]
sum(x — 1);
Z = Z + X; 2.2 1]
return;

}

Continuation




Example

: void sum(int x) {

RO WO NOUTE, WN =

=

Memory Continuation

if (x == 0) { Label X<11>  X<6,11> X<6,6,11> 2<6,6,11> Z<6,11>

z = 0; [2,2] 1,1 [0,0]

retu PN e - [0,0] 6
Felse { 0,0 [0,0] 11

sum(x — 1); :
return;

}

[2,2]  [1,1]
[0,0]
[1,1]

}

sum(2);

Z<6,11> + X<6,11>




——

Example

PO OWOLONOUTEE WN -

+ void sum(int x) {

if (x == 0) {
z = 0;
return;

} else {
sum(x - 1);
Z = 2 + X, %
return; -

}

: )

: sum(2);

Memory

Label X<11> X<6,11> X<6,6,11> Z<6,6,11> Z<6,11> Z<11>
[2,2] [1,1] [0,0]

[0,0]

[0,0] [0,0]
[2,2] [1,1]

[0,0] [1,1]

[1,1] [3,3]

Continuation

11

W ZA1> + X<11>
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Example

+ void sum(int x) {

if (x == 0) {
Z = 0;
return;

} else {
sum(x - 1);
Z = 7 + X;

-~= Feturn;

| sum(2);

Label X<11> X<6,11> X<6,6,11> Z<6,6,11> Z<6,11>

1

Memory

[2,2] [1,1]

[2,2] [1,1]

[0,0]
0,0]
[0,0]

[0,0]

[0,0]
[1,1]

Z<11>

[1,1]
[3,3]

3,3]



Fully Context-sensitive Analysis is Precise but Costly

e Precision vs Cost

Context-insensitive

Label X<11> X<6,11> X<6,6,11 2<6,6,11 2Z<6,11> Z<11> z
[2,2] [1,1] [0,0]
[0,0]

[0,0] [0,0]

2,21 [1,1]
[0,00 [1,1]
[1,11  [3,3]

[3,3]

Fully Context-sensitive

 May not terminate because of infinitely long call-strings

: void sum(int x) {
if (?227?)
z = 0;
return;
} else {
sum(x = 1);
Z = 7 + X;
return;
}
: )

1 sum(2);

RO WO NOUT, WN R

g

X<11> ) CLREPS
[2,2] [1,1] [0,0] [-1.-1]

X<6,6,11> X<6,6,6,11>

[2,2] [1,1] [0,0] [-1.-1]



Partial Context-sensitivity

® The most common way: keep only the top-most k call-
strings (called k-CFA)

e k= 0:ignore all contexts, i.e., context-insensitive
® k = 00:keep all contexts, i.e., fully context-sensitive

® |In practice, k = 2 is too expensive.



Summary

® Various choices of abstractions for pointers and
functions

¢ allocation-site-based abstraction, call-string-based
context abstraction, ...

® Choices can be made depending on desirable precision
& analysis performance.



