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Specification & Verification
● Specification: precise statement of properties that a program should exhibit  

○ Written in FOL (first-order logic)

○ FOL statements are embedded into program text 

● Two properties:

○ Partial correctness (or safety) properties: assert that certain states — typically, error 

states — cannot ever occur during the execution of a program

○ Total correctness (or liveness) properties: assert that certain states are eventually 

reached during program execution

● Verification: proving partial or total correctness 

○ Inductive assertion method 

○ Ranking function method 



A Simple Imperative Language
● We will use a simple imperative language throughout the remaining part of this 

course.

● A C-like language with restrictions

○ Integers and arrays

○ Functions, conditionals, and loops

○ No global variables

○ No pointers



Example: Linear Search

bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
  while (i ≤ u) {  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false;  
} 



Example: Binary Search
bool BinarySearch(int[] a, int l, int u, int e) {  
  if (l > u) return false;  
  else {  
    int m := (l+u) div 2; 
    if (a[m] = e)  
      return true; 
    else if (a[m] < e)  
      return BinarySearch(a, m + 1, u, e);  
    else return BinarySearch(a, l, m − 1, e);  
  }  
}



Example: Bubble Sort
int[] BubbleSort(int[] a0

0

) {  
  int[] a := a0;  
  int i := |a|−1; 
  while (i > 0) {  
    int j:=0;  
    while (j < i) {  
      if (a[j] > a[j+1]) {  
        int t := a[j];   a[j] := a[j+1];   a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  }  
  return a;  
} 



Example: Bubble Sort
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@pre !
@post !
int[] BubbleSort(int[] a0) {
int[] a := a0;
for @ !

(int i := |a|− 1; i > 0; i := i − 1) {
for @ !

(int j := 0; j < i; j := j + 1) {
if (a[j] > a[j + 1]) {
int t := a[j];
a[j] := a[j + 1];
a[j + 1] := t;

}
}

}
return a;

}

Fig. 5.3. BubbleSort
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Fig. 5.4. Sample execution of BubbleSort

loop decrements i by 1. The sorted region has been expanded by one cell, as
indicated by the final dotted rectangle. The last step shows the beginning of
the next round of the inner loop.

Because pi does not have pointer or reference types, all data are passed by
value, including arrays and structures. If BubbleSort were missing the return



Program Annotations
● An annotation is a FOL formula. 

● An annotation F at location L asserts that F is true whenever program control 

reaches L. 

● Three types of annotations:

○ Function specification

○ Loop invariant

○ Assertion



Function Specifications
● Precondition: assumption over input for correct behaviors of a function

○ a formula whose free variables include only the formal parameters

● Postcondition: condition over output that holds after the function returns

○ a formula whose free variables include only the formal parameters and the 

special variable rv representing the return value of the function

○ Relates the function’s output (the return value rv) to its input (the 

parameters)



Example: Linear Search

bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
  while (i ≤ u) {  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false;  
} 

● Precondition: if l and u are in the range of valid indices of array a

● Postcondition: returns true iff the array a contains e in range [l, u]



Example: Linear Search
@pre:  
@post:  
bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
  while (i ≤ u) {  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false;  
} 

0 ≤ l ∧ u < |a |
rv ⟺ ∃i . l ≤ i ≤ u ∧ a[i] = e

Partial correctness: if the precondition holds and the function returns, the postcondition holds.



Example: Binary Search

bool BinarySearch(int[] a, int l, int u, int e) {  
  if (l > u) return false;  
  else {  
    int m := (l+u) div 2; 
    if (a[m] = e)  
      return true; 
    else if (a[m] < e)  
      return BinarySearch(a, m + 1, u, e);  
    else return BinarySearch(a, l, m − 1, e);  
  }  

}

● Precondition: if l and u are in the range of valid indices of array a which is sorted

● Postcondition: returns true iff the array a contains e in range [l, u]



Example: Binary Search
@pre:  where 
       
@post:  
bool BinarySearch(int[] a, int l, int u, int e) {  
  if (l > u) return false;  
  else {  
    int m := (l+u) div 2; 
    if (a[m] = e)  
      return true; 
    else if (a[m] < e)  
      return BinarySearch(a, m + 1, u, e);  
    else return BinarySearch(a, l, m − 1, e);  
  }  

}

0 ≤ l ∧ u < |a | ∧ sorted(a, l, u)
sorted(a, l, u) ⟺ ∀i, j . l ≤ i ≤ j ≤ u ⟹ a[i] ≤ a[ j]

rv ⟺ ∃i . l ≤ i ≤ u ∧ a[i] = e



Example: Bubble Sort int[] BubbleSort(int[] a0
0

) {  
  int[] a := a0;  
  int i := |a|−1; 
  while (i > 0) {  
    int j:=0;  
    while (j < i) {  
      if (a[j] > a[j+1]) {  
        int t := a[j]; 
        a[j] := a[j+1];   a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  }  
  return a;  
} 

● Precondition: a0 is any array

● Postcondition: returns a 

sorted array



Example: Bubble Sort @pre:  
@post:  
int[] BubbleSort(int[] a0

0

) {  
  int[] a := a0;  
  int i := |a|−1; 
  while (i > 0) {  
    int j:=0;  
    while (j < i) {  
      if (a[j] > a[j+1]) {  
        int t := a[j]; 
        a[j] := a[j+1];   a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  } return a; } 

|a0 | ≥ 0
sorted(rv,0, |rv | − 1)

● Precondition: a0 is any array

● Postcondition: returns a 

sorted array



Loop Invariants
● Each loop has an attendant annotation called loop invariant .  

                            

● The assertion  must hold at the beginning of every iteration.

○ It is evaluated before the  is evaluated. So it must hold even on the final 

iteration when  is false 

○ On entering the  of the loop,  holds

○ On exiting the loop,   must hold. 

F
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and could be specified as well. For example, the returned array rv should be
a permutation of the original array a0 (see Exercise 6.5). !

Section 5.2 presents a method for proving that a function satisfies its
partial correctness specification: if the function precondition is satisfied and
the function halts, then the function postcondition holds upon return. Section
5.3 discusses a method for proving that, additionally, the function always halts.

Loop Invariants

Each for loop and while loop has an attendant annotation called the loop
invariant. A while loop

while
@ F
(〈condition〉) {
〈body〉

}

says to apply the 〈body〉 as long as 〈condition〉 holds. The assertion F must
hold at the beginning of every iteration. It is evaluated before the 〈condition〉
is evaluated, so it must hold even on the final iteration when 〈condition〉 is
false. Therefore, on entering the 〈body〉 of the loop,

F ∧ 〈condition〉

must hold, and on exiting the loop,

F ∧ ¬〈condition〉

must hold.
To consider a for loop, translate the loop

for
@ F
(〈initialize〉; 〈condition〉; 〈increment〉) {
〈body〉

}

into the equivalent loop

〈initialize〉;
while

@ F
(〈condition〉) {
〈body〉
〈increment〉

}

F must hold after the 〈initialize〉 statement has been evaluated and, on each
iteration, before the 〈condition〉 is evaluated.

F

⟨condition⟩

⟨condition⟩

⟨body⟩ F ∧ ⟨condition⟩

F ∧ ¬⟨condition⟩



Example
Loop invariant : whenever control reaches L, i is at least 0 and at most n. 

@pre:  
@post:  
int f(int n) {  
  int i := 0; 
L: while (i < n) {  
     i := i + 1; 
   }  
   return i;  
} 

n ≥ 0
rv = n



Example
Loop invariant : whenever control reaches L, i is at least 0 and at most n. 

@pre:  
@post:  
int f(int n) {  
  int i := 0; 
@L:  
  while (i < n) {  
     i := i + 1; 
   }  
   return i;  
} 

n ≥ 0
rv = n

0 ≤ i ≤ n



Example: Linear Search
Loop invariant : whenever control reaches L, the loop index is at least l, and 

there is no element e among the indices already examined. 
@pre:  
@post:  
bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
L: while (i ≤ u) {  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false;  
} 

0 ≤ l ∧ u < |a |
rv ⟺ ∃i . l ≤ i ≤ u ∧ a[i] = e



Example: Linear Search
Loop invariant : whenever control reaches L, the loop index is at least l, and 

there is no element e among the indices already examined. 
@pre:  
@post:  
bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
  @L:  
  while (i ≤ u) {  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false; } 

0 ≤ l ∧ u < |a |
rv ⟺ ∃i . l ≤ i ≤ u ∧ a[i] = e

l ≤ i ∧ (∀j . l ≤ j < i ⇒ a[ j] ≠ e)



Example: Bubble Sort @pre:  
@post:  
int[] BubbleSort(int[] a0

0

) {  
  int[] a := a0;  
  int i := |a|−1; 
L1: while (i > 0) {  
    int j:=0;  
L2:   while (j < i) {  
      if (a[j] > a[j+1]) {  
        int t := a[j]; 
        a[j] := a[j+1];   a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  } return a; } 

|a0 | ≥ 0
sorted(rv,0, |rv | − 1)

Loop invariant at L1

• i is in the range [-1,|a|-1]  

(if |a|= 0, then i is initially -1)

• a is sorted in the range [i,|a|-1]

• a is partitioned such that each 

element in the range [0,i] is at 

most each element in the range 

[i+1,|a|-1]



Example: Bubble Sort @pre:  
@post:  
int[] BubbleSort(int[] a0

0

) {  
  int[] a := a0;  
  int i := |a|−1; 
L1: while (i > 0) {  
    int j:=0;  
L2:   while (j < i) {  
      if (a[j] > a[j+1]) {  
        int t := a[j]; 
        a[j] := a[j+1];   a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  } return a; } 

|a0 | ≥ 0
sorted(rv,0, |rv | − 1)

Loop invariant at L2

• i is in the range [1,|a|-1], j 

is in the range [0,i].

• a is sorted in the range  

[i,|a|-1].

• a is partitioned such that each 

element in the range [0,j-1] is 

at most a[j].



@pre:               @post:  
int[] BubbleSort(int[] a00) {  

  int[] a := a0;      int i := |a|−1; 

 

  while (i > 0) {  
    int j:=0;  

 

    while (j < i) {  
      if (a[j] > a[j+1])  
        {int t := a[j]; a[j] := a[j+1]; a[j+1] := t;}  
      j:=j+1; 

    } i:=i−1; 

  } return a; } 

|a0 | ≥ 0 sorted(rv,0, |rv | − 1)
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@pre !
@post sorted(rv , 0, |rv |− 1)
int[] BubbleSort(int[] a0) {
int[] a := a0;
for

@L1 :

2

4

−1 ≤ i < |a|
∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ sorted(a, i, |a|− 1)

3

5

(int i := |a|− 1; i > 0; i := i − 1) {
for

@L2 :

2

6

6

4

1 ≤ i < |a| ∧ 0 ≤ j ≤ i
∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ partitioned(a, 0, j − 1, j, j)
∧ sorted(a, i, |a|− 1)

3

7

7

5

(int j := 0; j < i; j := j + 1) {
if (a[j] > a[j + 1]) {
int t := a[j];
a[j] := a[j + 1];
a[j + 1] := t;

}
}

}
return a;

}

Fig. 5.17. BubbleSort with loop invariants

Performing a depth-first exploration, the first basic path starts at the pre-
condition and ends at the outer loop invariant at L1:

(1)
@pre !;
a := a0;
i := |a|− 1;
@L1 : −1 ≤ i < |a| ∧ partitioned(a, 0, i, i + 1, |a|− 1) ∧ sorted(a, i, |a|− 1)

The second basic path starts at L1 and ends at the inner loop invariant at L2

(recall that the annotation is checked after the loop initialization j := 0):
(2)

@L1 : −1 ≤ i < |a| ∧ partitioned(a, 0, i, i + 1, |a|− 1) ∧ sorted(a, i, |a|− 1)
assume i > 0;
j := 0;

@L2 :

[
1 ≤ i < |a| ∧ 0 ≤ j ≤ i ∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ partitioned(a, 0, j − 1, j, j) ∧ sorted(a, i, |a|− 1)

]

The third and fourth basic paths follow the inner loop, each handling one
assumption on the guard a[j] > a[j + 1] of the if statement:
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@pre !
@post sorted(rv , 0, |rv |− 1)
int[] BubbleSort(int[] a0) {
int[] a := a0;
for

@L1 :

2

4

−1 ≤ i < |a|
∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ sorted(a, i, |a|− 1)

3

5

(int i := |a|− 1; i > 0; i := i − 1) {
for

@L2 :

2

6

6

4

1 ≤ i < |a| ∧ 0 ≤ j ≤ i
∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ partitioned(a, 0, j − 1, j, j)
∧ sorted(a, i, |a|− 1)

3

7

7

5

(int j := 0; j < i; j := j + 1) {
if (a[j] > a[j + 1]) {
int t := a[j];
a[j] := a[j + 1];
a[j + 1] := t;

}
}

}
return a;

}

Fig. 5.17. BubbleSort with loop invariants

Performing a depth-first exploration, the first basic path starts at the pre-
condition and ends at the outer loop invariant at L1:

(1)
@pre !;
a := a0;
i := |a|− 1;
@L1 : −1 ≤ i < |a| ∧ partitioned(a, 0, i, i + 1, |a|− 1) ∧ sorted(a, i, |a|− 1)

The second basic path starts at L1 and ends at the inner loop invariant at L2

(recall that the annotation is checked after the loop initialization j := 0):
(2)

@L1 : −1 ≤ i < |a| ∧ partitioned(a, 0, i, i + 1, |a|− 1) ∧ sorted(a, i, |a|− 1)
assume i > 0;
j := 0;

@L2 :

[
1 ≤ i < |a| ∧ 0 ≤ j ≤ i ∧ partitioned(a, 0, i, i + 1, |a|− 1)
∧ partitioned(a, 0, j − 1, j, j) ∧ sorted(a, i, |a|− 1)

]

The third and fourth basic paths follow the inner loop, each handling one
assumption on the guard a[j] > a[j + 1] of the if statement:
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@pre

L

@post

(1)

(3)

(2),(4)

Fig. 5.16. Visualization of basic paths of LinearSearch

(4)
@L : ! ≤ i ∧ (∀j. ! ≤ j < i → a[j] %= e)
assume i > u;
rv := false;
@post rv ↔ ∃j. ! ≤ j ≤ u ∧ a[j] = e

To avoid forgetting a basic path, we list paths in a depth-first order. When
a guard is encountered, assume that it holds and generate the resulting paths;
then assume that it does not hold and generate the resulting paths. In this
example, the loop guard i ≤ u in (2) is first encountered; (2) and (3) follow
from the assumption that the loop guard holds, while (4) follows from the
assumption that it does not hold. The if statement guard a[i] = e is next
encountered in (2); (2) follows from the assumption that it holds, while (3)
follows from the assumption that it does not hold. Figure 5.16 visualizes these
basic paths. !

Example 5.14. Figure 5.17 lists BubbleSort with loop invariants. The outer
loop invariant at L1 asserts that

• i is in the range [−1, |a|− 1] (if |a| = 0, then i is initially −1);
• a is sorted in the range [i, |a|− 1];
• and a is partitioned such that each element in the range [0, i] is at most

(less than or equal to) each element in the range [i + 1, |a|− 1].

Its inner loop invariant at L2 asserts that

• i is in the range [1, |a|− 1], and j is in the range [0, i];
• a is sorted in the range [i, |a|− 1] as in the outer loop;
• a is partitioned as in the outer loop;
• and a is also partitioned such that each element in the range [0, j − 1] is

at most a[j].

The partitioned predicate is defined in the theory TZ ∪ TA:

partitioned(a, !1, u1, !2, u2)
⇔ ∀i, j. !1 ≤ i ≤ u1 < !2 ≤ j ≤ u2 → a[i] ≤ a[j] .



Assertions
● A “formal” comment on the program behavior 

● Runtime assertions: special class of assertions

○ Automatically inserted to catch (by tests at runtime) or prove the absence of 

runtime errors (by formal verification)

○ Runtime errors: division by zero, null dereference, array out of bounds, …



Example: Linear Search
@pre:  
@post:  
bool LinearSearch(int[] a, int l, int u, int e) {  
  int i := l; 
  @L:  
  while (i ≤ u) {  
    @  
    if (a[i] = e) return true;  
    i := i + 1; 
  }  
  return false; } 

⊤
⊤

⊤

0 ≤ i < |a |



Example: Binary Search
@pre:      @post:  
bool BinarySearch(int[] a, int l, int u, int e) {  
  if (l > u) return false;  
  else {  
    @  

    int m := (l+u) div 2; 
    @  
    if (a[m] = e)  
      return true; 
        @  
    else if (a[m] < e)  
      return BinarySearch(a, m + 1, u, e);  
    else return BinarySearch(a, l, m − 1, e);  
  }  

}

⊤ ⊤

2 ≠ 0

0 ≤ m < |a |

0 ≤ m < |a |



Example: Bubble Sort

@pre:      @post:  
int[] BubbleSort(int[] a0

0

) {  
  int[] a := a0;  
  int i := |a|−1; 
  @L:  
  while (i > 0) {  
    int j:=0;  
    @L:  
    while (j < i) {  
      @  
      @  
      if (a[j] > a[j+1]) { 
      … 

⊤ ⊤

⊤

⊤

0 ≤ j < |a |
0 ≤ j + 1 < |a |

        … 
        @  
        int t := a[j]; 
        @  
        @  
        a[j] := a[j+1];    
        @  
        a[j+1] := t;  
      }  
      j:=j+1; 
    }  
    i:=i−1; 
  } return a; } 

0 ≤ j < |a |

0 ≤ j < |a |
0 ≤ j + 1 < |a |

0 ≤ j + 1 < |a |



Summary
● Partial correctness of programs

● Function pre/postconditions

● Loop invariants

● Runtime assertions


