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Who am I

• Associate Professor at Hanyang Univ. ERICA (2024.9 ~ )

• Assistant Professor at Hanyang Univ. ERICA (2018.9 ~ 2024.8)

• Research Interests: program analysis, program synthesis 

• Vita

2012 UC Berkeley visiting researcher

2016 Ph.D, Seoul National University (Advisor: Kwangkeun Yi)

2016-2017 Postdoctoral fellow, Georgia Tech (Mayur Naik)

2017-2018 Postdoctoral fellow, University of Pennsylvania (Mayur Naik)
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Motivation
•  Program optimization

Transforming into a 
better (e.g., cost) program

Applying transformation 

rules (e.g.,  )x + 0 → x
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Program Optimizer
Input

Program

…
Hand-crafted

transformation rules

Optimized
Program

•  Rules in prior methods

Hand-crafted by domain experts

Limited search space

•  Application order in prior methods

Heuristics by domain experts

May miss the optimal solutions



Our Solution
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Discovering new rules (by Program synthesis) + Systematically applying the rules (by 
Term rewriting) + Finding optimal solutions by exhaustive search (by Equality saturation)

Optimization Rule 
Learner

Rule-based Program Optimizer

2. Online Optimization

1. Offline Learning

Training 
Programs

Input 
Program

…

Learned Rules

Optimized 
Programs

When rule discovery 
is time consuming

: Offline learning + 

 Online optimization



Our Solution
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Discovering new rules (by Program synthesis) + Systematically applying the rules (by 
Term rewriting) + Finding optimal solutions by exhaustive search (by Equality saturation)

Optimization Rule 
Learner

Rule-based Program OptimizerInput 
Program

…

Learned Rules

Optimized
Programs

When rule discovery 
is cheap

: Online learning +   

 optimization



Enabled by Program Synthesis
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Program
Syntactic constraint

Semantic constraint

Synthesizer

Specification

f(1) = 2 ^ f(3) = 6
<latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit>

S ! x | S ⇥ S | 1 | 2 | · · ·
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f(x) = 2x
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Syntactic Constraint:  A formal grammar (e.g., 
context-free grammar) consisting of SMT 

operators, limiting search space

Semantic Constraint: a logical formula over the target 
function f



Case 1: Homomorphic Encryption (HE) (1/2)
•  Allows computation on encrypted data

•  Enables the outsourcing of private data storage/processing
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encrypted data

encrypted result

decrypted result

Homomorphic 
Evaluation

3rd Party

User

private data encrypted data

encrypted  
result

private  
key



Case 1: Homomorphic Encryption (HE) (1/2)

•  HE Compilers generate HE applications automatically

•  Better optimization effect than the SOTA with hand-crafted rules 
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HE application

Homomorphic 
Compiler

Application

Program  
Synthesis

Term 
Rewriting

 2.3 speedup×



Case 2: Simplifying Obfuscated Code (1/2)

•  Obfuscation: transforming programs into complex ones

 Evasion of malware detection 👿  Copyright protection 😇

•  De-obfuscation: simplifying obfuscated programs
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((((((~ ((b + ~ (((~ b | b) + b) + 1)) + 1) 
| b) - ~ ((b + ~ (((~ b | b) + b) + 1)) + 
1)) & (((b - e) - ((b | ~ e) + (b | ~ e))) - 
2)) * (((~ ((b + ~ (((~ b | b) + b) + 1)) + 
1) | b) - ~ ((b + ~ (((~ b | b) + b) + 1)) + 
1)) | (((b - e) - ((b | ~ e) + (b | ~ e))) - 

2)) + (((~ ((b + ~ (((~ b | b) + b) + 1)) + 
1) | b) - …

Code 
Obfuscation

Code 
Deobfuscation

e x e



Case 2: Simplifying Obfuscated Code (2/2)

•  Success : generating simpler or as simple as original code

•  Higher success rate than the SOTA based on handcrafted rules
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0%

25%

50%

75%

100%

MBA-Solver QSynth Loki

ProMBA GAMBA
Average Success 82%

Average Success 
95%

Our Tool



Papers
•  Case 1 : Optimizing compiler for homomorphic encryption

Dongkwon Lee, Woosuk Lee, Hakjoo Oh and Kwangkeun Yi, Optimizing Homomorphic Evaluation Circuits by 
Program Synthesis and Time-Bounded Exhaustive Search, ACM TOPLAS 2023

Dongkwon Lee, Woosuk Lee, Hakjoo Oh and Kwangkeun Yi, Optimizing Homomorphic Evaluation Circuits by 
Program Synthesis and Term Rewriting, ACM PLDI 2020

•  Case 2: Deobfuscation of bit-manipulating code

Jaehyung Lee and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by Program Synthesis and Term 
Rewriting, ACM CCS 2023

Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by 
Program Synthesis and Equality Saturation, IEEE TDSC (Submitted)

• Core technology: high-performance program synthesis

Yongho Yoon, Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis via Iterative Forward-Backward 
Abstract Interpretation. ACM PLDI 2023
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Contents
• Case 1 : Optimizing compiler for homomorphic encryption

Dongkwon Lee, Woosuk Lee, Hakjoo Oh and Kwangkeun Yi, Optimizing Homomorphic Evaluation 
Circuits by Program Synthesis and Time-Bounded Exhaustive Search, ACM TOPLAS 2023

Dongkwon Lee, Woosuk Lee, Hakjoo Oh and Kwangkeun Yi, Optimizing Homomorphic Evaluation 
Circuits by Program Synthesis and Term Rewriting, ACM PLDI 2020

•  Case 2: Deobfuscation of bit-manipulating code

•  Lessons from the two cases

•  Core technology: high-performance program synthesis
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Homomorphic Encrytion (1/2)

Application HE developer HE application

Write code in low-level HE instructions

requires 
expertise

suboptimal

Add maintenance operations
Generate/manage keys, hints

Track noise level
Choose parameters

complicated

Building HE applications
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Homomorphic Encrytion (2/2)
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• Generates HE applications automatically 

• Optimization : several hand-written rules

Existing Homomorphic Compiler

HE application

Homomorphic 
Compiler

still, 
suboptimal

Application

Hand-written 
rules



Our Contribution

HE application

Homomorphic 
Compiler

Application

Automatic, Aggressive HE optimization Framework

• Generates HE applications automatically 

• Optimization : machine-found rules by program synthesis + applying by term rewriting

Program  
Synthesis

Term 
Rewriting

 2.3 speedup×
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Lobster…   

•  Offline Learning via Program Synthesis + Online Optimization via Term Rewriting

HE 
Compiler 
Front-end

Synthesis-based  
Rule Learner

Rule-based Optimization 
via Term-Rewriting

2. Online Optimization

1. Offline Learning

 Training 
Programs

 Training HE Applications

Input 
Program

…

Learned Opt. Patterns

Unoptimized HE Application

Optimized 
HE Application
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• Based on approximate common divisor problem 

•   : integer as a secret key 

•   : random integer 

•   : random noise for security

p

q
r( ≪ |p | )

Simple HE Scheme

Encp(μ ∈ {0,1}) = pq + 2r + μ
Decp(c) = (cmodp)mod2

Decp(Encp(μ)) = Decp(pq + 2r + μ) = μ

• For ciphertexts  , the following  
holds

μi ← Encp(μi)

Decp(μ1 + μ2) = μ1 + μ2
Decp(μ1 × μ2) = μ1 × μ2

• The scheme can evaluate all boolean circuits 
as   and   in   are equal to XOR  
and AND

+ × ℤ2 = {0,1}
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• Noise increases during homomorphic operations.  

• For   μi = pqi + 2ri + μi

Performance Hurdle : Growing Noise

μ1 + μ2 = p(q1 + q2) + 2(r1 + r2) + (μ1 + μ2)
μ1 × μ2 = p(pq1q2 + ⋯) + 2(2r1r2 + r1μ2 + r2μ1) + (μ1 × μ2)

noise

• if (noise ) then incorrect results> p

double increase
quadratic increase
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Multiplicative Depth : a Decisive Performance Factor
The maximum number of sequential 
multiplications from input to output

c1

c3

c3

c2

c1

c4

c2

c5

c1

c2

depth 4

  mult. depth 

    size of p

  HE speed

      noiseOptimizing Homomorphic Evaluation Circuits by Program Synthesis and Time-Bounded
Exhaustive Search 111:23

Fig. 7. Correlation log-log plot of multiplicative depth and homomorphic evaluation time

Learning Capability
We investigate the learned rewrite rules. From all the benchmarks, our rule learner mines 502
rewrite rules. The rule sizes (the size of a rule l ! r is measured by |l |) range from 4 to 38. The
average and median sizes are 14 and 13, respectively. Fig. 8 shows how often these rules were applied
to reduce the multiplicative depth during our single-path term rewriting. Relatively small-sized
rules (size 5 – 15) are most frequently used, but also the large-sized rules are sometimes applied
and optimize wide areas of the input boolean circuits.

Fig. 8. Distribution of rule sizes and how o�en they were used during optimization

The machine-found optimization patterns are surprisingly aggressive. For example, the following
intricate rules enable to reduce the depth of a rewritten path by 1 when applied once (we denote
1 � c as ¬c).

ACM Transactions on Programming Languages and Systems, Vol. 37, No. 4, Article 111. Publication date: August 2023.
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What is HE optimization?

• Finding a new circuit that has smaller mult. depth

c1

c3

c3

c2

c1

c4

c2

c5

c1

c2
1

c5

c1

c3

c2

c1

c2

c4

depth 4 depth 3
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HE optimization via Synthesis

Constraints

Program Synthesis
Desired 
programSyntax+
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HE optimization via Synthesis

Constraints

Program Synthesis
Desired 
program

same semantics

depth 4

Syntax+
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HE optimization via Synthesis

Constraints

Program Synthesis
Desired 
program

depth-restricting syntaxsame semantics

depth 4

Syntax+
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HE optimization via Synthesis

Constraints

Program Synthesis
Desired 
program

depth-restricting syntaxsame semantics

depth 4

Syntax+

optimized HE circuit
depth 3
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HE optimization via Synthesis

same semantics depth-restricting syntax

Constraints Syntax+
Optimizing 
Synthesis

Desired 
program

optimized HE circuit
depth 4 depth 3
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Hurdle : Synthesis Scalability

Optimizing 
Synthesis

too slow
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Solution1 : Synthesis via Localization
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Solution1 : Synthesis via Localization
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Solution1 : Synthesis via Localization
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Optimizing 
Synthesis

Solution1 : Synthesis via Localization
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scalable

Optimizing 
Synthesis

Solution1 : Synthesis via Localization
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Solution1 : Synthesis via Localization

Optimizing 
Synthesis

Replace
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Solution 2: Learning Successful Synthesis Patterns

• Offline Learning 
Collect successful synthesis patterns 

• Online Optimization 
Applying the patterns by term rewriting
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Collected 
Opt. Patterns

…

 Training 
HE Applications
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Collected 
Opt. Patterns

…

 Training 
HE Applications
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Optimizing 
Synthesis

Collected 
Opt. Patterns

…

 Training 
HE Applications
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Optimizing 
Synthesis

Collected 
Opt. Patterns

…

 Training 
HE Applications
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Optimizing 
Synthesis

Collected 
Opt. Patterns

…Replace

 Training 
HE Applications
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Collected 
Opt. Patterns

…

 Training 
HE Applications

Optimizing 
Synthesis
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle

Collected 
Opt. Patterns

…

 Training 
HE Applications

Optimizing 
Synthesis
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Offline Learning to Collect Opt. Patterns
Offline Learning Cycle
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Learned Optimization Patterns : examples
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Applying Learned Optimization Patterns (1/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns (2/2)
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Applying Learned Optimization Patterns
Formal properties

Applying an  
opt. pattern

…

(Soundness) semantics unchanged

(Termination) finitely many rule applications
 61



Phase-Ordering Problem

 62

Rule 1 Rule 2 Rule 3 Rule 4

Rule 3 Rule 1 Rule 4 Rule 2

VS Different outcome
depending on the 
application order



Existing Solutions

 63

Rule 1,3 Rule 1,2 Rule 2,4 Rule 1

•  Using a pre-defined application order (e.g., LLVM optimization passes)

•  Backtracking (i.e., maintaining top-k candidates)

Rule 1 Rule 4

Rule 3
Rule 1

………..………..Rule 2



Equality Saturation

•  A solution to the phase ordering problem

•  Obtains results of all possible orderings and extract the best one 
among them

•  Enabled by E-graph, a very efficient data structure

 64



E-Graph
•  E-graph = e-nodes + e-classes

 E-classes = set of e-nodes 

 E-node = a node whose children are e-classes

•  Meaning

E-node (bold): expressions with sub-expressions 
represented by children e-classes

E-class (doted): semantically equivalent e-nodes
 65
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Example

•  Optimizing   using the following rules: 
            (1)              (2)         
            (3)                         (4)         

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x

 66

egg: Fast and Extensible Equality Saturation 23:5

�

D




�

(a) Initial e-graph
contains (! × 2)/2.

�

D




� �

��

(b) A!er applying rewrite
" × 2 → " # 1.

�

D




� �

��




�

(c) A!er applying rewrite
(" × #)/$ → " × (#/$).
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(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly

Proc. ACM Program. Lang., Vol. 5, No. POPL, Article 23. Publication date: January 2021.

 ,   
and 

  are equal

(a × 2)/2 (a << 1)/2

a × (2/2)



Example

•  Optimizing   using the following rules: 
            (1)              (2)         
            (3)                         (4)         

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x

 69

egg: Fast and Extensible Equality Saturation 23:5

�

D




�

(a) Initial e-graph
contains (! × 2)/2.

�

D




� �

��

(b) A!er applying rewrite
" × 2 → " # 1.

�

D




� �

��




�

(c) A!er applying rewrite
(" × #)/$ → " × (#/$).

�

D




� �

��




�

(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly

Proc. ACM Program. Lang., Vol. 5, No. POPL, Article 23. Publication date: January 2021.



Example

•  Optimizing   using the following rules: 
            (1)              (2)         
            (3)                         (4)         

• More rule application can’t change the graph 

— Saturation! 

Exprs represented by the root node’s e-class  
is all exprs obtainable by applying the rules  
in all possible orders

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x

 70

egg: Fast and Extensible Equality Saturation 23:5

�

D




�

(a) Initial e-graph
contains (! × 2)/2.

�

D




� �

��

(b) A!er applying rewrite
" × 2 → " # 1.

�

D




� �

��




�

(c) A!er applying rewrite
(" × #)/$ → " × (#/$).

�

D




� �

��




�

(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
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the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
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Extracting an Optimal Solution
•  Extract an expression of the best score after saturation†

 e.g., greedy method using scores assigned for each kind of e-node

 By integer linear programing in more complicated cases
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Both of these operations must take additional steps to maintain the congruence invariant.
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for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
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Fundamental Meaning of Equality Saturation

•  E-graph ≅ Grammar representing semantically equivalent exprs 

(E-class ≅ non-terminal, E-node ≅ production rule)

•  Equality saturation = grammar induction
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Evaluation

• 25 HE algorithms from 4 sources

Cingulata benchmarks

Sorting benchmarks

Hackers Delight benchmarks

EPFL benchmarks

•  Baseline tool: Cingulata 

 A HE compiler using optimization rules written by domain experts
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Lobster Performance

• Achieved an average of 2x, up to 3.1x faster performance compared 
to Cingulata (with up to a 40% reduction in multiplication depth)

 74

Optimizing Homomorphic Evaluation Circuits by Program Synthesis and Time-Bounded
Exhaustive Search 111:21

Fig. 6. Main results comparing the optimization performance of L������ and Carpov et al. [14] – Speedups
in overall homomorphic evaluation time (le�) and depth reduction ratios (right).

5.2 E�ectiveness of L������
Optimization E�ect
We evaluate L������ on the benchmarks and compare it with Carpov et al. [14]. Both of the tools
are provided circuits initially generated by C��������. We aim to determine whether L������
can learn rewrite rules from training circuits and e�ectively generalize them for optimizing other
unseen circuits. To this end, we conduct leave-one-out cross validation; for each benchmark,
we use rewrite rules learned from the other remaining 24 benchmarks. Both of the tools are given
the timeout limit of 12 hours for the online optimization tasks; in case of exceeding the limit, we
use the best intermediate results computed so far.
We measure L������’s reduction ratios of the multiplicative depth and speedups in overall

homomorphic evaluation time against the initial C��������-generated circuits, and compared
them with Carpov et al. [14]. The results can be found in Table 2. L������ is able to optimize 22
out of 25 benchmarks within the timeout limit. L������ achieves 1.08x – 5.43x speedups with the
geometric mean of 2.05x. The number of AND gates increases up to 1.9x more with the geometric
mean of 1.31x. The depth reduction ratios range from 12.5% to 53.3% with the geometric mean
of 25.1%. Fig. 6 illustrates the summarized results comparing the optimization performance of
L������ and Carpov et al. [14].
We next study the results in detail. Most notably, L������ achieves 2.62x and 1.60x speedups

for the two C�������� benchmarks cardio and dsort, respectively. Recall that they are already
carefully hand-tuned to be depth optimized. This result shows that our method provides signi�cant
performance gains that are complementary to those achieved by domain-speci�c optimizations. The
four sorting benchmarks also observe signi�cant performance improvements. For the four sorting
benchmarks, we used single-path term rewriting, since EGG library failed to perform saturation
task for circuits that has multiplicative depth over 25. L������ reduces the depth by 20% for each
of them. The osort benchmark shows a 3.17x speedup, and the other three benchmarks show
2.0x speedups. As of the Hacker’s Delight benchmarks, 10 out of 12 observe improvements. The
speedups for hd-04, hd-07, hd-08 and hd-10 are remarkable (3.8x, 2.6x, 2.4x and 3.3x, respectively).
For the other benchmarks, we observe 1.08x – 1.89x speedups. However, both of the two optimizers
fail to optimize the other 2 benchmarks, which are relatively simple. Based on the fact that these
small and tricky algorithms are designed to e�ciently perform computations on plaintexts, we
suspect most of these benchmarks to be depth-optimal.
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Efficacy of Equality Saturation
 Success rate↑ : 19   22 in the number 
of successfully optimized programs

Execution time:  x2.03   x2.26 

Reduction in multiplicative depth: 
21.9%   25.1%

→

→

→
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111:26 Dongkwon Lee et al

Fig. 10. Impact of changing rewrite rules

Answer to Q3: Reusing learned rules enhances L������’s scalability and exploration power.
(1 week vs 12 hour opt. time, 2.6% vs 23.7% vs 25.1% depth reduction)

5.5 E�icacy of Equality Saturation
We now evaluate the e�ectiveness of saturation-based rewriting, which we used for online op-
timization. We compare L������ to a previous version [39] that uses single-path rewriting only.
Both of the tools use the same pre-learned rewrite rules.
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Contents
•  Case 1 : Optimizing compiler for homomorphic encryption

• Case 2: Deobfuscation of bit-manipulating code
Jaehyung Lee and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by Program Synthesis 
and Term Rewriting, ACM CCS 2023

Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic 
Obfuscation by Program Synthesis and Equality Saturation, IEEE TDSC (Submitted)

•  Lessons from the two cases

•  Core technology: high-performance program synthesis
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Mixed Boolean Arithmetic (MBA)

•  Program expressions with logical operators (AND, OR, XOR…) 
and bitwise arithmetic operators (+,-,*,/,%,…)

 e.g.,  

•  MBA obfuscation: transforming arbitrary bitwise expressions into 
highly complex MBA expressions while maintaining their meaning

Information Hiding in Software with Mixed Boolean-Arithmetic Transforms 65

where ai are constants, ei,j are bitwise expressions of variables x1, . . . , xt over
Bn, and I, Ji ⊂ Z, are finite index sets, ∀i ∈ I, is a polynomial mixed Boolean-
arithmetic expression, abbreviated to a polynomial mba expression. (If each of
x1, . . . , xt is itself a polynomial mba expression of other variables, the composed
function is likewise a polynomial mba expression over Bn.) Each non-zero sum-
mand in the expression is a term. A linear mba expression is a polynomial mba
expression of the form ∑

i∈I

ai ei(x1, . . . , xt),

where ei are bitwise expressions of x1, . . . , xt and ai are constants.

Two examples of polynomial mba expressions over BA[n] are:

f(x, y, z, t) = 8458(x ∨ y ∧ z)3 ((xy) ∧ x ∨ t) + x + 9(x ∨ y)yz3,
f(x, y) = x + y − (x ⊕ (¬y))) − 2(x ∨ y) + 12564.

The latter is a linear mba expression. As indicated in [20], all integer comparison
operations can be represented by polynomial mba expressions with results in
their most significant bit (msb). For example, the msb of

(x − y) ⊕ ((x ⊕ y) ∧ ((x − y) ⊕ x))

is 1 if and only if x <s y.

3.2 Linear MBA Identities and Expressions

We now show the existence of an unlimited number of linear mba identities. We
use truth tables, where the relationship of variables of the expression in the table
and conjuncts is shown by example in Table 1.

Theorem 1. Let n, s, t be positive integers, let xi be variables over Bn for i =
1, . . . , t, let ej be bitwise expressions on xi’s for j=0, . . . , s−1. Let e=

∑s−1
j=0 aj ej

be a linear mba expression, where aj are integers, j=0, . . . , s− 1. Let fj be the
deduced Boolean expression from ej, and let (v0,j , . . . , vi,j , . . . , v2t−1,j)T be the
column vector of the truth table of fj, j = 0, . . . s − 1, and i = 0, . . . , 2t − 1. Let
A = (vi,j)2t×s, be the {0,1}-matrix of truth tables over Z/(2n). Then e = 0 if
and only if the linear system AY = 0 has a solution over ring Z/(2n), where
Ys×1 = (y0, · · · , ys−1)T is a vector of s variables over Z/(2n).

Proof. If e = 0, (a0, a1, · · · , as−1)T is plainly a solution of the linear system.
Assume a solution exists. Let zji represent the i−th bit value of ej , j =

0, 1, · · · , s−1, i=0, 1, · · · , n−1. Truth tables run over all inputs, so row vectors
of matrix A run over all values of i-th bit vector (z0,i, . . . , zs−1,i) in the Boolean
expressions, and via the above solution,

∑s−1
j=0 ajzj,i = 0, for i = 0, . . . , n − 1.

From the arithmetic point of view, ej =
∑n−1

i=0 zj,i2i. Thus we have
s−1∑

j=0

ajej =
s−1∑

j=0

n−1∑

i=0

ajzj,i2i =
n−1∑

i=0

s−1∑

j=0

ajzj,i2i =
n−1∑

i=0

2i(
s−1∑

j=0

ajzj,i) = 0,

as required. !
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Popular MBA Obfuscation
•  The cost of obfuscation and executing obfuscated code is low. 

Only basic operations are added, and the execution flow remains 
unchanged (no additional calls to user/system functions, etc.)

•  Theoretical foundation: any bitwise expressions can be obfuscated in 
infinitely many ways. Deobfuscation is NP-hard

•  Widely adopted by various tools

Code obfuscation(Tigress, VMProtect)

DRM(Irdeto)

Being used for malware
 78



Previous Approaches for MBA Deobfuscation

• Term Rewriting : SSPAM [Eyrolles et al. 2016]

• Program Synthesis : Syntia [Blazytko et al. 2017], QSynth [David et al. 2020], 
Xyntia [Menguy et al. 2021]

• Neural Network Inference : NeuReduce [Feng et al. 2020]

• Algebraic Methods : MBA-Solver [Xu et al. 2021], SiMBA [Reichenwallner et 
al. 2022]
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Cannot handle a wide range 
of MBA obfuscation rules

No Guarantee of Correctness

Unscalable

Limited to a specific class of MBA expressions



• Term Rewriting : “Rewrite with fixed set of rules”

SSPAM [Eyrolles et al. 2016]

• Program Synthesis : “Find program with limited I/O Examples”

Syntia [Blazytko et al. 2017], QSynth [David et al. 2020], Xyntia [Menguy et al. 2021]

• Neural Network Inference : “Neural model learns deobfuscation rules”

NeuReduce [Feng et al. 2020]

• Algebraic Methods : “Find simpler sub-expression with 1-bit variables”   

MBA-Solver [Xu et al. 2021], SiMBA [Reichenwallner et al. 2022]
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Limited to specific set of transformations (rules)

No Guarantee of Correctness

Unscalable

Limited to specific set of transformations (linear)

Our Goal

To overcome the limitations, we should achieve :

• Soundness : Guarantee of correctness

• Generality : Covers arbitrary MBA expression 

• Flexibility : Regardless of obfuscation rules

• Scalability : Covers huge MBA expression



Program Synthesis-Based MBA Deobfuscation 
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Constraints
Synthesize

Result

SyntaxSame semantics

Grammar+

Deobfuscated expression

(((((~ e) + 1) & (~ ((((- e) - 
1) | (- a)) + (((- e) - 1) & (- 
a))))) + (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a)))))) - (((~ e) + 1) ^ 
((((- e) - 1) | (- a)) + (((- e) - 

1) & (- a))))) …

<latexit sha1_base64="zIdYqKfS/qc8F8sO22P4pjGr39I="></latexit>

S ! !S | S � S | S ^ S

| S _ S | �S | S + S

| S ⇥ S | S � S | S >> S

| S << S | V | C

V ! b | e | · · ·

C ! 0x00 | 0x01 | · · ·

1 + a

Can cover arbitrary MBA Exprs



Challenge : Scalability
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Too Slow! 😡

(((((~ e) + 1) & (~ ((((- e) - 
1) | (- a)) + (((- e) - 1) & (- 
a))))) + (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a)))))) - (((~ e) + 1) ^ 
((((- e) - 1) | (- a)) + (((- e) - 

1) & (- a))))) …

1 + a
Synthesize

size of obfuscated expression  -> deobfuscation performance 



Solution 1: Synthesis via Localization
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•  Sub-expressions are chosen for replacement

((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 

(v1 & ((v2 * v3) & (v2 - v1))) 
…

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

Synthesize (v1 & ((v2 * v3) & 
(v2 - v1)))

Scalable 🙂



Solution 2: Learning Successful Synthesis Patterns
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Synthesize (v1 & ((v2 * v3) & 
(v2 - v1)))

((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 

(v1 & ((v2 * v3) & (v2 - v1))) 
…

Deobfuscation 
Rules

…

Rule learning

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 



Comparison to the HE Optimization

• Commons : Synthesis via localization → Learning rules → Term 
rewriting + Equality saturation

• Major Diffs : Learning and applying rules directly online (without 
offl ine learning)

Rules used in MBA obfuscation are highly diverse, making offline-
learned rules ineffective for deobfuscating new MBA expressions. 

Advances in program synthesis have enabled faster rule synthesis.

• Others: using algebraic methods for certain types of MBA expressions 
(linear MBA), selecting target subexpressions for replacement, etc.
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Evaluation
• ProMBA: performs term rewriting first and then equality saturation

• 4000 MBA obfuscated expressions from prior work

From three categories with different sizes, from small to large

• Baseline tools

MBASolver [PLDI ‘22] : Algebraic method. Correctness guarantee

Syntia [USENIX ’17] : Heuristics. No correctness guarantee

GAMBA [WORMA’23] : Algebraic + heuristics. Correctness guarantee

• Success: (1) size of deobfuscated result ≤ size of original expression,  
(2) deobfuscated result has the same meaning as the original one
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Results

• An average deobfuscation success rate of 95.3%, significantly 
outperforming other tools (13%, 82.5%, 39.4%)
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Efficacy of Equality Saturation

• Increased success rate:  
84% → 95%

• Reduced average size 
of deobfuscated results 
: 9.4 → 7.9 (in AST 
nodes)
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•  Case 2: Deobfuscation of bit-manipulating code

• Lessons from the two cases

•  Core technology: high-performance program synthesis

 89



Lesson 1 : Both Term Rewriting and Equality Saturation 
are Necessary (1/2)

• Equality saturation is for overcoming the phase-ordering problem, the 
limitation of term rewriting. But, equality saturation alone is insufficient. 

• The main issue is its high computational cost.

• In the case of homomorphic encryption optimization 

EqSat alone causes OOM (256GB) for large circuits (depths > 25)

Even smaller circuits may not reach saturation within 12 hours

• For MBA deobfuscation — lower success rate (92% → 61.8%) when 
with equality saturation alone (with early termination to avoid high 
cost)
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• The larger the original expression and the more rules there are, the 
greater the search space and computational cost

• It is beneficial to do term rewriting first and then equality saturation.

Reducing the size of the original expression decreases the search 
space and provides direction to the exploration process.
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Lesson 2 : Performance of Synthesis is key (1/2)

• Rules discovered by a better synthesizer lead to better optimization

Performance : Simba > Duet > EUSolver

• Case of MBA
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Lesson 2 : Performance of Synthesis is key (2/2)

• Case of HE optimization
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Fig. 10. Impact of changing rewrite rules

Answer to Q3: Reusing learned rules enhances L������’s scalability and exploration power.
(1 week vs 12 hour opt. time, 2.6% vs 23.7% vs 25.1% depth reduction)

5.5 E�icacy of Equality Saturation
We now evaluate the e�ectiveness of saturation-based rewriting, which we used for online op-
timization. We compare L������ to a previous version [39] that uses single-path rewriting only.
Both of the tools use the same pre-learned rewrite rules.
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Two Synthesis Strategies — Bottom-Up
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0 1 x

-1 -x

1+1 1+x 1+(-x)

x+(-1) x*x

…
<latexit sha1_base64="qWCXQcuBEpf0q+FQk2cQMfMfDmE="></latexit>

E ! 0
| 1
| x
| E +E
| E §E
| °E



Two Synthesis Strategies  — Top-Down
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<latexit sha1_base64="qWCXQcuBEpf0q+FQk2cQMfMfDmE="></latexit>

E ! 0
| 1
| x
| E +E
| E §E
| °E

0 1 x E+E E*E -E

1+1 1+x x+x

-E+E E*E+E E*(E+E)
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…



Bidirectional Synthesis
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*(POPL’21) Woosuk Lee, “Combining the Top-Down Propagation and Bottom-Up Enumeration for Inductive Program Synthesis”

<latexit sha1_base64="qWCXQcuBEpf0q+FQk2cQMfMfDmE="></latexit>

E ! 0
| 1
| x
| E +E
| E §E
| °E

Programs with missing holes 
are explored top-down
Component expressions are 
explored bottom-up

Missing holes are filled with 
the component expressions.



Synthesis + Static Analysis
•  Can prune infeasible program candidates

• “Infeasible” = partial program that can never satisfy the given spec no 
matter how we fill in the holes 

• The more component expressions, the higher impact of the pruning

• “Fairly precise” static analysis for pruning infeasible candidates

• Input: spec(input-output examples) and an incomplete partial program

• Output: “May be feasible” or “Infeasible”
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Example

 99

• Goal: turn off all bits from the first bit to the rightmost 0 from a given bitvector

• Target function f(x: BitVec) : BitVec. 

• Syntactic constraint:  
 
 
 
 
                               . . .

• Semantic constraint : 

• Solution:

Example: Programming by Examples

• Find a program P for bit-vector transformation such that

• P is constructed from standard bit-vector operations 
( |, &, ~, +, -, <<, >>, 0, 1, … )

• P is consistent with the following input-output examples  
( 00101 → 00100,   
  10111 → 10000,   
  00111 → 00000 )

• Resets rightmost substring of contiguous 1’s to 0’s. 

• Desired solution: x & ( 1 + ( x | (x - 1) ) )
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of components is determined to be insu�cient. In this case, the bottom-up enumerator is
invoked to add larger components (by increasing n), and the process is repeated.

Our algorithm is guaranteed to �nd a solution if it exists because the Bottom-up enumerator will
eventually generate components to complete the synthesis that satis�es the input-output examples.

We have applied our approach to the SyGuS [Alur et al. 2013] speci�cation language. SyGuS is a
standard formation that has established various synthesis benchmarks through annual competi-
tions [Past SyGuS Competition 2020]. SyGuS employs a formal grammar to describe the space of
possible programs. Such a grammar is expressible in some SMT theory. We devise highly precise
abstract domains specialized for the operators in theories of bitvectors and SAT. By targetting the
standard formulation, our synthesis algorithm is applicable for a broad class of SyGuS problems
with arbitrary grammars in those theories.

We implemented our algorithm in a tool called A��S����. We evaluated A��S���� on a set
of 4 benchmarks from the prior work on various applications: 500 benchmarks from program
deobfuscation [David et al. 2020], 369 benchmarks from program optimization [Lee et al. 2020],
and 256 benchmarks from the SyGuS competition (synthesizing side-channel resistant circuits and
bit-twiddling tricks) [Past SyGuS Competition 2020]. Our evaluation results show that A��S����
is more scalable than the state-of-the-art tools for inductive SyGuS problems D��� [Lee 2021] and
P���� [Barke et al. 2020]. For example, for the 544 bitvector-manipulation problems, A��S����
is able to solve 516 problems in less than 39.2 seconds on average per problem, compared to only
456 and 409 by D��� and P���� using 165.3 and 63.7 seconds on average, respectively. A��S����
provides signi�cant speedup over the state-of-the-art tools.

We summarize the main contributions of our work:
• A novel and general synthesis algorithm that prunes the search space e�ectively by using
both forward and backward abstract interpretation: Unlike existing synthesis algorithms, our
algorithm uses both forward and backward reasoning thus fully exploit the power of abstract
interpretation to prune the search space.

• A highly precise abstract domain for bitvectors and SAT: We devise precise forward and
backward abstract transfer functions for bitvector and boolean operators. The resulting
abstract domains are highly precise and can be used for inductive SyGuS problems with
arbitrary grammars in the theories of bitvectors and SAT.

• Implementation and evaluation of our algorithm: We implemented our algorithm in a tool
called A��S���� and evaluated it on a set of 4 benchmarks from a variety of applications.
The results show signi�cant performance gains over the existing state-of-the-art synthesis
techniques.

2 OVERVIEW
We illustrate our method on the problem of synthesizing a bit-manipulating program. The desired
program is a function f that takes as input a bit-vector of �xed-width 4 denoted x and turns o� all
bits left to the rightmost 0-bit in x . Let us represent bit-vectors as binary numbers. For example,
given a bit-vector 10112, the function is supposed to return 00112.
This problem is represented in SyGuS language, which formulates a synthesis problem as a

combination of a syntactic speci�cation and a semantic speci�cation. The syntactic speci�cation
for f is the following grammar:

S ! x | 00012 input bit-vector and bit-vector literals
| S ^ S | S _ S | S � S bitwise logical binary operators
| S + S | S ⇥ S | S/S | S >> S bitwise arithmetic binary operators
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where S is the start non-terminal symbol, and the operators are the ones supported in the theory of
bit-vectors (� denotes the bitwise exclusive-or operator and >> denotes the arithmetic right shift
operator where the leftmost bits are �lled with the most signi�cant bit of the left operand). The
semantic speci�cation for f follows the programming-by-example (PBE) paradigm and comprises
input-output examples. For ease of exposition, we assume only one input-output example is given:
f (10112) = 00112. A solution to the synthesis problem is f (x) = ((x + 00012) � x) >> 00012.

Abstract Domain. In our abstract interpretations we use the following abstract domain of bit-
vectors to represent the abstract semantics of the program. The bitwise domain is a set of elements
each of which is a sequence of abstract bits of length 4. Each abstract bit has a value from the set
{0, 1,?,>} where > represents the unknown value and ? represents no value. The domain has
abstract operators for the bitwise logical and arithmetic operators. The abstract operators simulate
the behaviors of the concrete operators in the abstract domain. From now on, we denote each
abstract operator in this domain by the corresponding concrete operator with a superscript #. For
example, 1>10 ^# 00>> = 00>0.

Generation of Initial Partial Programs. We �rst generate a �xed set Q of partial programs
which have one or more non-terminal symbols as placeholders. Starting from the start symbol S ,
we exhaustively generate all possible partial programs by applying the production rules of the
grammar to non-terminal symbols up to a certain depth. In this example, for illustration purpose,
we assume that the Q set has three partial programs:

Q = {(S � x) >> 00012, (S/x) >> 00012, S1 ⇥ S2}

Component Generation. The component generator then generates a set C of components by
the bottom-up enumerative search, which maintains a set of complete programs and progressively
generates new programs by composing existing ones. The set of components consists of expressions
of size  n where n is the size upperbound which is initially 1. This upperbound is increased by
1 whenever the current set of components is insu�cient to synthesize a solution. The number
of components is potentially exponential to n, but we can reduce the number of components by
exploiting observational equivalence of expressions. For example, if x is in the component set,
x _ 00002 is not added to the set because they are observationally equivalent. Because initially
n = 1, the component set is

C = {x , 00012}.
These components are used to complete the missing parts (i.e., nonterminals) of the partial programs
in Q in the following composition phase.

Derivation of Necessary Preconditions. Before we start the composition phase, we derive a
necessary precondition over each subexpression (including nonterminals) of the partial programs
in Q using forward and backward analyses using the abstract domain. A necessary precondition
is represented as an element in the bitwise abstract domain. The followings are the derivation of
necessary preconditions for the partial programs in Q .

• S1 ⇥ S2 (necessary preconditions: S1 7! >>>>, S2 7! >>>>): We �rst perform a forward
analysis on the partial program to obtain invariants over the program’s �nal output and the
results of intermediary operations. The nonterminals can be replaced by any expressions, so
the abstract output of both nonterminals is >>>>. Thus, the abstract output of the entire
program is >>>>. Now we check the feasiblity of the partial program by checking whether
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where S is the start non-terminal symbol, and the operators are the ones supported in the theory of
bit-vectors (� denotes the bitwise exclusive-or operator and >> denotes the arithmetic right shift
operator where the leftmost bits are �lled with the most signi�cant bit of the left operand). The
semantic speci�cation for f follows the programming-by-example (PBE) paradigm and comprises
input-output examples. For ease of exposition, we assume only one input-output example is given:
f (10112) = 00112. A solution to the synthesis problem is f (x) = ((x + 00012) � x) >> 00012.

Abstract Domain. In our abstract interpretations we use the following abstract domain of bit-
vectors to represent the abstract semantics of the program. The bitwise domain is a set of elements
each of which is a sequence of abstract bits of length 4. Each abstract bit has a value from the set
{0, 1,?,>} where > represents the unknown value and ? represents no value. The domain has
abstract operators for the bitwise logical and arithmetic operators. The abstract operators simulate
the behaviors of the concrete operators in the abstract domain. From now on, we denote each
abstract operator in this domain by the corresponding concrete operator with a superscript #. For
example, 1>10 ^# 00>> = 00>0.

Generation of Initial Partial Programs. We �rst generate a �xed set Q of partial programs
which have one or more non-terminal symbols as placeholders. Starting from the start symbol S ,
we exhaustively generate all possible partial programs by applying the production rules of the
grammar to non-terminal symbols up to a certain depth. In this example, for illustration purpose,
we assume that the Q set has three partial programs:

Q = {(S � x) >> 00012, (S/x) >> 00012, S1 ⇥ S2}

Component Generation. The component generator then generates a set C of components by
the bottom-up enumerative search, which maintains a set of complete programs and progressively
generates new programs by composing existing ones. The set of components consists of expressions
of size  n where n is the size upperbound which is initially 1. This upperbound is increased by
1 whenever the current set of components is insu�cient to synthesize a solution. The number
of components is potentially exponential to n, but we can reduce the number of components by
exploiting observational equivalence of expressions. For example, if x is in the component set,
x _ 00002 is not added to the set because they are observationally equivalent. Because initially
n = 1, the component set is

C = {x , 00012}.
These components are used to complete the missing parts (i.e., nonterminals) of the partial programs
in Q in the following composition phase.

Derivation of Necessary Preconditions. Before we start the composition phase, we derive a
necessary precondition over each subexpression (including nonterminals) of the partial programs
in Q using forward and backward analyses using the abstract domain. A necessary precondition
is represented as an element in the bitwise abstract domain. The followings are the derivation of
necessary preconditions for the partial programs in Q .

• S1 ⇥ S2 (necessary preconditions: S1 7! >>>>, S2 7! >>>>): We �rst perform a forward
analysis on the partial program to obtain invariants over the program’s �nal output and the
results of intermediary operations. The nonterminals can be replaced by any expressions, so
the abstract output of both nonterminals is >>>>. Thus, the abstract output of the entire
program is >>>>. Now we check the feasiblity of the partial program by checking whether
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Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·
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Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·
<latexit sha1_base64="4mKURKeOXCQhb90SgBq/pbdDAMc="></latexit>

6 9⇤. f (10112) = 10112 >>⇤= 00112
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Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·
<latexit sha1_base64="4mKURKeOXCQhb90SgBq/pbdDAMc="></latexit>

6 9⇤. f (10112) = 10112 >>⇤= 00112

How to detect?



Static Analysis
•  Simulation of program execution with “abstract" values instead of concrete ones

• Abstraction = over-approximation (e.g., concrete : {0, 2, 6} → abstract : even) 

 103

 0 ⊤  1 ⊤

 ⊤ ⊤

 ⊤ 0  ⊤ 1

• Bitfield abstract domain

Each bit is represented by  

 : unknown,     : no value

• e.g., 01  represents a set {00102, 00112, 10102,  
10112}

• Abstract operators (denoted with #)

e.g.,  

{0,1, ⊥ , ⊤ }

⊤ ⊥

⊤ ⊤
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where S is the start non-terminal symbol, and the operators are the ones supported in the theory of
bit-vectors (� denotes the bitwise exclusive-or operator and >> denotes the arithmetic right shift
operator where the leftmost bits are �lled with the most signi�cant bit of the left operand). The
semantic speci�cation for f follows the programming-by-example (PBE) paradigm and comprises
input-output examples. For ease of exposition, we assume only one input-output example is given:
f (10112) = 00112. A solution to the synthesis problem is f (x) = ((x + 00012) � x) >> 00012.

Abstract Domain. In our abstract interpretations we use the following abstract domain of bit-
vectors to represent the abstract semantics of the program. The bitwise domain is a set of elements
each of which is a sequence of abstract bits of length 4. Each abstract bit has a value from the set
{0, 1,?,>} where > represents the unknown value and ? represents no value. The domain has
abstract operators for the bitwise logical and arithmetic operators. The abstract operators simulate
the behaviors of the concrete operators in the abstract domain. From now on, we denote each
abstract operator in this domain by the corresponding concrete operator with a superscript #. For
example, 1>10 ^# 00>> = 00>0.

Generation of Initial Partial Programs. We �rst generate a �xed set Q of partial programs
which have one or more non-terminal symbols as placeholders. Starting from the start symbol S ,
we exhaustively generate all possible partial programs by applying the production rules of the
grammar to non-terminal symbols up to a certain depth. In this example, for illustration purpose,
we assume that the Q set has three partial programs:

Q = {(S � x) >> 00012, (S/x) >> 00012, S1 ⇥ S2}

Component Generation. The component generator then generates a set C of components by
the bottom-up enumerative search, which maintains a set of complete programs and progressively
generates new programs by composing existing ones. The set of components consists of expressions
of size  n where n is the size upperbound which is initially 1. This upperbound is increased by
1 whenever the current set of components is insu�cient to synthesize a solution. The number
of components is potentially exponential to n, but we can reduce the number of components by
exploiting observational equivalence of expressions. For example, if x is in the component set,
x _ 00002 is not added to the set because they are observationally equivalent. Because initially
n = 1, the component set is

C = {x , 00012}.
These components are used to complete the missing parts (i.e., nonterminals) of the partial programs
in Q in the following composition phase.

Derivation of Necessary Preconditions. Before we start the composition phase, we derive a
necessary precondition over each subexpression (including nonterminals) of the partial programs
in Q using forward and backward analyses using the abstract domain. A necessary precondition
is represented as an element in the bitwise abstract domain. The followings are the derivation of
necessary preconditions for the partial programs in Q .

• S1 ⇥ S2 (necessary preconditions: S1 7! >>>>, S2 7! >>>>): We �rst perform a forward
analysis on the partial program to obtain invariants over the program’s �nal output and the
results of intermediary operations. The nonterminals can be replaced by any expressions, so
the abstract output of both nonterminals is >>>>. Thus, the abstract output of the entire
program is >>>>. Now we check the feasiblity of the partial program by checking whether

, Vol. 1, No. 1, Article 1. Publication date: February 2023.



Using Forward Analysis

 104

Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Candidate Partial Program
<latexit sha1_base64="7nXQtgKusIBuoMRoszIyWMuIHHI="></latexit>

f (x) = x _⇤

<latexit sha1_base64="TVZHQeY8DERBFOD8z5G4PVyTKXY="></latexit>

x 7! 1011
⇤ 7! >>>>

x _⇤ 7! 1>11 6w 0011

Checking only output feasibility
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Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Infeasible 
output

Candidate Partial Program
<latexit sha1_base64="7nXQtgKusIBuoMRoszIyWMuIHHI="></latexit>

f (x) = x _⇤

<latexit sha1_base64="TVZHQeY8DERBFOD8z5G4PVyTKXY="></latexit>

x 7! 1011
⇤ 7! >>>>

x _⇤ 7! 1>11 6w 0011

Using Forward Analysis
Checking only output feasibility



Limitation of Forward Analysis
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Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Candidate Partial Program

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤

<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)

Nothing 
to do

<latexit sha1_base64="iKWAH2R2K/G7O5Bb3EwjUrCSAEs="></latexit>

x 7! 1011
⇤ 7! >>>>

x ©⇤ 7! >>>> w 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

Checking only output feasibility



Need: Backward Analysis Too
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<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program

<latexit sha1_base64="s46ztFSDDU8GnRpsqzoKTVG+Sf8="></latexit>

x 7! 1011
⇤ 7! >>>>

x ©⇤ 7! 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

Output feasibility + Hole Precondition
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<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program
<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="6gVUBCJncHh9oDG6SJ/byF3EBM0="></latexit>

x 7! 1011
⇤ 7! 1000

x ©⇤ 7! 0011
<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

value of hole must be
<latexit sha1_base64="H1XwowVn9hmkz7JC+BcMDl7UxCU="></latexit>

10002

Need: Backward Analysis Too
Output feasibility + Hole Precondition
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<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program

<latexit sha1_base64="6gVUBCJncHh9oDG6SJ/byF3EBM0="></latexit>

x 7! 1011
⇤ 7! 1000

x ©⇤ 7! 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

prune infeasible parts
<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤
<latexit sha1_base64="B2I3Q5WcYAVuRplhKzAS47RZJx8="></latexit>

x/⇤
<latexit sha1_base64="rOfrLEV/wSxbZXOxyDLmkPrE0CM="></latexit>6= <latexit sha1_base64="H1XwowVn9hmkz7JC+BcMDl7UxCU="></latexit>

10002

Need: Backward Analysis Too
Output feasibility + Hole Precondition



Evaluation
•Our tool:  Simba

•Benchmark: 1,125 synthesis tasks from 4 sources

•HD: 44 from hacker’s delight

•Deobfsc: 500 from the program deobfuscation tasks in prior work

•Lobster: 369 from optimizing homomorphic evaluation circuits

•Crypto: 212 from generating circuits resilient to side-channel attacks

•Baseline tools

•duet: Woosuk Lee, “Combining the Top-Down Propagation and Bottom-Up Enumeration for 
Inductive Program Synthesis”, POPL’21

•probe: Barke et al., Just-in-Time Learning for Bottom-Up Enumerative Synthesis, OOPSLA’20
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• Siginificantly outperforms the baseline tools

Results
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Evaluation: Simba Performance
Solve Faster

• Outperformed baseline solvers for conditional-free program 
• Comparable to baseline solvers for conditional program

# of the fastest-solved problems for each domain



• Siginificantly outperforms the baseline tools

Results
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Evaluation: Simba Performance
Overall

• SIMBA(plot ○) shows the best performance for branch-free benchmarks 
• DUET(plot �) is better than SIMBA for branch benchmarks in average

Cactus-plots



Conclusion
• By using advanced search algorithms

program synthesis, term rewriting, and equality saturation

and by leveraging the high performance of modern computers

• In certain cases

Low-level languages

e.g., Boolean circuits and bitwise integers

• We can achieve better optimization than domain experts

By discovering new optimization rules

and sophisticated rule application orders that yield (nearly)optimal results
 113


