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Dec,(c) = (c mod p) mod 2

Dec,(Enc,()) = Dec,(pqd + 26+ p) =

Dec, () X pp) = piy X py

17



18



HE 85 W

=
&

N

(ejeos 60o|) swi| uoneneAy

-
Al

— o & ot - o4 on »n @ — o
O O O O O o o O O O

/

1.8

1.5

1.2

0.9

0.6

0.3

19

Multiplicative depth (log scale)






21



25}

i 2 ] 2H

>
19
e
r\l
_|_
MO
14




d

N
N
N
N
N

do Ndy | ds ®d; | dy
dl N dl dz D dz dl
dyNdy | di ®dq | dy

0|1 |ci|ecal|es|eqlcs

20l= o %A (3 Olsl)

23



MetzH | + [ 2

S - d3

ds — dyANdy|ds®ds|ds

dz — dl/\dl dz@dz d1

di — dyNdyl|ldi®d; | dy

dy — O0f|1]ci|ecz]cs|eq]ecs
HZ3 SZ0| iFAM L 20|= o 7| (30]5})



7| /35 Scalability




|'7 | Divide-and-Conquer

3415

lH
o]

26



Conquer

7| Divide-and-

3415

=

0

27



OII

|'7 I Divide-and-Conquer

28



OII

|'7 I Divide-and-Conquer

29



Conquer

7| Divide-and-

3415

102

o]

44444

shEE 3 fale
OF

= ZF

30



o & LIA[AAY] V==

31



32



33



34



35



36



37



e

P31l

4} 1o
kI @

1—

38



39



40



41



42

111111
VVVVV




43



44



45










Z| M3t 1= |57 ME517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

Ci -
C2 —
C3

_D—L} 2231 4 1 ) p=
.l

C4
Ci —
L -
. y C2 —}

/

' py inbs

3 H— ) - ?

di—
-

d> —




5|25 72 QoI5 XB517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)




Z1 8 5

QI51A| ZEE317| (2/2)

s|=

Z| Mz

W

k23l (Normalization) + E-Ol& (Equational Matching)

}




Z| M3t 1= |57 ME517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

old

n

C4 —

ni 7
Cs

= }ﬁg} new

= 1
2|5{3f 75! L O— pu
Cs

C
.

W

target




Z| M3t 1= |57 ME517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

1
C4
Cs

new

j_

target



Z| M3t 1= |57 ME517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

3 -

ol

=1
I
_l

Ly - —

|I|>
ol

|OI
31T
A

new

= 9 o -

}

target

53



2| =35t & Qo151H| HE3517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

argap new

old
. }D ) —> |

= o o -

o= {nl » dl and d2,
S| tigtAl g 317 c4 » d3 xor d4,

target

54



2| =35t & Qo151H| HE3517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

old st&5t
n —D_ Z|X{3t 7
Cs —

o= {nl » dl and d2,
S| tigtAl g 317 c4 » d3 xor d4,

cd » d5}

target

= 9 o -

3 -

new

D_

S5



Z| X3} & /o5t ME3517| (2/72)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

old new

D_

B

c4 » d3 xor d4,
cd » d5}

}_

B

target optimized target

c = {nl » dl and d2,

56



M3l 1= 2517 ME3517| (2/2)

3|2 Zk2St(Normalization) + E-O & (Equational Matching)

old

(@
)

new

}

B

c = {nl » dl and d2,

c4 » d3 xor d4,
¢S » d5}

}_

target
0] 3

1 r

optimized target

40| 2

S/



_J||_\'A-I T?__x-"Phase-Ordering Problem . -"-SII—-IIEI- kllj :IIQI J_'—xEII—-II OI_I T?__x-"II:-II

—) > > .

s

=EIg @ 2l 4 @ T3l 2 @
> > >

£ =




59



O
% EI&! Egj I Equality Saturation

60



—E-graph

SUA DOo7| =3 YA T2

XtAaloz JHA

H
|
_H
T
=<
<
S
|
_H
10

()

O %9,:!5! I_'I:E(—) .

61



Max?2)/2 2 I3 ¢
() xX2 - x<
3) x/x—1

62



A (ax2)/2 2 Cta Het 22 Hel
() xX2->x<1
3) x/x—1 (4) I Xx—x

------------
** Yo

‘.Ill lllllll" ,,

2
EENR HEEEBEBEBNE
** F

{ 2ol:ax229a<<?2
o| o|oj7t £Lt.

-----------
* Yo

------------------------------
-------------



A (ax2)/2 2 Cta Het 22 Hel
() xX2->x<1
3) x/x—1 (4) I Xx—x

(a X 2)/2,(a << 1)/2 QP
a>< (2/2)2] 2|aOf7t ”Ef




M (ax2)/2 = Lis Het
() xX2->x<1

3) x/x—1
/
................................... REEe
‘q p [A I
a 2 1
R _J

Il Xx — x
/ *
* << /

“4' [
a 2 1

.
----------------------------

65



o HE & (ax2)/2 E L2 et AEZ2 H
(1) xX2->x<<1 (2) (x
3) x/x—1 (4)

o TES O MBS E-graph Ofl H5121S

— L SFAMERSaturation

7z = x X (v/72)
I Xx —>x
/ *
* << /
...... ¥.. X | C
a 2 1

.
----------------------------

66



.
--------------

llllllllllllll

67/



= o|n|

EolAl moy|9]

broduction rule

1 H x
S A

Ul

. E-node

2 non-terminal

H|Z 7|

—~—
I

o E-class

— L — . :
°|'E ﬁGrammar induction

O OXx
= 11T

H-
=

OF

68

op

*
38 VI 3
~ ¥ *x T~
A KA A GKA B~
P——1— T—1
— N o -
*p *p N N



O = L
. T2 52E SUA

o Cingulata benchmarks
o Sorting benchmarks

o Hackers Delight benchmarks

o EPFL benchmarks

o H|WCH&: Cingulata

o TEIIF AN E|N5E FRISS ALRSHE SHY



24 2] Cingulata ChH|

Ul

= 2H{, =|CH 3. 1l b}

i
o

70

O

S

SO

O

S

O

L. P
‘(\

RO
Benchmarks

0
S
b‘(\b‘(\

)\
O
b‘(\

&
AN

30%

X
)
N

10%
0%

oljey uononpay yidsQ

Benchmarks

3.5
3.0

dnpaadg



S BoTo| &1t

B Saturation-based

Single-path

60%

50%

40%

olley uononpay yideg

x2.03 — x2.26

30%

21.9% — 25.1%

20%

10%

0%

SN

‘0‘(\‘(\6\\

OO

©

QO

©

F P PP AR RO

P
S
SESESES

&g
R

S

WO

O
S

Benchmarks

71



o Jaehyung Lee and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by Program
Synthesis and Term Rewriting, ACM CCS 2023

o Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic
Obfuscation by Program Synthesis and Equality Saturation, IEEE TDSC (Submitted)

o T AIHZ HE| A HES

o 7[dH AN Vg Ids E2 18 g V=

/2



Mixed Boolean Arithmetic (MBA)

8458(x Vy A 2)° ((xy) Az Vit)+x+9(xVy)yz?

e O :

/3



MBA =312 017]

An Analysis of the BabLock (aka Rorschach)

Ransomware

o 0] &JE =10 AIESE

DRM

—
O

I Tigress,VMProtect

Ol ArEEl=

g
o
® g 3
c =
s o E
E 8 o
5 C

©
c
- s O g9

C
]

J) %]

(O]
o 9 =
> 5 *

t
)

P c o
S.WaL
© c wn 9]
c ot 9 g 2

O @

© = 9
5 ® 3
v B0 >
= C =
o = ©
2 ©
g E
[

XN
T +— O
X [© C
g2 3
Q © <
adh
BeA

— 0

U “ bo

T ®

|9
= 0 0
E v v
s = o

=
5 o o
rum
< T o

=
[=)

A=

<0
ol
O

|.

X
©
hce

(O]
e
g o3
zZ Y
= =

o
= c &
£ @ o
[ A =
 m un
o5 B
X o <
< T 90
T —

U] —

oo 2 8

a X T ®
(U

)
W4S.m
O C =
mmmm
aaaaa
== 28
E E 5 ¢
OOOOO
Ssaw
c c 3
© g =
-2 o ©
+ > un
nnnnn
2535
T
T o 2

[ +
N ] =
v D o m
29 9
o = 2D
o L o

< Cc
ohph
© O

o) o
clcwm
o O
2 ©

(O]
w8 £ £
o m * <
O — < 9
Q T o ©
v U =2 wn
[oY0) [ -
T 2 =2 9
O O O U
c C C ©

74




o A LRAIZ27]: SSPAM [Eyrolles et al. 2016]

I _ ~ { - i _ i . .

Ef%"?.* MBA '.-_*Esl 1_1"" El—?—xl E.*

o LT 21 : Syntia [Blazytko et aI 20|7] QSynth [Dawd et aI 20201,
Xyntia [Menguy et al. 2021] < ""I°I QH}E ot x ~

o MAY EE :NeuReduce [Feng et al. 2020] - ;,_ gr VIBA Al |;;q + ”

o Li+% T'H : MBA- Solver [Xu et aI I] SlMBA [Relchenwallner et al.
2022]  Ex oslol ab 1 ’

75



12| MBA 4 CrE 5= RUAO0{OF,

o]

BT TT I I = gy

o

W ¥ _ Y

C A 2 | - — ®

A 4

\ M

76



}
a

74
=

__oH_

FAT
ﬁo

a1l
1| d

SxS|S—S|S>>8

SVS|-5|S5+S
S<<S|V|C

S| S®S|SAS

C — 0x00]|0x01]---

S —
Vi — blel---

N N )(\ N N’

77



7| 45 (Scalability)

/8



a2

- ((v1 & (v2 * v3)) & (V2 - v1))

olkdHd

((-e)& (~(((~e)|(-a)) +((~e)&(-a))))) +
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0011
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LT BN

o H|2kx7. f(1011,) = 0011,
. 0= {(5] XS, (S; ® x) >> 0001,, (S,/x) >> 0001,}

2 =
o HEA XISE C = {x,0001,}
O

I SE}2: oiutsk (backward) HHEEE 0ol 2.

TTTT
JTTTT
/f TTTT n 0011 =

0011
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LT BN

o M2txZ. f(10115) = 0011,
. 0= {(5; XS, (S; ® x) >> 0001,, (S,/x) >> 0001,}

E:I-II
o 2EAM FE C = {x,0001,}
O

2O S TTTT,S>TTTT

I SE}2: oiutsk (backward) HHEEE 0ol 2.

// TTTT n 0011 = 0011
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ZIOX7{ HAM

=
- 1=

o H|2kx7. f(1011,) = 0011,
. 0= {(5; XS, (S; ® x) >> 0001,, (S,/x) >> 0001,}

2
o HEA XIS C = {x,0001,}
o

Ea%:SIH||I|,SQH||||

AE FEH=: Z4ek (forward) H{EEE TH|Ql F4:
01 := ¢ 01 := 7? TTTT
02 1= X 02 := X 1011
03 := ol & o/ i 03 = o0l & o2 TTTT
04 := 03 >> 0001, | 04 := 03 >> 0001, TTTT
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IO X7 HAM

=

o HAEZA:. f(10115) = 0011,
o Oj2tN mz 2. O = {(S; X S5,, (53 @ x) >> 0001,, (S4/x) >> 0001,}

o 2EAM FE C = {x,0001,}
O

e QXS §;»TTTT,S,»>TTT
AL BH|=: Z4ek (forward) H{EEE TH|Ql F4:
01 := ¢ 01 := 7? TTTT
02 = X 02 = X 1011
03 := 0l @ o2 | 03 := 0l & 02 TTTT
04 := 03 >> 0001, | 04 :=

03 >> 0001, TTITT n 0011 = 0011

10¢



3L =i
Loz BM
o H|2kx=7. f(10115) = 0011,
o Ot mazah. O = {(5; X 5,, (55D x) >> 00015, (S,/x) >> 0001, }
o HEA XISE C = {x,0001,}
e ZQANUE: S\ TTTT,S,>TTTT
I SE}2: oiutsk (backward) HHEEE 0ol 2.
01 := 7 01 := 7 TTTT
02 := X 02 := X 1011
03 := 01 & 02 03 := 01 @ 02 11T
04 := 03 >> 0001> 04 := 03 >> 0001, 4 0011

| 011T >>#0001 = 001 |
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EI_I(_)I__JF_

7/

 S—

=
o =

A

e Hokx7: £(1011,) = 0011,

. O =15 X5, (5

& h
o HEA XISE C = {x,0001,}
O

2OS: S\ TTT1

S, TTT

L SiEf=:

0l := 7

02 := X

03 := 01 & 02

04 := 03 >> 0001,

ojulst (backward) HIE“'E Eﬂil

x) >> 0001,, (5,/x) >> 0001,}

10T @# 1011 =011T |

?
X

0l ¢ 02
03 >> 0001

oft .~ M-

I_I__Il

11®T
1011
011T
0011

11C



QX

7/

 S—

=
o =

A

e Hokx7: £(1011,) = 0011,

. O =1{(5;X5,,(5

2
o HEA XISE C = {x,0001,}
O

A= S>> TTTT

S, > TTT

L SiEf=:

0l := 7

02 = X

03 := 01 & 02

04 := 03 >> 0001,

Adksk (backward) HHEZE Qo] ZM.

93— 110 T

x) >> 0001,, (5,/x) >> 0001, }

?
X

0l ¢ 02
03 >> 0001

110T
1011
011T
0011

111



QX

7/

 S—

=
o =

A

e Hokx7: £(10115) = 0011,

. O =1{(5;X5,,(5

2
o HEA XISE C = {x,0001,}
O

‘J_él Ea% Sll_)l || l’SZI_)l |
L SiEf=:
0l := 7
02 = X
03 := 01 / 02 ;
04 := 03 >> 0001, |

93— 110 T

x) >> 0001,, (54/x) >> 0001, }

Mursk (forward) HHIEZIE ojjol 2L

01
02
03

04 :

?

X

0l / 02

03 >> 0001;

TTTT
1011
TTTT
TTTT

0011 =

0011
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IO X7 HAM

=

o M2txZ. f(10115) = 0011,
. 0= {(5; XS, (S; ® x) >> 0001,, (S,/x) >> 0001,}

E:I-II
o 2EAM FE C = {x,0001,}
O

e WRAANS: S\ TTTT,S,»>TTTT,S;~>110T
I SE}2: oiutsk (backward) HHEEE 0ol 2.
ol := 7 ol := 7 TTTT
02 := X 02 := X 1011

03 := 01 / 02
04 := 03 >> 0001

o
W
1
o
=
N
O
N

L, 011T

=001 |

| 01T >># 0001

0011 =

0011
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O X7

 S—

=
o =

A

e Hokx7: £(1011,) = 0011,

. O =1{(5;X5,,(5

2
o HEA XISE C = {x,0001,}
O

A= S>> TTTT

W= T TTT,5-=110T

IE SEf = o1

01
02
03

04 .

(e

?

X
ol / o2 ,
03 >> 0001, ;

3¢ (backward) HIEEE LOjel E4:

01 :=

©O O O
i 4~ W N
| I | I |

x) >> 0001,, (54/x) >> 0001, }

? TTTT

X 1011 m Q0OTT

0l / o2 11T

03 >> 0001 TTTT/f

ol /02 7fOIITO\ E\O'|O|E°F oIC> \EH |II|2(7—.: IS)E o= 7PC' -1\-9;13

| 01IT={0110,,01115} (5 63+ 7)2 2/0].022] 75

L 7}lO
O HAL—

000123} 0010, (5 00TT) |

0011

011

0011
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IO X7 HAM

=

o M2txZ. f(10115) = 0011,
. 0= {(5; XS, (S; ® x) >> 0001,, (S,/x) >> 0001,}

E:I-II
o 2EAM FE C = {x,0001,}
O

THE: S\ TTTT,S=>TTTT,S;~110T

AL HEE: o{ttsk (backward) HIEZE TH|Ql £M:
0l =7 0l := 7 TTTT

02 = X 02 = X 1011 n @00TT = 1011
03 := 0l / o2 03 := 0l / o2 011T

04 := 03 >> 00012 04 := 03 >> @0@12 TTTTQT 0011 = 0011
i) 029 2912t ofn] 101191 AleH. 00TTO| & & §tS. |

JO2{O2 0] O T2 a1e Aol

O — T HA D
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e Hokx7: £(1011,) = 0011,

o O|2AM Iz 2. O = {(5; X5, (5;D
o 2EA FE: C = {x,0001;}
L SiEf=:
0l := 7
02 = X
03 := 01 / o2
od := 03 >> 0001>

Adtsk (backward) HHEZE Qo] ZAM.

93— 110 T

?

X

0l / 02

03 >> 0001;

TTTT
1011 n 00TT
011T
TTTT n 0011

011

0011

11¢



HIZ X5}
T o -1-H
o H|2kxA. f(1011,) = 0011,
o Ot maah. Q= {(S; X S,, (S;® x) >> 0001,)
o HEA XISE C = {x,0001,}
e QXS S\ TTTT,S>TTTT,S;~110T

S X S,
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o M2txZ. f(10115) = 0011,
. Q= {(5; X5, (5@ x) > 0001,}

2
o HEA XISE C = {x,0001,}
O

THE: S\ TTTT,S=>TTTT,S;~110T

X X 9,

11¢



x5t

—
T a3 =

e Hokx7: £(1011,) = 0011,

. Q= {(5; X5, (5@ x) > 0001,}

2
HEAM A C ={x,0001,}
o

[, S > T TTT,5-=110T

x XS,

| s20| Woxz 9% 520 (REZI=) S22 y2iD Sy O}
: 1011, X y = 0011, mod 16

sialEl 32| Y2|5S ALstH Y = 1001,

—

Al
al

o]
-

= PIEshH= yE 4ol

L=}
—

Ol

Al
!

—

116



e Hokx7: £(1011,) = 0011,

{(5; XS5, (S; & x) > 0001,}

0 =

o D2t m23,

53— 110T

SHTTTT,S,»TTTT

12(



x5t

—
T a3 =

o HokxA. f(1011,) = 0011,
o O|2AM m2ah. O = {(5] X S5,, (53D x) >> 0001, }
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e Hokx7: £(1011,) = 0011,

x) >> 0001,}

{(Sl X Sz, (S3 69

0 =

o O[22 Z=T72H:

SSTTTT,S=TTTT,S5-=110T
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5t

H o
T &3

=
o H2kxA: £(10115) = 0011,
o HEAM FISH C = {x,0001,}
e ARXAHE: S\ TTTT,S,>TTTT,S;—~110T
.':'? Partial programs + '
Necessary preconditions ,'“ D=0/ T2 el
_ o Necessary > | - L A=
Synthesis specification Precondition Composer o= Lt olisi=0l &5
g Generator New partial programs ; HZE37| =
Initial partial programs '
> Components A
of size < n
| Bottom-Up d& N _ _
Enumerator | ~allure: [all partial programs tried
Static > 'I"' L
Analysis Abstract domains NCrease n tu
expert

12:



F= =0l/|

e ®lokx71: f(1011,) = 0011,
0 = {(S; X S,, (S, ® x) >> 0001,

2H.
® _I?I_%A—! II=I%|=|I-: C {.X,O()Olz,.x + 00012, “'}
O

2UHE: S\ TTTT,S > TTTT, SNl T,
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x5t

—
T a3 =

o X

A

71 f(l()llz) = (00115,
=28 0 = {(5; X5,,(5;® x) > 0001,}

gk C = {x,0001,,x+0001,, -}

A= S>> TTTT,S

(3 @d x) >> 0001,

[
0%z P

1L

o
=

1z
al

7a

e 4
[0 O
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Hiz X5}
B =B

o Hotx: f(1011,) = 0011,

o O|2AM m2ah. O = {(5] X S5,, (53D x) >> 0001, }

® _I?I_%A—! xl:l?:h C {X,OOOlz,X‘l‘OOOlz, "'}

e AOANE: S\ TTTT,S,»TTTT,S5;~110T

((x+0001,) & x) >> 0001,

12¢



3

e 151X|: Simba

oHIX|OFT: 5 1,12570 T2 B ATICHS|0 ALRE 2HIS

e HD: hacker’s delight =X 447
e Deobfsc: QSynth VR-EA L|O|E{Al 50074

e Lobster: 369 2| = Z|&st =X (SIY= 752l

eCrypto: 212 2|2 =|H3} =X (B2 =4 2|1])
oH|WCHe HE7[E

e duet:Woosuk Lee,"Combining the Top-Down Propagation and Bottom-Up Enumeration for
Inductive Program Synthesis”, POPL2|

e probe: Barke et al., Just-in-Time Learning for Bottom-Up Enumerative Synthesis, OOPSLA’20
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o Ef 1 ChH| =X 95

BitVec (HD+DEOBFUSC) CIRCUIT (LOBSTER+CRYPTO)

| —— DUET (solved = 456) | 30001 —~— DUET (solved = 569)
—w— PROBE (solved = 409) —o— S|IMBA (solved = 578)

| 2500
200007 o SIMBA (solved = 519)

50000 .
40000- i

Total Solving Time (s)
Total Solving Time (s)
§ .
o

0 100 200 300 400 500 0 100 200 300 400 500 500
# Solved instances (total = 544) # Solved instances (total = 581)
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2 O7[ (Equality Saturation)

ol
1|

(Program Synthesis), S

o AF=HO| C}
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