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프로그램�합성�Program�Synthesis

• 사용자가�원하는�요구조건을�만족시키는�프로그램을�자동으로�생성�

• 요구조건:�프로그래밍�지식�없이�쉽게�작성하고�이해할�수�있는�형태로�기술�

• 원하는�프로그램의�입력/출력�예제�

• 원하는�프로그램이�만족시켜야할�논리식
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요구조건 프로그램What is program synthesis?



연구�소개�요약
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요구조건 프로그램What is program synthesis?

Automatic Feedback Generation

Large-scale Static 
Analysis Frameworks

(Petablox, Sparrow, etc) 

Multi-lingual 
Program Corpus

Analytics & 
Feedback

Offline Phase Online Phase

Off-the-shelf Compilation 
and Runtime 

Monitoring Tools
(LLVM, Wala, Pin, etc)

Statistical Program Model 
Learner Module

Statistical 
Model

Program Facts

Runtime 
Information

Big  Code
Data base

A Program 
written by 
a Novice 

Programmar

Analysis

기존 프로그램들

탐색에�유용한�정보�획득�

(예:�통계적�프로그램�모델,� 
흔히�쓰이는�구문적�구조)

탐색�성능�가속화

• 통계적�프로그램�모델을�이용한�프로그램�합성�가속화�

• 강화학습을�이용한�프로그램�축소�가속화�

• 학습된�템플릿을�이용한�Datalog�프로그램�합성�가속화



프로그램�합성의�성공사례:�FlashFill
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Modern program synthesis: FlashFill



프로그램�합성의�성공사례:�FlashFill
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FlashFill: a feature of Excel 2013
[Gulwani 2011]



프로그램�합성의�성공사례:�FlashFill
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FlashFill: a feature of Excel 2013



프로그램�합성의�사례:�프로그램�최적화

합성�목표:�주어진�프로그램과�의미가�같으면서�더�효율적인�프로그램�찾기

 8

average (bitvec[32] x, y) { 
     bitvec[64] x1 = x; 
     bitvec[64] y1 = y; 
     bitvec[64] z1 = (x1+y1)/2; 
     bitvec[32] z = z1; 
     return z;  
}

 average (x, y) = 
  (x and y) + [(x xor y) shift-right 1 ]

32비트�정수�2개의� 
평균�계산

64비트값�사용�않고� 
동일한�코드�작성�

(비트연산들만�사용해서)



프로그램�합성의�사례:�부채널�공격side-channel�attack에�대한�방어
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5

Side Channel Attacks on Cryptographic Circuits

9

PPRM1 AES S-Box implementation [Morioka and Satoh, 2002]

Vulnerability: Timing-based attack can reveal secret input In2

Countermeasure to Attack

10

FSA attack resilient ckt: All input-to-output paths have same delays

Manually hand-crafted solution [Schaumont et al, DATE 2014]

PPRM1�AES�S-Box�구현�[Morioka�and�Satoh,�2002]�

취약점:�시간�차�공격Timing-based�attack�으로�민감한�입력값�In2에�대한�정보�획득�
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5

Side Channel Attacks on Cryptographic Circuits

9

PPRM1 AES S-Box implementation [Morioka and Satoh, 2002]

Vulnerability: Timing-based attack can reveal secret input In2

Countermeasure to Attack

10

FSA attack resilient ckt: All input-to-output paths have same delays

Manually hand-crafted solution [Schaumont et al, DATE 2014]

프로그램�합성의�사례:�부채널�공격side-channel�attack에�대한�방어

부채널 공격에 대비한 회로: 모든 입력-to-출력 경로가 같은 횟수의 연산을 거치도록

수동 작성된 회로 [Schaumont et al. DATE 2014]
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Synthesis of Attack Countermeasures

11

Given a circuit C, automatically synthesize a circuit C’ such that
1. C’ is functionally equivalent to C [sematic constraint]
2. All input-to-output paths in C’ have same length [syntactic constraint]

Existing EDA tools cannot handle this synthesis problem

Syntax-Guided Program Synthesis

Rich variety of projects in programming systems and software engineering

§ Programming by examples
§ Automatic program repair
§ Program superoptimization
§ Template-guided invariant generation
§ Autograding for programming assignments
§ Synthesis of patches against security vulnerabilities
§ Extracting SQL queries corresponding to Java code fragments

Computational problem at the core of all these synthesis projects:
Find a program that meets given syntactic and semantic constraints
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프로그램�합성의�사례:�부채널�공격side-channel�attack에�대한�방어

합성 목표: 주어진 회로 C에 대해 다음 조건을 만족하는 회로 C’찾기

1. C’ 는 C 와 하는일이 동일 [프로그램 의미에 대한 조건]

2. C’ 의 모든 입력-출력 경로는 같은 길이를 갖는다 [프로그램 생김새에 대한 조건]

기존의 회로 최적화 도구 (EDA)는 위 조건을 만족하는 회로 C’ 생성 불가



프로그램�합성�문제�표준�포맷:�SyGuS�
(Syntax-guided�Program�Synthesis)

• 다양한�응용분야에서의�프로그램�합성�문제들�

• 입출력�예제를�만족시키는�프로그램�찾기�

• 프로그램�최적화��

• 자동�프로그램�수정�

• 입출력�테이블로부터�SQL�쿼리�생성�

• 프로그램�검증을�위한�불변식invariant�추출��

• 위�문제들의�핵심: 
��원하는�프로그램의�생김새에�대한�조건syntactic�constraint과� 
의미에�대한�조건semantic�constraint�이�주어졌을�때,�이를�만족하는�프로그램�찾기
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Program
Syntactic constraint

Semantic constraint

Synthesizer

Specification

f(1) = 2 ^ f(3) = 6
<latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit><latexit sha1_base64="k8b/+EcyFUK+pATljW8DcAh/RQ0=">AAACAHicbVDLSsNAFL3xWesr6sKFm8Ei1E1JqqgboejGZQX7gDaUyXTSDp1MwsxEKKEbf8WNC0Xc+hnu/BsnbRbaemDg3HPu5c49fsyZ0o7zbS0tr6yurRc2iptb2zu79t5+U0WJJLRBIh7Jto8V5UzQhmaa03YsKQ59Tlv+6DbzW49UKhaJBz2OqRfigWABI1gbqWcfBmX3FF2jKupyLPooKJ9l5UXPLjkVZwq0SNyclCBHvWd/dfsRSUIqNOFYqY7rxNpLsdSMcDopdhNFY0xGeEA7hgocUuWl0wMm6MQoZnckzRMaTdXfEykOlRqHvukMsR6qeS8T//M6iQ6uvJSJONFUkNmiIOFIRyhLA/WZpETzsSGYSGb+isgQS0y0yaxoQnDnT14kzWrFdSru/XmpdpPHUYAjOIYyuHAJNbiDOjSAwASe4RXerCfrxXq3PmatS1Y+cwB/YH3+AFBQkwA=</latexit>

S ! x | S ⇥ S | 1 | 2 | · · ·
<latexit sha1_base64="k1FH0IhI02sm/K95pUFMotzoZl0=">AAACG3icbVA9T8MwEHXKVylfAUYWiwqJqUoqJBgrWBiLoB9SE1WO47RWbSeyHUQV9X+w8FdYGECICYmBf4PTZICWJ1n37t2dfPeChFGlHefbqqysrq1vVDdrW9s7u3v2/kFXxanEpINjFst+gBRhVJCOppqRfiIJ4gEjvWByldd790QqGos7PU2Iz9FI0IhipI00tJu30NMxfIAepyHME8qJykmeu0VoFsHDYawVHNp1p+HMAZeJW5I6KNEe2p9eGOOUE6ExQ0oNXCfRfoakppiRWc1LFUkQnqARGRgqkNnAz+a3zeCJUUIYxdI8oeFc/T2RIa7UlAemkyM9Vou1XPyvNkh1dOFnVCSpJgIXH0Upg8aN3CgYUkmwZlNDEJbU7ArxGEmEtbGzZkxwF09eJt1mw3Ua7s1ZvXVZ2lEFR+AYnAIXnIMWuAZt0AEYPIJn8ArerCfrxXq3PorWilXOHII/sL5+AI90nqE=</latexit><latexit sha1_base64="k1FH0IhI02sm/K95pUFMotzoZl0=">AAACG3icbVA9T8MwEHXKVylfAUYWiwqJqUoqJBgrWBiLoB9SE1WO47RWbSeyHUQV9X+w8FdYGECICYmBf4PTZICWJ1n37t2dfPeChFGlHefbqqysrq1vVDdrW9s7u3v2/kFXxanEpINjFst+gBRhVJCOppqRfiIJ4gEjvWByldd790QqGos7PU2Iz9FI0IhipI00tJu30NMxfIAepyHME8qJykmeu0VoFsHDYawVHNp1p+HMAZeJW5I6KNEe2p9eGOOUE6ExQ0oNXCfRfoakppiRWc1LFUkQnqARGRgqkNnAz+a3zeCJUUIYxdI8oeFc/T2RIa7UlAemkyM9Vou1XPyvNkh1dOFnVCSpJgIXH0Upg8aN3CgYUkmwZlNDEJbU7ArxGEmEtbGzZkxwF09eJt1mw3Ua7s1ZvXVZ2lEFR+AYnAIXnIMWuAZt0AEYPIJn8ArerCfrxXq3PorWilXOHII/sL5+AI90nqE=</latexit><latexit sha1_base64="k1FH0IhI02sm/K95pUFMotzoZl0=">AAACG3icbVA9T8MwEHXKVylfAUYWiwqJqUoqJBgrWBiLoB9SE1WO47RWbSeyHUQV9X+w8FdYGECICYmBf4PTZICWJ1n37t2dfPeChFGlHefbqqysrq1vVDdrW9s7u3v2/kFXxanEpINjFst+gBRhVJCOppqRfiIJ4gEjvWByldd790QqGos7PU2Iz9FI0IhipI00tJu30NMxfIAepyHME8qJykmeu0VoFsHDYawVHNp1p+HMAZeJW5I6KNEe2p9eGOOUE6ExQ0oNXCfRfoakppiRWc1LFUkQnqARGRgqkNnAz+a3zeCJUUIYxdI8oeFc/T2RIa7UlAemkyM9Vou1XPyvNkh1dOFnVCSpJgIXH0Upg8aN3CgYUkmwZlNDEJbU7ArxGEmEtbGzZkxwF09eJt1mw3Ua7s1ZvXVZ2lEFR+AYnAIXnIMWuAZt0AEYPIJn8ArerCfrxXq3PorWilXOHII/sL5+AI90nqE=</latexit><latexit sha1_base64="k1FH0IhI02sm/K95pUFMotzoZl0=">AAACG3icbVA9T8MwEHXKVylfAUYWiwqJqUoqJBgrWBiLoB9SE1WO47RWbSeyHUQV9X+w8FdYGECICYmBf4PTZICWJ1n37t2dfPeChFGlHefbqqysrq1vVDdrW9s7u3v2/kFXxanEpINjFst+gBRhVJCOppqRfiIJ4gEjvWByldd790QqGos7PU2Iz9FI0IhipI00tJu30NMxfIAepyHME8qJykmeu0VoFsHDYawVHNp1p+HMAZeJW5I6KNEe2p9eGOOUE6ExQ0oNXCfRfoakppiRWc1LFUkQnqARGRgqkNnAz+a3zeCJUUIYxdI8oeFc/T2RIa7UlAemkyM9Vou1XPyvNkh1dOFnVCSpJgIXH0Upg8aN3CgYUkmwZlNDEJbU7ArxGEmEtbGzZkxwF09eJt1mw3Ua7s1ZvXVZ2lEFR+AYnAIXnIMWuAZt0AEYPIJn8ArerCfrxXq3PorWilXOHII/sL5+AI90nqE=</latexit>

f(x) = 2x
<latexit sha1_base64="fwIWxt47H0bb+q2Zs6i9pLjudiE=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXspuEfQiFL14rGA/pF1KNs22oUl2SbLSsvRXePGgiFd/jjf/jWm7B219MPB4b4aZeUHMmTau++3k1tY3Nrfy24Wd3b39g+LhUVNHiSK0QSIeqXaANeVM0oZhhtN2rCgWAaetYHQ781tPVGkWyQcziakv8ECykBFsrPQYlsfn6BpVx71iya24c6BV4mWkBBnqveJXtx+RRFBpCMdadzw3Nn6KlWGE02mhm2gaYzLCA9qxVGJBtZ/OD56iM6v0URgpW9Kgufp7IsVC64kIbKfAZqiXvZn4n9dJTHjlp0zGiaGSLBaFCUcmQrPvUZ8pSgyfWIKJYvZWRIZYYWJsRgUbgrf88ippViueW/HuL0q1myyOPJzAKZTBg0uowR3UoQEEBDzDK7w5ynlx3p2PRWvOyWaO4Q+czx/r048q</latexit><latexit sha1_base64="fwIWxt47H0bb+q2Zs6i9pLjudiE=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXspuEfQiFL14rGA/pF1KNs22oUl2SbLSsvRXePGgiFd/jjf/jWm7B219MPB4b4aZeUHMmTau++3k1tY3Nrfy24Wd3b39g+LhUVNHiSK0QSIeqXaANeVM0oZhhtN2rCgWAaetYHQ781tPVGkWyQcziakv8ECykBFsrPQYlsfn6BpVx71iya24c6BV4mWkBBnqveJXtx+RRFBpCMdadzw3Nn6KlWGE02mhm2gaYzLCA9qxVGJBtZ/OD56iM6v0URgpW9Kgufp7IsVC64kIbKfAZqiXvZn4n9dJTHjlp0zGiaGSLBaFCUcmQrPvUZ8pSgyfWIKJYvZWRIZYYWJsRgUbgrf88ippViueW/HuL0q1myyOPJzAKZTBg0uowR3UoQEEBDzDK7w5ynlx3p2PRWvOyWaO4Q+czx/r048q</latexit><latexit sha1_base64="fwIWxt47H0bb+q2Zs6i9pLjudiE=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXspuEfQiFL14rGA/pF1KNs22oUl2SbLSsvRXePGgiFd/jjf/jWm7B219MPB4b4aZeUHMmTau++3k1tY3Nrfy24Wd3b39g+LhUVNHiSK0QSIeqXaANeVM0oZhhtN2rCgWAaetYHQ781tPVGkWyQcziakv8ECykBFsrPQYlsfn6BpVx71iya24c6BV4mWkBBnqveJXtx+RRFBpCMdadzw3Nn6KlWGE02mhm2gaYzLCA9qxVGJBtZ/OD56iM6v0URgpW9Kgufp7IsVC64kIbKfAZqiXvZn4n9dJTHjlp0zGiaGSLBaFCUcmQrPvUZ8pSgyfWIKJYvZWRIZYYWJsRgUbgrf88ippViueW/HuL0q1myyOPJzAKZTBg0uowR3UoQEEBDzDK7w5ynlx3p2PRWvOyWaO4Q+czx/r048q</latexit><latexit sha1_base64="fwIWxt47H0bb+q2Zs6i9pLjudiE=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXspuEfQiFL14rGA/pF1KNs22oUl2SbLSsvRXePGgiFd/jjf/jWm7B219MPB4b4aZeUHMmTau++3k1tY3Nrfy24Wd3b39g+LhUVNHiSK0QSIeqXaANeVM0oZhhtN2rCgWAaetYHQ781tPVGkWyQcziakv8ECykBFsrPQYlsfn6BpVx71iya24c6BV4mWkBBnqveJXtx+RRFBpCMdadzw3Nn6KlWGE02mhm2gaYzLCA9qxVGJBtZ/OD56iM6v0URgpW9Kgufp7IsVC64kIbKfAZqiXvZn4n9dJTHjlp0zGiaGSLBaFCUcmQrPvUZ8pSgyfWIKJYvZWRIZYYWJsRgUbgrf88ippViueW/HuL0q1myyOPJzAKZTBg0uowR3UoQEEBDzDK7w5ynlx3p2PRWvOyWaO4Q+czx/r048q</latexit>

프로그램�합성�문제�표준�포맷:�SyGuS�
(Syntax-guided�Program�Synthesis)
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†http://www.sygus.org

가능한 프로그램들을  
묘사하는 문법

논리식

의미 조건을 만족시키는 
프로그램 탐색

프로그램 합성 문제를 형식화 / 표준화

http://www.sygus.org


기존�기술들의�한계:�� 
그럴싸한�프로그램을�먼저�찾는�쪽으로� 

탐색과정이�안내되지�않음

기존의�프로그램�합성�전략들
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• 나열식:�모든�가능한�후보나열�(가지치기pruning�최적화도�함께)�

��-�EUSolver:�Udupa�et�al.�(PLDI’13,�TACAS’17) 

• 기호식:�문제를�논리식의�해를�찾는�문제로�환원constraint�solving�

��-�CVC4:�Reynolds�et�al.�(CAV’15,�CAV’18,�IJCAR’18)  

• 확률적�방식:�프로그램�랜덤�변환probabilistic�walk�

��-�STOKE:�Schkufza�et�al.�(ASPLOS’13,�ASPLOS’17)



프로그램의�통계적�규칙성�Statistical�regularity

• "프로그램은�반복적이고�예측가능한�패턴들로�이루어져�있다."�[Hindle�et�al.�ICSE’12]��

  for (i = 0; i < 100; ??) 

• 통계적�프로그램�모델�Statistical�program�models�:��프로그램들의�확률�분포�정의�

Pr (?? → i++ | for (i = 0; i < 100; ??)�)��=��0.80 
Pr (?? → i-- | for (i = 0; i < 100; ??)�)��=��0.01�

��-�예)�n-gram,�neural�network,�probabilistic�context-free�grammar�(PCFG),�…�

• 다양한�응용�예:�자동�코드�완성code�completion,�역난독화deobfuscation,�프로그램�자동�

수정program�repair,�등등.
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Euphony:�데이터�기반data-driven�프로그램�합성기†

 16

Accelerating Search-Based Program Synthesis Using Learned Probabilistic Models. 
ACM Conference on Programming Language Design and Implementation (PLDI), 2018. 
(프로그래밍 언어분야 최우수 국제학회)

† http://github.com/wslee/euphony

http://github.com/wslee/euphony
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예제로부터 문자열 변환 프로그램 찾기 
205 문제

효율적인 비트벡터 알고리즘 찾기 
750 문제

부채널 공격에 안전한 회로 찾기 
212 문제

기존�방법�대비�뛰어난�성능
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예제로부터 문자열 변환 프로그램 찾기 
205 문제

효율적인 비트벡터 알고리즘 찾기 
750 문제

부채널 공격에 안전한 회로 찾기 
212 문제

기존�방법�대비�뛰어난�성능

평균�30배,�최대�140배�빠른�성능�(vs.�FlashFill)�
 

평균�15배,�최대�400배�빠른�성능�(vs.�EUSolver)



프로그램�축소�Program�reduction
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tar 원래 버전 

- Out-of-the-box Linux


- 97 커맨드라인 옵션


- 45,778 줄


- 13,227 명령문


- 보안 취약점: CVE-2016-6321

*https://busybox.net

Manual

tar 경량화 버전 

- BusyBox Utility Package*


- 8 커맨드라인 옵션


- 3,287 줄


- 403 명령문


- 알려진 취약점 없음



자동�프로그램�축소
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tar 원래 버전 

- Out-of-the-box Linux


- 97 커맨드라인 옵션


- 45,778 줄


- 13,227 명령문


- 보안 취약점: CVE-2016-6321

tar 경량화 버전 

- BusyBox Utility Package* 


- 8 커맨드라인 옵션


- 3,287 줄


- 403 명령문


- 알려진 취약점 없음

Automatic

요구조건

1,646

518

*https://busybox.net



Chisel:�강화학습�기반�프로그램�축소�시스템†
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Effective Program Debloating via Reinforcement Learning. 
ACM Conference on Computer and Communications Security (CCS), 2018. 
(컴퓨터 보안분야 최우수 국제학회)

† http://chisel.cis.upenn.edu



요구조건spec의�예
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#!/bin/bash 

function compile { 
  clang -o tar.debloat tar-1.14.c 
  return $? 
} 

# tests for the desired functionalities 
function desired { 
  # 1. archiving multiple files 
  touch foo bar 
  ./tar.debloat cf foo.tar foo bar 
  rm foo bar 
  ./tar.debloat xf foo.tar 
  test -f foo -a -f bar || exit 1 

  # 2. extracting from stdin 
  touch foo 
  ./tar.debloat cf foo.tar foo 
  rm foo 
  cat foo.tar | ./tar.debloat x 
  test -f foo || exit 1 
   
  # other tests 
  … 
  return 0 
}

# tests for the undesired functionalities 
function undesired { 
  for test_script in `ls other_tests/*.sh` 
  do 
    { sh -x -e $test_script; } >& log 
    grep 'Segmentation fault' log && exit 1 
  done 
  return 0 
} 

compile || exit 1 
core || exit 1 
non_core || exit 1



int absolute_names; 
int ignore_zeros_option; 
struct tar_stat_info stat_info; 

char *safer_name_suffix (char *file_name, int link_target) { 
    int prefix_len; 
    char *p; 

    if (absolute_names) { 
        p = file_name; 
    } else { 
       /* CVE-2016-6321 */ 
       /* Incorrect sanitization if “file_name” contains ".." */ 
       ... 
    } 
    ... 
    return p; 
} 

void extract_archive() { 
    char *file_name = safer_name_suffix(stat_info.file_name, 0); 
    /* Overwrite “file_name” if exists */ 
    ... 
} 

void list_archive() { ... }

int absolute_names; 
int ignore_zeros_option; 
struct tar_stat_info stat_info; 

char *safer_name_suffix (char *file_name, int link_target) { 
    int prefix_len; 
    char *p; 

    if (absolute_names) { 
        p = file_name; 
    } else { 
       /* CVE-2016-6321 */ 
       /* Incorrect sanitization if “file_name” contains ".." */ 
       ... 
    } 
    ... 
    return p; 
} 

void extract_archive() { 
    char *file_name = safer_name_suffix(stat_info.file_name, 0); 
    /* Overwrite “file_name” if exists */ 
    ... 
} 

void list_archive() { ... }

void read_and(void *(do_something)(void)) { 
    enum read_header status; 
    while (...) { 
        status = read_header(); 
        switch (status) { 
        case HEADER_SUCCESS: (*do_something)(); continue; 
        case HEADER_ZERO_BLOCK: 
          if (ignore_zeros_option) continue; 
          else break; 
        ... 
        default: break; 
        } 
    } 
    ... 
} 

/* Supports all options: -x, -t, -P, -i, ... */ 
int main(int argc, char **argv) { 
    int optchar; 
    while (optchar = getopt_long(argc, argv) != -1) { 
        switch(optchar) { 
        case 'x': read_and(&extract_archive); break; 
        case 't': read_and(&list_archive); break; 
        case 'P': absolute_names = 1; break; 
        case 'i': ignore_zeros_option = 1; break; 
        ... 
        } 
    } 
    ... 
}

자동으로 축소된 tar-1.14 코드

!23

void read_and(void *(do_something)(void)) { 
    enum read_header status; 
    while (...) { 
        status = read_header(); 
        switch (status) { 
        case HEADER_SUCCESS: (*do_something)(); continue; 
        case HEADER_ZERO_BLOCK: 
          if (ignore_zeros_option) continue; 
          else break; 
        ... 
        default: break; 
        } 
    } 
    ... 
} 

/* Supports all options: -x, -t, -P, -i, ... */ 
int main(int argc, char **argv) { 
    int optchar; 
    while (optchar = getopt_long(argc, argv) != -1) { 
        switch(optchar) { 
        case 'x': read_and(&extract_archive); break; 
        case 't': read_and(&list_archive); break; 
        case 'P': absolute_names = 1; break; 
        case 'i': ignore_zeros_option = 1; break; 
        ... 
        } 
    } 
    ... 
}

사용되지 않는 변수 제거

보안 취약점 CVE 내포된 코드 제거

사용되지 않는 기능 overwriting functionality

에 해당되는 부분 제거

불필요한 기능들에 해당되는 부분 제거

지원하지 않는 커맨드라인 옵션 제거
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강화학습�기반�프로그램�축소�알고리즘
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mkdir-5.2.1/* mkdir-5.2.1 */ 
int xstrtol(char *s, char **ptr, int strtol_base,  
   strtol_t *val, char *valid_suffixes) { 
 1: err = 0; 
 2: assert(0 <= strtol_base && strtol_base <= 36); 
 3: p = ptr ? ptr : &t_ptr; 
 4: q = s; 
 5: while(ISSPACE (*q)) ++q; 
 6: if (*q == ‘-‘) return LONGINT_INVALID;   
 7: errno = 0; 
 8: tmp = strtol(s, p, strtol_base); 
 9: if (*p == s) { … } 
10: if (!valid_suffixes) { … } 
11: if (**p != ‘\0’) { … } 
12: *val = tmp; 
13: return err; 
}
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Table 1: Characteristics of the benchmark programs. LOC, #Func, and #Stmt reports the lines of code, the number of functions,
and the number of statements after macro expansion.

Program LOC #Func #Stmt CVE ID (CVSS Score) Vulnerability

bzip-1.05 18,688 108 6,532 CVE-2011-4089 ( 4.6 ) Executing arbitrary code by pre-creating a temporary directory.
chown-8.2 69,894 757 24,792 CVE-2017-18018 ( 1.9 ) Modifying the ownership of arbitrary �les with the "-R -L" option.
date-8.21 75,898 878 26,147 CVE-2014-9471 ( 7.5 ) Executing arbitrary code with the "-d" option.
grep-2.19 49,011 432 12,138 CVE-2015-1345 ( 2.1 ) Causing a crash with the "-F" option.
gzip-1.2.4 13,223 93 4,118 CVE-2005-1228 ( 5.0 ) Writing to arbitrary directories with the "-N" option.
mkdir-5.2.1 28,202 263 10,679 CVE-2005-1039 ( 3.7 ) Modifying the ownership of arbitrary �les with the "-m" option.
rm-8.4 89,694 764 27,695 CVE-2015-1865 ( 3.3 ) Modifying the ownership of arbitrary �les with the "-rf" option.
sort-8.16 71,315 753 24,890 CVE-2013-0221 ( 4.3 ) Causing a crash with the "-d" or "-M" option.
tar-1.14 45,778 502 13,227 CVE-2016-6321 ( 5.0 ) Writing to arbitrary �les.
uniq-8.16 64,915 665 22,086 CVE-2013-0222 ( 2.1 ) Causing a crash with a long input string.

Total 516,644 5,215 172,304

Speci�cations. The desired features to preserve are chosen with
reference to the BusyBox implementations of the benchmarks. We
assume that the options supported by the default con�guration of
BusyBox are the core functionalities of each program. In addition,
for security reasons, we forced the reduced programs not to result in
any unde�ned behaviors (not just crashes) such as bu�er overrun or
uninitialized variable use even during the executions for non-core
functionalities. To this end, we compiled the programs with the
sanitizer options [4] of Clang and monitored unde�ned behaviors at
runtime. To extensively exercise all the functionalities, we collected
test cases from the original source code repositories. In summary,
C����� generates a reduced version of the program that satis�es
the following constraints:
• The reduced program must be compilable.
• The reduced program must have the same output as that of the
original program for the core functionalities.

• The reduced program must not yield unde�ned behaviors for the
non-core functionalities.

In addition, we set timeouts for each execution to 0.01–1 seconds
depending on the running cost of each benchmark. This is to prevent
running non-terminating programs that are generated whenC�����
introduces in�nite loops.

Baseline Reducers. We compare C����� to two state-of-the-art
program reduction approaches: C�R����� [36] and P����� [37].
C�R����� is an o�-the-shelf C program reducer. We implemented
P����� based on the recent work of Sun et al. [37]. Like C�����,
P����� also reduces programs with respect to the grammar, but
their reduction process is not guided by a probabilistic model. All
three tools are based on variants of delta-debugging and guarantee
that the reduced program is 1-minimal.

5.2 E�ectiveness of Reduction
We �rst evaluate the e�ectiveness of C����� in terms of reduction
size. We measured the number of statements of the original pro-
grams, the reduced versions by unreachable code removal, and the
ones generated by C�����. For unreachable code removal, we re-
moved all the unreachable functions from the main function using
S������ [13], a static analyzer for C programs. Figure 8 shows
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Figure 8: E�ectiveness of C����� in terms of reduction ratio.
Original reports the number of statements in the original
programs. Static and C����� report those in the programs
after unreachable function removal by static analysis and
program debloating by C�����, respectively.

the results. First of all, the static analysis reduced the number of
statements from 172,304 to only 55,848 (32.4%). The reason for the
huge reduction even with static reachability is mainly due to a large
amount of library code that all the GNU CoreUtil programs share.
Among the statically reachable statements, C����� further reduced
89.1% of statements and resulted in only 6,091.

Next, we evaluate the running time of C����� compared to ex-
isting program reducers in Figure 9. C����� e�ectively reduced
all of the benchmark programs within a timeout limit of 12 hours.
C�R����� and P����� ran out of time for 6 programs and 2 pro-
grams respectively. These results show that our learning-based
approach is more e�cient than the previous ones. P�����, which is
a purely grammar-based program reducer, is faster than C�R�����,
which is basically a line-based reducer, by avoiding a large number
of trials with syntactic errors. C����� outperforms both of these
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강화학습�기반�프로그램�축소�알고리즘



Datalog�(확장된�SQL)�질의문�합성
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Class Day
C1 Mon
C2 Mon
C3 Tue
C4 Tue
C5 Fri
C6 Fri

Student Class Enrolled
S1 C1
S1 C2
S1 C3
… …
S3 C2
S3 C5

Student
S1
S6
S9
S10
S12
S13

EnrollClass(n, c, l) :− Enrolled(n, c), Class(c, l). 
Busy(s) :− Student(s, n), EnrollClass(n, c1, l),  
           EnrollClass(n, c2, l), c1 != c2.

Class Enrolled Busy입력  
테이블

출력  
테이블

SELECT S.s FROM Student S  
WHERE S.n IN (SELECT E1.n  
                FROM Enrolled E1, Enrolled E2, Class C1, Class C2  
                WHERE E1.n = E2.n AND E1.c <> E2.c 
                AND E1.c = C1.c AND E2.c = C2.c AND C1.d = C2.d))

• 목표:�하루에�수업을�두�개�이상�듣는�학생�명단을�뽑는�DB�질의문�생성

Datalog�질의문�자동�합성

= 다음의�SQL�질의문과�동일



ALPS:�Datalog�합성�프레임워크
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Syntax-guided Datalog Synthesis. 
ACM Conference on the Foundations of Software Engineering (FSE), 2018. 
(소프트웨어 공학분야 최우수 국제학회)

Interactive Synthesis
• Posing minimum number of  Yes-no questions to the user and 

synthesize a program correct w.r.t. the answers

Top-down 
search

Bottom-up 
search

T

Bi-directional synthesis

Committee
of programs

query

�t, +/��

�t, ?�

vote 
entropy

oracle

Database of 
labeled examples 

Figure 1: Architecture of ALPS.

Example 2 (Pointer Analysis). The following problem con-
cerns synthesizing a basic inclusion-based pointer analysis
for C programs, namely, Andersen’s classic analysis [3]. It
involves four input relations, encoding different instruction
types, and one output relation, encoding points-to informa-
tion. The input relations are:

• addr(x,y) : there is an assignment x := &y in a given
input program.

• copy(x,y) : there is an assignment x := y.
• load(x,y) : there is a load statement y := *x.
• store(x,y) : there is a store statement *x := y.

The output relation is pt(x,y), specifying that x may point
to y. Suppose the input relations are populated with a simple
C program exhibiting the four kinds of instructions, e.g.:

1: v2 = &v1;
2: v3 = &v2;

3: v4 = &v3;
4: v7 = &v4;

5: v5 = v7;
6: v6 = *v4;
7: *v5 = v2;

After 15 questions, ALPS learns the following recursive
program, where each clause encodes an over-approximation
of the semantics of one of the instruction types.

pt(x,y) :- addr(x,y).
pt(x,z) :- copy(x,y), pt(y,z).
pt(w,z) :- store(x,y), pt(y,z), pt(x,w).
pt(x,w) :- load(x,y), pt(y,z), pt(z,w).

This is an exciting example of the possibilities of syn-
thesizing declarative programs. For instance, we envision a
future in which developers will be able to automatically syn-
thesize custom static analyses by interacting with a synthe-
sizer embedded in their development environment.

2.2 Technical Overview

Figure 1 depicts the architecture of ALPS. It implements
an iterative process that begins with a populated set of in-
put relations as a database T , which is incrementally pop-
ulated with positive and negative examples for the output
relations, as discovered through oracle queries. In each it-
eration, it uses a bi-directional synthesis technique to gen-
erate the most-general and most-specific programs, accord-

Figure 2: Bi-directional synthesis.

ing to subsumption. A top-down search through the space of
programs generates the most-general programs; a bottom-up
search generates the most specific ones. All the generated
programs will be consistent with the labels in T . Among the
unlabeled examples, ALPS finds the most controversial ex-
ample with respect to the generated programs. This example
is presented as a membership query to an oracle. After ob-
taining the answer from the oracle, the example is added to
T . The cycle terminates when ALPS finds a version space, or
a single program, that cannot be reduced any further—i.e.,
all programs in the version space produce the same result on
the given input relations.

We next illustrate the operation of our approach using
Example 1. In particular, we describe how it picks the most
controversial example in each iteration, which leads to a
significant reduction in the number of consistent programs.

Template-Guided Search

Our approach constrains the search space by restricting the
form of clauses allowed in desired programs. This restriction
is achieved via syntactic templates called meta-rules [36].
Meta-rules are used not only to constrain the space, but also
to bias the search towards programs with certain forms (e.g.,
non-linearly or linearly recursive programs).

For illustration, we consider a very simple finite space
constrained by meta-rules detailed in Section 4.3. Only the
following clauses are allowed in desired programs.

r1: path(x,y) :- edge(x,y).
r2: path(x,z) :- path(y,z).
r3: path(x,x) :- edge(x,x).
r4: path(x,z) :- path(x,y), path(y,z).

There are 15 syntactically well-formed Datalog programs in
the search space. We will use i1 . . . ik to denote the program
that consists of the clauses { ri1 , . . . , rik }.

3 2016/11/16

scalability  
usability
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요구조건 프로그램What is program synthesis?

Automatic Feedback Generation

Large-scale Static 
Analysis Frameworks

(Petablox, Sparrow, etc) 

Multi-lingual 
Program Corpus

Analytics & 
Feedback

Offline Phase Online Phase

Off-the-shelf Compilation 
and Runtime 

Monitoring Tools
(LLVM, Wala, Pin, etc)

Statistical Program Model 
Learner Module

Statistical 
Model

Program Facts

Runtime 
Information

Big  Code
Data base

A Program 
written by 
a Novice 

Programmar

Analysis

기존 프로그램들

탐색에�유용한�정보�획득�

(예:�통계적�프로그램�모델,� 
흔히�쓰이는�구문적�구조)

탐색�성능�가속화


