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let rec insert x xs =
match xs with
| [] > x :: []
| h :: t ->
1f x <= h then x :: Xxs
else h :: (insert x t)

OCaml

append:
push ebp
mov ebp, esp
push eax .
push ebx
push len
call malloc
mov ebx, [ebp + 12]
mov [eax + info], ebx
mov dword [eax + next], ©
mov ebx, [ebp + 8]
cmp dword [ebx], ©
je null_pointer
mov ebx, [ebx]

next_element:
cmp dword [ebx + next], ©
je found_last .
mov ebx, [ebx + next]
jmp next_element

found_1last:
push eax
push addMes
call puts
add esp, 4
pop eax
mov [ebx + next], eax

go_out:
pop ebx
pop eax
mov esp, ebp
pop ebp
ret 8

null pointer:
push eax
push nullMes
call puts
add esp, 4
pop eax
mov [ebx], eax
jmp go_out
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ZTEZ7 (Prolog) Q| Of:

grandparent (X, 7Z) :—- parent(X, Y), parent (Y, 7).
parent (X, Y) :- father (X, Y).
mother (X, Y) :— father (X, Y).

mother (Mary, Stan). Father (Stan, Alice).
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Table116 v £ Ana Trujillo 357 21th Place SE,Redmond,WA,(757) 555-1634,140-37-6064,27171 v
A B C D E F =
13 Column1 d Col 2 d Col3 R4 Col 4 d Col 5 d Col 6 v
2 Ana Trujillo 357 21th Place SE Redmond, WA (757) 555-1634,140-37-6064.27171 Redmond WA (757) 555-1634 140-37-6064 27171
3 Antonio Moreno 515 93th Lane ,Renton WA (411) 555-2786,562-87-3127,28581
4 Thomas Hardy 742 17th Street NE, Seattle, WA (412) 555-5719,921-29-4931,24607
5 Christina Berglund 475 22th Lane ,Redmond, WA (443) 555-6774,844-35-6764,30146
6 Hanna Moos 785 45th Street NE, Puyallup, WA (376) 555-2462,515-68-1285,29284
7 Frédérique Citeaux 308 66th Place ,Redmond, WA, (689) 555-2770,552-23-2508,21415
8 Martin Sommer 887 86th Place ,Kent, WA (715) 555-5450,870-91-9824,21536
9 Laurence Lebihan 944 13th Street NE Redmond, WA, (620) 555-2361,649-25-5312,25252
10 Elizabeth Lincoin 452 73th Lane NE.Renton,WA (851) 555-4561,425-97-6344,22279
11 Victoria Ashworth 463 16th Street ,Renton, WA (696) 555-6044,690-29-7926,22832
12 Patricio Simpson 630 20th Street ,Redmond, WA (179) 555-3265,389-78-3236,24525
13 Francisco Chang 683 459th Lane ,Seattle, WA (272) 555-7434 665-18-6435,29453
14 Yang Wang 944 28th Lane ,Redmond, WA (151) 555-2272,846-78-8452,24388
15 Pedro Afonso 411 70th Place ,Kent, WA (170) 555-2964,774-35-2298,29485
16 Elizabeth Brown 971 20th Lane ,Puyallup, WA (373) 555-4134,476-53-7164,26417
17 Sven Ottlieb 676 17th Lane NE Redmond, WA (828) 555-1593,548-73-8633,27440
18 Janine Labrune 267 95th Place SE, Seattle, WA (949) 555-1316,350-27-8300,28074
19 Ann Devon 694 53th Place ,Kent WA (194) 555-8124,559-74-4016,22367
20 Roland Mendel 581 12th Street NW Kent,WA (103) 555-2146,303-79-1328,20518
21 Aria Cruz 594 85th Lane ,Renton WA (431) 555-1376,329-93-9992,21498
22 Diego Roel 550 22th Lane ,Renton WA (639) 555-6238,918-34-5172,25931
23 Martine Rancé 688 93th Place NW Kent, WA (573) 555-3571,695-94-3479,22424 y
24
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Automating String Processing in Spreadsheets using Input-Output Examples, POPL’11
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Table116 v £ Ana Tryjillo 357 21th Place SE,Redmond, WA, (757) 555-1634,140-37-6064,27171 v
A B C D E F =
13 Column1 Bcoi2 HEcol3 Ecol4 B col5 B col 6 v
2 |Ana Trujillo 357 21th Place SE,Redmond, WA (757) 555-1634,140-37-6064,27171 Redmond WA (757) 555-1634  140-37-6064 271171
3 |Antonio Moreno 515 93th Lane ,Renton, WA, (411) 555-2786,562-87-3127,28581 Renton WA (411) 555-2786 562-87-3127 28581
4 |Thomas Hardy 742 17th Street NE, Seattle, WA, (412) 555-5719,921-29-4931,24607 Seattle WA (412) 555-5719  921-29-4931 24607
5 |Christina Berglund 475 22th Lane .Redmond WA (443) 555-6774,844-35-6764,30146 Redmond WA (443) 555-6774 844.35-6764 30146
6 |Hanna Moos 785 45th Street NE,Puyallup, WA, (376) 555-2462,515-68-1285,29284 Puyallup WA (376) 555-2462 515-68-1285 29284
7 |Fréderique Citeaux 308 66th Place ,Redmond, WA, (689) 555-2770,552-23-2508,21415 Redmond WA (689) 555-2770 552-23-2508 21415
8 |Martin Sommer 887 86th Place [Kent, WA (715) 555-5450,870-91-9824,21536 Kent WA (715) 555-5450 870-91-9824 21536
9 |Laurence Lebihan 944 13th Street NE,Redmond, WA, (620) 555-2361,649-25-5312,2525.Redmond WA (620) 555-2361 649-25-5312 25252
10 |Elizabeth Lincoin 452 73th Lane NE,Renton, WA, (851) 555-4561,425-97-6344,22279 Renton WA (851) 555-4561 425-97-6344 22279
11 |Victoria Ashworth 463 16th Street ,Renton WA (696) 555-6044 690-29-7926,22832 Renton WA (696) 555-6044 690-29-7926 22832
12 |Patricio Simpson 630 20th Street ,Redmond, WA (179) 555-3265,389-78-3236,24525 Redmond WA (179) 555-3265 389.78-3236 24525
13 |Francisco Chang 683 45th Lane ,Seattle, WA (272) 555-7434,665-18-6435,29453 Seattle WA (272) 555-7434 665-18-6435 29453
14 |Yang Wang 944 28th Lane ,Redmond WA (151) 555-2272,846-78-8452,24388 Redmond WA (151) 555-2272 846-78-8452 24388
15 |Pedro Afonso 411 70th Place ,Kent, WA (170) 555-2964,774-35-2298,29485 Kent WA (170) 555-2964 774-35-2298 29485
16 |Elizabeth Brown 971 20th Lane ,Puyallup, WA, (373) 555-4134,476-53-7164,26417 Puyallup WA (373) 555-4134  476-53-7164 26417
17 |Sven Ottlieb 676 17th Lane NE ,Redmond, WA, (828) 555-1593,548-73-8633,27440 Redmond WA (828) 555-1593 548.73-8633 27440
18 |Janine Labrune 267 95th Place SE Seattle, WA, (949) 555-1316,350-27-8300,28074 Seattle WA (949) 555-1316  350-27-8300 28074
19 |Ann Devon 694 53th Place ,Kent, WA, (194) 555-8124,559-74-4016,22367 Kent WA (194) 555-8124 559-74-4016 22367
20 |Roland Mendel 581 12th Street NW Kent, WA (103) 555-2146,303-79-1328,20518 Kent WA (103) 555-2146  303-79-1328 20518
21 |Aria Cruz 594 85th Lane ,Renton, WA (431) 555-1376,329-93-9992,21498 Renton WA (431) 555-1376  329-93-9992 21498
22 |Diego Roel 550 22th Lane ,Renton, WA, (639) 555-6238,918-34-5172,25931 Renton WA (639) 555-6238 918-34.5172 25931
23 |Martine Rancé 688 93th Place NW.Kent, WA (573) 555-3571.695-94-3479.22424 Kent WA (573) 555-3571  695-94-3479 22424 |
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SEAHE| — SQL &8 (SQLizer)

Problem: “Find the number of papers in OOPSLA 2010”

Writes
P " jid Integer t
name VARCHAR (200 . /p: aid  Integer
smaciam renna [15¢ Publication BF* pid Inteaer
fullName VARCHAR (1000 . - . P 9
homepage VARCHAR (200 \ pid intege @ {entity) PK (aid, pid)
- o ’% title VARCHAR (200 e
& {ontity} PK (jid) abstract VARCHAR (2000)
/ year integer
AF d Integer -
Conference ’\/F .y e j )
P - cid == s | jid wHoge Autho
ey
name VARCHAR (200 \\( - {Qﬂ!l?/} PK (P'd‘ B aid Intage'
fullName VARCHAR (1000 name VARCHAR (200

homepage VARCHAR (200 homepage VARCHAR (200

> {entity) PK (cid) » {entity} PK (aid)
Output:

SELECT count(Publication.pid)

FROM Publication JOIN Conference ON Publication.cid = Conference.cid
WHERE Conference.name = "OOPSLA" AND Publication.year = 2010

SQLizer: Query Synthesis from Natural Language, OOPSLA’17
9



S8 — $TZ|X5} (STOKE)

i3

T movg rs=i, | y,

4 nﬁvl"v,'tv : shlg 32,

o shrq a2, rs ; i 4 movl edx, edx

7 morg ron. ran S xorq rdx, rox

8 movl edx, i > mOovVqg rcx,

7 imulg =S, rax ' mulqg rsi

) imulq rdx, xS 2 addq r&, rdi

| ‘::i: 3 adeq 0, rdx

2 a P 10 addq rdi, rax
11 adeq 0, rdx

12 addq ¥ 1'..‘ YAy

i jae
15 movabsq 0x10C000000, rdx 12 movg rdx, ré&
16 addg rdx, rcx 13 movqg rax, rdi

8 movg rax,
LD movg rax,
0 shrq 37,
21 salq 32, rdx
<2 addq roi, »
3 addqg r9, rdx

<5 addq rig,
26 adcg 0,

8 adeq 0,

J movqg rox,
20 movqg radx,

Montgomery multiplication kernel from the OpenSSL RSA library. Compilations shown for
gcc —03 (left) and a stochastic optimizer (right).

http://stoke.stanford.edu
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Syntax-Guided Program Synthesis (SyGuS)t

Cteret 37| 2 XSS 7I=st7| flet H&Estel =

O

=
TT

MAM =4 29 =4 E%(context-free grammar).
7t Olohe

Ny L | SMT Solver 7} 0[3H& 4 Q= AARIS AR 7Hs. |
s/ Specification - | SHA B7HS ME| TE, ,;

| % ! Program

f(x) =2x

. Syntactic constraint Synthesizer

Sz |SxS|1]2]--

. Semantic constraint

F(1) =2 £(3) =

thttp://www.sygus.org
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S—z|S+S
depth < 1 x N(1) =1
+
depth < 2 x / N\ N(2) = 2
i i
+ + +
. /N /N /N
/\ + x x + + + N(3) = 5
depth < 3 T - - pane — —¢ — (3)
i i T T T i i i

N(d) = 1 + N(d - 1)2

*Examples from Nadia Polikarpova’s slides
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SlodegLsed=
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S—x|S+S

N(d) =1 + N(d - 1)2

6
77
458330
210066388901
44127887745906175987802
1947270476915296449559703445493848930452791205
= 3791862310265926082868235028027893277/370233152247388584761734150717768254410341175325352026

y
2
5
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*Examples from Nadia Polikarpova’s slides
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o BILIA LIZ5I7[0] M5 2RI B Z7tof EXfsHs 2

m2ag BE ZE s ish| TR

o DE ZT2IO[ITMPE S OF. T2 0| HhE

0|1 0|5 7tset TiE 0| &,

for (i =0; i < 100; ?7)

o T2MO| EZX I T2 U0 LSt EIE BE Z2F

— =1

Pr(?? — i++|for(i=0;1<100;?7?))=0.85
0

Pr(?7? — i——|for(i=0;i<100;77))=0.01
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Pr(S— S+ ) =0.3 S

Pr(S— z|S+8)=0.8 YARN

— s) (+) (s

Pr(S— y|z+S)=0.6 o) 7102

L © ) y:06

Program Corpus Learned Probabilistic Model Probability of Programs
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Pr(S— S+ 5)=0.3
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Accelerating Search-based Program Synthesis using Learned Probabilistic Models, PLDI’'18
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Number Phone
'02082012225 020-8201-2225

[02072221236
0208123654
0207236523
02082012222

D 0O ~N O U B WV -

020-7222-1236| |

STRING: End-user Programming

205 problems

ns—

In€ 1 Ichai

-LLE ﬂkrict ﬂ

Im2 — L.
In3 —

o lolo b

D ~LE

In"_.

mi—

05

Im2 —L__~

XOR
Array

Ol

o

In&
Otz InS

O3 InZ

[alliiy

) I l I 1 )
Outd
InCI ™
Outs [
In3
Ot InT

BITVEC: Efficient low-level algorithm

J

complement

~ 01010001110101110000000000001111

10101110001010001111111111110000

bitwase arnd

01010001110101110000000000001111
& 00110001011011100011000101101110

00010001010001100000000000001110

Mitwise or

01010001110101110000000000001111
| 00110001011011100011000101101110

01110001111111110011000101101111

hitwize xor
01010001110101110000000000001111

A D00110001011011100011000101101110
01100000101 1210010011000101100001

750 problems

'7

ol

| -

Lf

o2

Out3

XOR
Arra}; Outd

Outh

=

Ot

Ir\1

CIRCUIT: Attack-resistant crypto circuits

212 problems
39



15] 74
4 i

e EUSolver(2tE2H 7I0|E gl &4 LIS

o SI5:EUSolver 7 102000 &£ 2X/|S9|

o E|AEM:405 (timeout: | A[ZF)

STRING BITVEC
6004 —* Euphony 20001 —e— Euphony
—— EUSolver 1750 —a— EUSolver
500 -
1500
'€ 400 ‘€1250
Q Q
g 300 g 1000
= 500 P 7501
500 -
100 A 250
i 0 - : : : :
0 5 10 15 20 25 0 25 50 75 100 125 150 175
# Solved Instances (total = 82) # Solved Instances (total = 289)

350
300
250

€ 200/

£ 1501
100

50 -

CIRCUIT

—e— Euphony
—a— EUSolver

2 4 6 8 10 12 14 16 18
# Solved Instances (total = 34)
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Of|x| et =A|

e Goal: function f converting a given phone number Z into another format

¢ /.=/ Specification

St S x| “47 [ S [ | €2 | ConCai(S, )
SubStr(S, I, I) A
IntToStr([7)

Replace(S, S, S)

I — 1[---]|9|I—1I]Length(S)

§ String concatenation|

Semantic:

F(SH+12237) = “1.2-37 A f(“L+4.56.78") = “4_56-T8)



Ol eS8 =Xl

o Goal: functlon fconvertlng a glven phone number I into another format

OS SubStr(str start_pos len)
. | e. g SubStr(“abc” 0, 2) — “ab” |
SY thom = SN o | 7 | ConCat(5’7 S)

SubStr(S I,71)
IntToStr([])
Replace(S, S, S)

I — 1]---]9]|I—1TI|Length(S)

. Semantic:

F(FL410237) = 410237 A f(“L 4 4.56.78") = “4_56-T8



Ol eS8 =Xl

e Goal: function f converting a given phone number Z into another format

Syntactic: S —} Replace(str, match, replacement)

PN

—15,5)
L e.g., Replaee(“aba”, “a”, ccbn) — “bba” :

o TSR

5 0 w2 @ s vt 10 e 1 W R e

Replace(.S, ,S)
I — 1]|---19|1—1]|Length(S)

. Semantic:

F(SH+12237) = “1.2-37 A f(“L+4.56.78") = “4_56-T8)



Solution:

ISize : 12 AST nodes|

SubStr(Replace(ConCat(x, “.”), “.”, “-”7), 2, Length(x) — 1)



5 (Top-Down Propagation)
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F~ (o) ={(a1, -

= (inverse-set or pre-image):

e

o I

{(CCU”, CCSA??), (CCUS”’ CCA??)}

ConCat™ ' (“USA”)

e.g.,



5ferAl 28145 (Top-Down Propagation)

o 1 =

l1
“+1.2.37 5 “1.2-37— §

'

ConCat(S7, 59)

Nonterminal Symbol
e—— Constraint on a nonterminal symbol
— > One step derivation
Solution directly derived




5ferAl 28145 (Top-Down Propagation)

o 1 =

l1
“+1.2.37 5 “1.2-37— §

'

ConCat(S7, 59)

COHC&t_l(“l._.Q—S.”) — {(661777 “._.2—3.), (“1._.”, 442_3.77)’ o }

Nonterminal Symbol
e—— Constraint on a nonterminal symbol
— > One step derivation
Solution directly derived




5ferAl 28145 (Top-Down Propagation)

o 1 =

l1
“+1.2.37 5 “1.2-37— §

'

ConCat(S1,52)

Z]_ H “177

il —y “1.” _'Sl SQ'— il 49 37

Nonterminal Symbol
e—— Constraint on a nonterminal symbol
— > One step derivation
Solution directly derived




olgf4 =28= (Top-Down Propagation)

o

l1
“AH1.2.37 b “1.2-371 8

:

ConCat (Sl ; SQ)

i1 — “17=S1 Soe—iq — “_2-3.7

IntToStr(.S)

i1 — “1.eS7 Soe—11 — “2-3.7

11— 11— §

Nonterminal Symbol
e—— Constraint on a nonterminal symbol

—” One step derivation

Solution directly derived




5t&4 28H= (Top-Down Propagation)

11

e e iy
“+1.2.3" — “1.2-3.7 S —
‘ “+4.56.78" 5 “4_56-78"}— S
ConCat(S1, 52) !
ConCat(S7, S2)
v |
\
il e —031 SQ’— il — “_2-3.7
¥ ig k> “47 =51 Sy iy > “_56-78."
IntToStr(S)| |ConCat(St, S2)| i1 — “1.7 =S Sae—| i1 — “2-3.7 / \
I I l l ConCat(S1,S2)||io — “4. =S Sa* iy > “56-78.”
11— 1§ /V\ \I/ l
=4 olH[10] H= = 01|I1|201| X=
DEZZOME DEZZOME
{ConCat(ConCat(IntToStr(1), “."), - ), {ConCat(ConCat(IntToStr(4), “.7),---),

ConCat(ConCat(IntToStr(1), ConCat(“_” ---), ConCat(ConCat(IntToStr(4), ConCat(“_” - --),

I i ST

=X A=Z0 HMEE.




S0l A:
01I Qt= ¢

Volume of a VSA V(VSA)
(the number of nodes)

Size of a VSA
(the number of programs)

join node

|VSA]

V(VSA) = 0(log|VSA|)

[Py, .., P} | Py P} | P P

direct set

52



M St H9 (Version Space Algebra)

Concatx {“425"} Concatw

/N

o /q ’\{«s»}

{“25”} Concatm Concatm {42}

{2} {5} {4}{2}

Concatx(VS1, VS2) = {Concat(Pi, P2) | P1€VS1, P2EVS2}

53



Concatx

{“425”}

{“4”

}/\

{257} Concatx Concatx {“42”}
O\ / \
{27y [{"57}| |{"47}| {27}

54




{"25”} Concatx

Concatx {“425”} Concatx
q.u ’.U

Concatx

{"47}

{“2”}

55
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5t 23X E (Top-Down Propagation)

11

e e in
“ 41,23 — “1.2-3. § ——
! “44.56.78" 5 “4_56-78"|— S
ConCat(S1, 52) |

\ ConCat(S7, S2)
v \

/\/\\ //v

i1 — 17 =81 Soe— iy — “.2-3.7

\ ig > “47 S1 Soel iy — “_56-78.7
IntToStr(S)| |ConCat(St, S2)| i1 — “1.7 =S Sae—| i1 — “2-3.7 / y
‘ | l l ConCat(Sl, SQ) i2 — ‘4. —051 SQ'_ i2 — “50-T78.”
‘ = = o= s = = /v\

B== A0 X= ' |§ = o1|7q|201| Op—




“,..1.9.3....7

O

1
~ = ~ N

“+1.2.3" — “1.2-3.

1 — a string containing o




Input example

CCUSA??H CCSA??

5
l

SUbStI‘($, 11, 12)

1 — 1

[1/ \]2

+—e o—

71— 2




DSL Z2|0]] «FlZL”0] 2L o (

“DSL design = Art + Lots of iterations”

“The DSL should be expressive enough to represent various
tasks... and restricted enough to allow efficient search.”

Gulwani et al., Program synthesis
Polozov et al., FlashMeta: a framework for inductive program synthesis
Gulwani et al., Programming by example (and its application to data wrangling)
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o 524 (Top-Down)

o &aFA (Bottom-Up)

®
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Components of size < n

°

‘-~ Bottom-up c% Top-down _*'
Enumeration/_\Propagation

Synthesis specification ﬂ-

- 3
x Success .
Final program

>

. . Generator Composer
Initial component size n &
\_/:ailure —
Increased n '

+ Domain-unaware inductive synthesis combining Enumeration and Top-down Propagation

Combining the Top-Down Propagation and Bottom-Up Enumeration for Inductive Program Synthesis, POPL’21

61
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H 1L

Ma 58 3717t 622 FOHACID 718
JdEAN LHEE OS BRE5 48

AN ) AR ) YA L AL
ZE7—|_7°7 B

1,---,Length(x),
C = ConCat(x, “.”),

)

Replace(ConCat(z, “.7), “.7, “ = ")

!
3
o
imolg
Q
™
3‘



7|.ho 2= -~ H=Zo ‘ =pi= - S v
B
Component Pool
( SRS S ‘ ih 01
1,---,Length(x), e N ——
C = ConCat( “, > “ 41,237 = “1.2-3.7
- 5 TS 4_56.78" s “4_56-T87
\ Replace(ConCat(x, ), 4T =) / — —
19 02

o ) o )
where e € C, 01 < [€e](i1)
02 < [e](i2)

SubStr(S, I, I>)




be
g
g
s _o___ -
©
=
[T

11

T8}

400

—

.
o
S
o
N

o

°

Of| =]

2
2

4

A Has6TE

or < |
03 = [e] (2

)

'where e € C

=0t

Ol X 27}

21
=X




J "% .
Jl=0l3E ¢« BZo| 2= Iy . Y e
od=m= ¢ To- 58S o] (S dmed | gg)
B
Component Pool
( ZC’ CC_I_”’ CC.”, “._.”7 66_77, ) ,2:1 01
1,---,Length(z), " "
C' = S ConCat( “7), > q “41.2.37 — “1.2-3.
' “_+4.56.78" — “4_56-T8"
\ Replace(ConCat(x, ), =) —— —
19 02
, — — SubStr (.S, 1. I
i1 — [e](i1) @2 [e](i2) (5, 11, I>)
where e € C, 01 < [__61 (i1), - ¢
0o < [e](i2)
1 | . CC 75 C -h ’ 77 N
, Rep ace(ConCat( ), “, =)

JtHtZ O8 &2

W\

+1 2-3.7,

= (U 1,200 cial 2t
N 44 56-78."

—|
=

=) |

=LL




S Botiom-up d& _ s fo g
7 I_ O I E4 — H . O i Eq — Synthesis specification E;gon Pripaiilon ;Ei
— — — — g — Generator Composer } I
|'o H== & _I_E—‘ =22 e 2l
[
Component Pool
( Gy Wy W Wy )
ZC, —l_ y ey — oy T 7:]_ 01
1,---,Length(z), — —
C =« ConCat( “7), > g “ 41,237 > “1.2-3.
o——
' “_+4.56.787 +— “4_56-T7T8”
\ Replace(ConCat(x, ), =) S v \——
19 02
SubStr(S, I, I>)

o [elG) 72— [el(ia)
where e € C, 01 < [e](i1),
02 =< [e](i2)

L} K| QIXtoy| =5

—

M 5=,
Length( ) — 1)




Components of size < n

Bottom-up c% Top-down ‘*‘
Enumeration /\ Propagation w
x Success .
Final program

Synthesis specification @.
K
> Generator Composer o
\ Failure | = !

Increased n n

2440| E3HE 210|7| T2

Iif

Initial component size n

a4~
=

7|5 A& seltt EE




Evaluation Setup

® Benchmarks: 1,536 SyGuS problems

® |,167 from the SyGuS annual competitions + 369 from

optimization tasks for homomorphic evaluation [Lee et al.
PLDI’20]

e Comparison to three baselines (Timeout | hour):
e EUSolver: winner of 2016 SyGuS competition
o CVC4:winner of 2017 - 2019 SyGuS competition

® Euphony [Lee et al. PLDI’I8]: statistical model-guided
synthesizer



a9 HMIX[03

]

e 1,536 SyGuS 2H|S

o ZTICH2| 1,167 =X + Z=20™ g8 7|E SEP= &

22 X[XS7| oM 369 =X [Lee et al. PLDI'20]

o W HE
e EUSolver:2016 SyGuS AZICHE| 25
e CVC4:2017 3 Ol A= SyGuS d%Ithe| 25

e Euphony [Lee et al. PLDI'18]: S22 7|dt &7



Al

—

o
]

AIX|0F =3

1
2

w

A B

Email g Column 2 3

Nancy.FreeHafer@fourthcoffee.com nancy freehafer

|Andrew.Cencici@northwindtraders.com Igndrew cencicil

Jan.Kotas@litwareinc.com
Mariya.Sergienko@gradicdesigninstitute.com mariya sergienke
Steven.Thorpe@northwindtraders.com
Michael.Neipper@northwindtraders.com
Robert.Zare@northwindtraders.com
Laura.Giussani@adventure-works.com
Anne.HL@northwindtraders.com
Alexander.David@contoso.com
Kim.Shane@northwindtraders.com
Manish.Chopra@northwindtraders.com
Gerwald.Oberleitner@northwindtraders.com
Amr.Zaki@northwindtraders.com
Yvonne.McKay@northwindtraders.com
Amanda.Pinto@northwindtraders.com

STRING: End-user programming

In6 \
InS !

In0
In3
In7
In2

=l
II\I{:

m—| | [Tl
oL

205 problems

E.
oo
(oo

Outd

Out?

Out3

XOR
Array

Outd

Outs

Outé

Out7

CIRCUIT: Attack—resilienf crypto circuits + O

complement

~ 01010001110101110000000000001111

10101110001010001111111111110000

titwise and
01010001110101110000000000001111
& 00110001011011100011000101101110

00010001010001100000000000001110

vitwise or
01010001110101110000000000001111
| 00110001011011100011000101101110

01110001111111110011000101101111

bifwise xor

01010001110101110000000000001111
A Q00110001011011100011000101101110
01100000101110010011000101100001

BITVEC: Efficient low-level algorithm

vi

v2

v3

4
vi
v B

/!
v3
v4-

:ij[}b[>Lw

581 problems

750 problems

vi

v2

+ v3
v4

B

ptimized homomorphic evaluation circuits



A3 Z7)

1500

—
—
]
on

750

# Solved Benchmarks

375

B STRING

1443

W BITVEC

1258

" CIRCUIT

987

DUET

EUSolver

Duet solved more
problems than the
others ...

CVC4



a2 21t

1200

900

600

300

# Fastest Solved Benchmarks

¥ STRING

1030

DUET

W BITVEC

101

14

EUSolver

CIRCUIT

339

... IN the fastest speed!

CVC4



U=
po!
JIN:
el

STRING BITVEC

3000

—+— EUSolver (solved = 559)
=&~ CVC4 (solved = 501)
—&— Duet (solved = 670)

—— EUSolver (solved = 132)
—~ CVC4 (solved = 203)
£ 600 —&@— Duet (solved = 204)

700 -

N
wn
o
<

)

m

N
o
o
Q

500 1

1 Duet solved all!
400 - ’

Total Solving time (m)
o
o
<

Total Solving time
w
o
o

o5 50 7= 100 125 150 175 200 0 100 200 300 400 500 600 700
# Solved instances (total = 205) CIRCUIT # Solved instances (total = 750)

3000 | ==~ EUSolver (solved = 567)
~=— CVC4 (solved = 283)
2500 | —@— Duet (solved = 569)

Duet solved

40% within | sec
77% within 10 secs
90% within 1 min.

Total Solving time (m)
o
o
(e ]

0 100 200 300 400 500
# Solved instances (total = 581)



A3 A1} (vs. Euphony)

STRING

e Training: 1,069 solved EUSolver in 10 min | - euphony (solved = 27)

e Testing: 467

e # solved: Duet: 374, Euphony 324

Total Solving time (m)

BITVEC

- —£3—~ Euphony (solved = 243)
| —@— Duet (solved = 209)

0 50 100 150 200
# Solved instances (total = 289)

250

1750 1

m
=
Ul
o
o

Total Solving time (m)
~
(O]
()

80 —&@— Duet (solved = 81)

(*)]
o

Total Solving time (m
N S
C|) (@)

0 10 20 30 40 50 60 70 80
# Solved instances (total = 82)

CIRCUIT

=
o N
o U
o o

—£3— Euphony (solved = 54)
—&@— Duet (solved = 84)

0 20 40 60 80
# Solved instances (total = 96)



= L |
T =5 1L

=l = —/—LL_ - i L
o S| =0 B BE 37|
e STRING: | ~ 6 (avg: |.8) [
©
E 525
e BITVEC:3 ~ 5 (avg: 3.5) 2
8 350
3
e CIRCUIT:3 ~ 12 (avg: 5.9) 2 475
W)
+H

1 2 3 4 5 6 7 8 9 10 1112

Size of component expression

e 92% 2| A7t 27| 7 Olst RZ22 3l & 7ts.







23

1 movl ecx, ecx 3 shlg 32,
: i 4 movl edx, edx
o Xorq rdx,
movqg rcx,
' mulqg rsi
i addg r&, rdi
2 adeq 0, rdx
. . 10 addg rdi, 1
14 Jae .LO 11 adeq 0, rdx
5> movabsq O« ) )0, rdx L mOovqg rdx,
10 addq rdx, rcz 13 movqg rax, rdi

)
Q
<
—

5 addq r&, rd

8 adeq €
} movqg rox,
) movq rdx,

Montgomery multiplication kernel from the OpenSSL RSA library. Compilations shown for
gcc —03 (left) and a stochastic optimizer (right).

http://stoke.stanford.edu
/8
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= S s O
o =SHIS R0| =2|A 22 AT/AIE (pre/post) R E 7|=El Z20|
x —
EIIE e gd T HS
int W = V.
vold swap(ref bit(W] x, ref bit (W] vy) I
if(22){ x = > v:;lelse{ v = x * vy; |}
1f(2?2){ x = X " y;lelse{ vy =X " y; }
if(27?) { = y;lelse{ y = x ©° y; )

harness void main(bit([W] x, bit[W] vy) {

bit (W] tx = x; bit[W] ty = y;
swap(x, Vv):
assert x==ty && y tx;

® Program sketch: https://people.csail.mit.edu/asolar/sketch-1.7.6.tar.gz

Combinatorial Sketching for Finite Programs, ASPLOS’06


https://people.csail.mit.edu/asolar/sketch-1.7.6.tar.gz

81



f.Vx.P(

i There exists a function £ such that for all x, property P holds ,

O 7tset £5 LIGsHAM J0tE (1 = 2xF HT1 AfREA
X SMT solver?} CHE 4= U 2LYE, SMT solver =& (A[4HH|E H]

) &7t HE EOHE.




Counterexample guided Inductive

Synthesis (CEGIS)

e 2008 Armando Solar-Lezama 7t A|@Fst &F
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Example

e Goal: a function £ computes the maximum of integers x and vy

"/ Specification
' ] |f C then S eIse S

Syntactic specification:

S%x|y|n\zt6((]SS)
C—-5<S5|-C|C&C

Semantic specification:

* (2 soltion f(y y) =ite(x > y,,y)

84



CEGIS + &4 LI&

Candidate
flz,y) =1
Examples:

@ »

Counterexample .. — ) y =1
)

£(0,1) =1

85



CEGIS + &4 LI&

Candidate
flz,y) =y

Examples:

e SR

Counterexample

r=1y=0
f(1,0) =1

86



CEGIS + &4 LI&

Candidate
flz,y) =1
Examples:

x07y1_>
r=1,y=0

Counterexample . _ y =0

. f(0,0) =0

87



CEGIS + AFgHA| Lt

Candidate
f(z,y) =ite(z >y, x,y)
Examples:
r=1,y=0
Y Success !
r=0,y=0

x, v, 0, 1, *tefx>y;0;0), ite(x>y,0,1),
ite (x>y,1,0), .. , ite(x>y,x,V)

st: ite(x>y,0,0) = FAE.

T ite(z > 9,0,0) ~ 0 wrt examples
88



CEGISZ} 7t/ Cr== O|F

5712 A= 47| Gzlz SAENE 2 (BA7|= &

H~E CHEX|TE universal quantifier = CHE

89
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