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Code Obfuscation
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' Deobfuscation |

* Produces Hard-to-Analyze Code
* Semantic-Preserving Transformation

» For: evasion of malware detection & copyright protection &



Deobfuscation by Rewriting

® Transforming into a simpler

program Hand-crafted
simplification rules
C

® Applying simplification

rules (e.g.,x —+ O —> .X) Obfuscated
. e (S =
(X can be anything)

Simplified
Program

® Rules in prior methods (e.g., SSPAM) ® Application order in prior methods
o Hand-crafted by domain experts © Heuristics by domain experts

o Limited search space o May miss the optimal solutions



Our Solution

Discovering new rules (by Program synthesis) + Systematically applying the rules (by
Term rewriting) + Finding optimal solutions by exhaustive search (by Equality saturation)

Learned Rules

Obfuscated
Program

Program




Enabled by Program Synthesis

e Automatically finding programs satisfying user intent

Specmcatlon Program

@

!

{ Input-output

' 1(70) examples »
{ orlogical ¢

formula i

»

e Difference from LLMs?

o Search algorithms based on programming languages theory
o (If it finishes) 100% guarantee of correctness

o Better at discovering new programs (e.g., compiler superoptimization)



Syntax-guided Synthesis (SyGuS) Standard

f Syntactlc Constraint: A formal grammar (e g Lo
' context-free grammar) consisting of SMT
. Operators, limiting search space |

Syntactic constraint 8 SyntheS|zer
§ 2 Program

(x) = 22

. Semantic constraint

-c o s o v o v oo v oo v o v o oo oo s oo o oo oo ----------------------.
e W

Semantic Constraint: a logical formula over the target function £



Which Obfuscation?

e Mixed Boolean Arithmetic (MBA) expressions: with
bitwise logical operators (AND, OR, XOR...) and arithmetic
operators (+,-,%,/,%,...)

o e.g., 8458(xVyAz)’ (zy) Nz ViE)+x+9(xVyyz°

e MBA obfuscation: transforming arbitrary expressions into highly
complex MBA expressions while maintaining their meaning



MBA Obfuscation is Popular

® The cost of obfuscation and executing obfuscated code is low.

o Only basic operations are added, and the execution flow remains
unchanged (no additional calls to user/system functions, etc.)

® Theoretical foundation: any bitwise expressions can be obfuscated in
infinitely many ways. Deobfuscation is NP-hard.

® Widely adopted by various tools

aaaaaaaaaa

An Analysis of the BabLock (aka Rorschach)

o Code obfuscation (Tigress,VMProtect) Ransomware
o DRM (Irdeto)

AAAAAAA

A ransomware called BabLock (aka Rorschach) has recently been making waves
o ' due to its sophisticated and fast-moving attack chain that uses subtleyet — ¢ocitin g 16shop
O B e I n g u s e d fo r m a I wa re ?;Zaotsvfn:;’gfres effective techniques. Although primarily based on LockBit, the ransomware is a Phishing Kit, Trend-
hodgepodge of other different ransomware parts pieced together into what we Interpol Partnership
now call BabLock (detected as Ransom.Win64.LOCKBIT.THGOGBB.enc). Note, ,
however, that we do not believe that this ransomware originates from the th
actors behind LockBit, which is now in its third iteration.

rrrrrrrrrrr

Attack With Ne

aaaaaaa




Previous Approaches for MBA Deobfuscation

e Term Rewriting : SSPAM [Eyrolles et al. 201 6]

* Program Synthesis : Syntia [Blazytko et al. 2017], QSynth [David et al. 2020],
Xyntia [Menguy et al. 2021 ]

Neural Network Inference : NeuReduce [Feng et al. 2020]

 Algebraic Methods : MBA-Solver [Xu et al. 202 1], SIMBA [Reichenwallner et al.
2022]
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Previous Approaches for MBA Deobfuscation

e Term Rewriting : SSPAM [Eyr

* Program Synthesis :Syntia [BI No Guarantee of Correctness 2020],
Xyntia [Menguy et al. 2021] | TSV STS———

Neural Network Inference : NeuReduce [Feng et ak? L |
] Unscalable |

+ Algebraic Methods : MBA-Solver [Xu et al. 202|] SlMBA[RelchenwaIIner et al.
2022] —A -

Limited to a specific class of MBA expressions

Cannot handle a wide range of MBA obfuscation rules ;
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Our Goal

To overcome the limitations, we should achieve :

* Soundness : Guarantee of correctness

* Generality : Covers arbitrary MBA expressions
* Flexibility : Irrespective of obfuscation rules

» Scalability : Handles huge MBA expressions




Our Contribution

® A novel and versatile method for deobfuscating arbitrary MBA
expressions

o Synergistic combination of program synthesis, term rewriting,
and equality saturation

o Two novel methods: on-the-fly learning, scobed equality saturation

¢ [ool (ProMBA)
https://github.com/astean|1001/ProMBA
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https://github.com/astean1001/ProMBA

Result in a Nutshell

® Success : | deobfuscation result | =< | original program | & semantic equivalence

® The size is measured by # of AST nodes

® Better than SOTA relying on heuristics designed by domain experts

Average Success

98%

100%

75%

50%

25%

0%

® ProMBA

- GAMBA [Reichenwaliner et al.]

MBA-Solver

QSynth

| Average Success 83%

A sl

Loki
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Papers

® MBA Deobfuscation with Program Synthesis and Term Rewriting

o Jaehyung Lee and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by Program
Synthesis and Term Rewriting, ACM CCS 2023

e Advanced MBA Deobfuscation with Scoped Equality Saturation

o Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic
Obfuscation by Program Synthesis and Equality Saturation, ACM TOSEM (Under Review)

® Enabling technology: high-performance program synthesis

o Yongho Yoon,Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis via Iterative
Forward-Backward Abstract Interpretation. ACM PLDI 2023

o Doyoon Lee,Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis by Meta-Analysis-
Guided Hole Filing ACM POPL 2026 (conditionally accepted)
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Contents

® MBA Deobfuscation with Program Synthesis and
Term Rewriting

o Jaehyung Lee and Woosuk Lee, Simplifying Mixed Boolean-Arithmetic Obfuscation by
Program Synthesis and Term Rewriting, ACM CCS 2023

e Advanced MBA Deobfuscation with Scoped Equality Saturation

® Enabling technology: high-performance program synthesis
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Program Synthesis-Based MBA Deobfuscation

Constraints

((((~e) +1) & (~ ((((-e) -
DilGa)+{(-e)-1)&(-
a))))) + (((~e) + 1) & (~
((-e)-1)[(-a))+ (((-e)-
1)&(-a)))-((~e)+1)"
((((-e)-1)] (((-e) -

(-a)) + (((-
1) & (-a)))

Same semantics

S — 1S5S |SAS
SvS|-S|S+S

V. — Dblel|---
C — 0x00|0x01]---

Syntax

Can cover arbitrary MBA EXxprs

SyntheS|ze

SxS|S—85|S>> S
S<<S|VI|IC|S%S|S/S

Deobfuscated expression

17



Challenge : Scalability

Synthesize

(-a)) * (((-e) -

Too Slow! @

size of obfuscated expression * — synthesis performance ¥
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Solution 1 : Divide-and-Conquer

Our Solution : Simplifies a given MBA expression by recursively simplifying
its sub-expressions. (divide-and-conquer)

19



Solution 2 : Learning Successful Synthesis Patterns On-the-fly

1 (1) Synthesize a minimal equivalent expression for a chosen subexpression |

,/ (2) If a smaller expression found, add the transformation as a rewrite rule and
~apply to the other parts of the obfuscated expression.

20



Program Synthesizer

Rewrite Rules

21



Overall Architecture

Complex MBA

Rewrite Rule

Program _ ‘ ﬁ
@thesizer Rule Rewriter ) =) | (- c) J

Linear MBA
Simplifier

Simplified MBA
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lIllustrative Example

(((~e)+ 1) & (~ ((((-e)- 1)
| (-a))+(((-e)-1) & (-a)))))
t(((~e)+1)&(~((((-e)-1)
[ (-a))+ (((-e)-1)&(-a))))))
-(((~e)+ 1) " ((((-e) - 1) | (-
a)) +(((-e)-1)&(-a)))) ...

23



Applying Linear Simplifier

Rewrite Rule

Program _ ‘ ?
@thesizer Rule Rewriter ) =) | (- c) /

Simplified MBA

Linear MBA
Simplifier

Complex MBA s momnesd

24



Applying Linear Simplifier

® |Linear combination of

Rewrite Rule

bitwise logical operations ]

Program
Linear MBA
.
® Various off-the-shelf tools

for linear MBA Simplify linear sub-exprs
o We use SiMBA with off-the-shelf simplifier

[Reichenwallner 2022].

o e.g.,

x® (7y) —2xVvy) +1

_’@«

Simplified MBA

Complex MBA

25



Apply Linear Simplifier

((((~e)+1) & (~((((-e)-1)] (-a)) + (((-
e)-1)&(-a)))) +(((~e)+ 1) & (~ ((((-
e)-1)1(-a)) +(((-e)-1)&(-a)))))) -

((~e)+1)" ((((-e)-1)[(-a)) + (((-e) -

1)&(-a)))) ...

Simplify

((-e)-1) ~ €

26



Synthesize Subexpression

; Rewrite Ru|e5'

72
¥ Rule Rewriter ) =)y | (- c)

v

Simplified MBA

Program
Synthesizer

Linear MBA
Simplifier

Complex MBA

27



Choose Subexpression

((((-e) & (~ (((~e)|(-a))+ ((~ e)&( a)))))+

-e) & (~(((~e)|(-a)) +((~e) & (-

(((era)* (o] )&= e))>+<e+a)) |

28



Challenge : Still Unscalable

(e +a)”

(o)l (e+a)”

(el (-a)&(~(-e)) +(e+a)-

(((-e) & (~ (((~e)[(-a)) + ((~ e)&( a)))))+
-e)& (~(((~e)|(-a)) + ((~e) & (-
(((((e+a) (e \( a)))&( (- e)))+(e+a))

Synthesize

elCa))a(e+a-(e)) |

Still too big ®

29



Solution : Changing Sub-Expressions to Variables

Substitution

(((-e)& (~(((~e)]|(-a)) + ((~ e)&( a)))))+
-e) & (~(((~e)]|(-a)) + ((~e) & (-

(((e+a)* (e (-a)) & (~ (- e)))+(e+a))

((( el ((e+a) (e \( a))))&((e+a) - (- e))))

((v2 * v3) & (~ v1)) + v2)

: Synthesize (V1 & ((V2 * V3) & \'
| > vy )

- ((v1 & (V2 *v3)) & (V2 - v1))

Scalable ®

30



Learn Rewrite Rule

Substitution

(((v2 * v3) & (

((-e)& (~(((~e)|(-a)) +((~e)&(-a))))) +
(-e) & (~(((~e)[(-a)) + ((~e) &(-a))))) ...
(v1 &((v2 v3)&(v2 v1)))

Synthesize

(V2 -v1)))

Rewrite Rule

Learn Rule /

[ W1 & (v2*v3) &

| -y svg) | Synthesize o
(V1 &(v2Fv3) & (v2-vT)) | \

31



Substitute Variables

Substitution

e e e —_—

((v2 * v3) & (~ v1)) + v2)

- ((v1 & (V2 *v3)) & (V2 - v1))

((Ce)&(=((~e)](-a)+((~e)&(-2))

&(~(f~e)|(-a))+((~e)&(-a)))))

((e + a) & (e \ (~a)) (~ e)) & ((e \ (~a)) (~ e))))

Synthesize

Rewrite Rule

Learn Rule /

[ 1 & (V2% Vv3) &

!
- )| ¢
{
o o‘
i ﬁ .
%
k
] A\
v N

(V2 - v1)))

32



Apply Rewrite Rule

Complex MBA

Rewrite Rule

-0
A—0 |
A x s LN AN NS RN SR ”

Program

Synthesizer Rule Rewriter (- ©)

I

Simplified MBA

Linear MBA
Simplifier

33



Problem : Rule seems too specific

(27 ((-e)&(~(((~e)|(-a)) +((~e)&(- a))))))
-((-e) " (((~e)| (-a)) + ((~e)&(-a)))) ..
(((~ e)&(~ a))te)-((a&(~e))&(-a))..

(V2 -v1)))

Rewrite Rule

- D
(4

ti

[ (v1&((v2*v3)&

34



Solution : Generalize Rule

Our Solution : Generalize existing rule

((V2*V3) & (~v1) +v2) | [ V18 ((v2*v8)&
(V1 & (2% V3) & (v2-v1)) | — w2y

1. Identifies sub-expression that are common in both sides

35



Solution : Generalize Rule

Our Solution : Generalize existing rule

((_y(1(vc‘31( (g 3\//11)))&+y\§) _> ' (v1 & (Y1 & y2))

2. Replace common sub-expressions into fresh variable

3. Check correctness of the generalized rule with SMT Solver

36



Solution : Generalize Rule

Substitution

((~e) | (-a)).

(V1 & (y1 & y2))

Rewrite Rule

37



Apply Rewrite Rule

Substitution

T (@ ()& (~ (= o) [ -a) *+ (= &) & (- )

- ((-e)? |(-a)) + ((~e)&(-a))))) ...

(V1 & (Y1 & y2))

Rewrite Rule

- D
(4

ti

38



Choose Subexpression

(2 ((-€) & (~ (Z e) | (- @) + ((~ &) & (- 2)))))
-((-e) M (((~e) | (- a))+ (~e)&(- a)))))

Rewrite Rule

39



Synthesize

(2% (-) & (~. Af +((~e)& (-
() (- e} a>>+<<~ )& (-a)

Synthesize

Le)l(-a)+((~e) 8 (-

)

Rewrite Rule

40



Synthesize

A__ a)) + ~e & -

a)) +((~e)&(- a)))))

(27 ((-e) & (~
-((-e) " (((~

Synthesize

/(e can+ \
/) esca) \

Synthesize Successful ®

1))

Rewrite Rule

41



Add Rule

-/ (Eoltan+ \
-/ (Ce&Ca) \

-((-e) " (((~ e) | (-a)

Rewrite

+((Hle) &

(- a)))))

Rewrite Rule

42



Apply Rules

/ ((~e

, (~e)&(-a)))

[ (-a)+ \

((2 (( €) & (~((~a)- e))))

Rewrite

Rewrite Rule

43



Apply Rules

-/ (Eoltan+ \
-/ (Ce&Ca) \

-((-e)

(27 ((

(((

Rewrite

-e)&(~((~a)-e)))

e)| (-a)) *+ ((~ ) & (-a)))

Rewrite Rule

44



Choose Subexpression

Rewrite Rule

- D

45



Synthesize

(2% ((e)& (~ ((~ 37 +L- )

Synthesize

—_——

Rewrite Rule

46



Learn Rule

&(~ (((~ -e)))))

Rewrite

—)

Rewrite Rule

47



Apply Rules

Deobfuscation Completed! &

Rewrite Rule

48



Formal Properties

(Soundness) semantics unchanged

(((((~e)+1)&(~  Applying a (2*((-e) &
(((-e)-1)](-a)) + e (~ ((~ e) | (-
((( e)-1) &( ) — a)) + ((~ e) & —p ... (1+a)

//

t(((~e)+1)&(~ -
(((-e)-1)](-a))+ -(§- 23)’)‘)2("
((-e)-1)&(-a))) e) | (-a)) +

\

(Termination) finitely many rule applications



Goals Achieved

Our technique achieves the following properties :

Sound : By soundness of synthesis and term rewriting
General : By synthesizing arbitrary MBA expression
Flexible : By applying rules learned on-the-fly

Scalable : By divide-and-conquer

50



Brief Experimental Result

e Success Rate

(1) size of result < size of groundtruth (measured by by # of AST nodes)

(2) semantic equivalence

* For 4000 MBA obfuscated expression, success rate of 84%

e Can we do better?

S



Contents

e MBA Deobfuscation with Program Synthesis and Term Rewriting

® Advanced MBA Deobfuscation with Scoped Equality
Saturation

o Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed
Boolean-Arithmetic Obfuscation by Program Synthesis and Equality Saturation, ACM
TOSEM (Under Review)

® Enabling technology: high-performance program synthesis
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Limitation: Phase-Ordering Problem

@ Rule 1 @ Rule 2 Rule 3 Rule 4
—_— > > —_—
Different outcome
VS depending on the

application order

@ Rule 3
>

Rule 1 @ Rule 4
> >

53



Naive Existing Solutions

® Using a pre-defined application order — suboptimal!

£

Rule 1,3 Rule 1,2 Rule 2,4 Rule 1
> > > >

® Backtracking (i.e., maintaining top-k candidates) — suboptimal and expensive

@
Rule 2 @

Rule 1 Rule 4

N
Rule 1 @
>

£
4@? _________ S

54



Equality Saturation

® A principled solution to the phase ordering problem

e Obtains results of all possible orderings and extract the best one
among them

e Enabled by E-graph, a very efficient data structure

S5



E-Graph

® E-sraph = e-nodes + e-classes
o E-classes = set of e-nodes

o E-node = a node whose children are e-classes

® Meaning

o E-node (bold): expressions with sub-expressionsg
represented by children e-classes :

o E-class (doted): semantically equivalent e-nodes

56



Example

e Optimizing (a X 2)/2 using the following rules:
(1) xX2->x<<1 2) (xXVy)/z—xX/72)
3) x/x—1 (4) I Xx—x

S/



Example

e Optimizing (a X 2)/2 using the following rules:

() xX2 - x<<1 2) (xXy)/z = x X (y/7)
- (4) I Xx — X

&y 4
‘.Ill lllllll‘ cccc

EEE IIIIIIIV'
““

llllllllllllllllllllllllllll

equal
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Example

e Optimizing (a X 2)/2 using the following rules:

(1) xX2 - x<<1 2) (xXy)z—=xX(y/7)
3) x/x—1 (4) I Xx—x

[ @x22@<< 2

and

a X (2/2) are equal ~

59



Example

e Optimizing (a X 2)/2 using the following rules:

(1) xX2 - x<<1 2) xXy)/z—=xX/7)
3) x/x—1 (4) I Xx—x
S *1 V
<< << /
e [A .: .............. y y ' C
al 2 |1 ali (2] i1
g R St S e R et

60



Example

e Optimizing (a X 2)/2 using the following rules:

(1) xX2 - x<<1 2) xXy)/z—=xX/7)
3) x/x—1 (4) I Xx—x
® More rule application can’t change the graph ! )
—_— Saturation! ................
<< /
o Exprs represented by the root node’s e-class —
is all exprs obtainable by applying the rules . 5 1

in all possible orders >

lllllllllllllllllllllll

61



Extracting an Optimal Solution

® Extract an expression of the best score after saturationt

o e.g., greedy method using scores assigned for each kind of e-node

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

/ 10 *
1 g,
3] <<|ili [/
¥ | f‘ A_
O d 2 : 1 o

T Termination is not always guaranteed

llllllllllllllllllllllllllll
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Fundamental Meaning of Equality Saturation

e E-graph = Grammar representing semantically equivalent exprs
o (E-class = non-terminal, E-node = production rule)

® Equality saturation = grammar induction

S1 = S22/ 54
| 51 %53
| a
Sz —> Sl << 53

Y
S — S4/ S4
1
54 — 2

63



Major Change to the Overall Architecture

® Rule rewriter = Equality saturator

Rewrite Rule

-0
A—-o
A—x

Program :
@thesizer Rule Rewriter ) =p ‘(- c) Jl

Simplified MBA

Linear MBA
Simplifier

Complex MBA

64



Major Change to the Overall Architecture

® Rule rewriter = Equality saturator

Rewrite Rule

& | HEBN .‘
Program . Scoped Equality : >
o O O - C
Q"”‘es'ze’ == 4
-' |

llllllllllll | 4
Simplified MBA

o Linear MBA
| —p Simplifier

Complex MBA
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lIllustrative Example

=
+
)
>
)
L
>
)
|
=
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Synthesize

Rewrite Rule

67/



Synthesize

((((=((((dA(=C))=((=d)AC
~(e=1))A(=((=

(

))®(=d=1))+((((dA(=C))=((=d)rC))A(-d=1))<<1))
((eA(=d))+(en(=d)))-(e@d)))+1)))+((=(((eA(=d))

0

3
e Y

)
+

(@~ @) ((=((e A(=d))+(e A(=d)~(e ©d))+1))

Synthesize

Rewrite Rule

> B
c.

68



Synthesize

((((=((((dA(=€))=((=d) Ac))@(=d—1))+((((dA(=C))=((=d) AC)) A(=d-1))<<1))

(
H((2(e ~1))A(A(((d - e))) +(

((eA(=d))+(en(=d)))-(e@d)))+1)))+((=(((eA(=d))

R

ST (e e Ao 91

)
+

Synthesize

Rewrite Rule

> B
c.

69



After Rule Synthesis

o After repeated synthesis, we have

(=(((d-c-2)® (-d-1)) +(((d-cC

2)A(-d-1))<< 1)) v

(((=(e =1)) A (=(1+(=(e =0)))))+(1+(=(e —d))))

e with the following learned rules .-

Rewrite Rule

a<<l 2 2xa
a®ob + 2xanb — a+b

((ma)A(=b)) = (=(avb))
(@a+1) = (-(-a))
(~(-a)) = a

70



Equality Saturation

® VWe may apply equality saturation to the current expression with the
learned rules

~~~
PR
~~~
~~~
O
I
O

—2)@(-d-1)+(((d-c=2) A (-d = 1)) << 1))) v
) A (2(1+(=(e =d)))))+(1+(=(e —d))))

A~
A~
A~
d
A~
q
I
A
v

® Because of its large size, even the state-of-the-art equality saturation

library (egg @ ) times out.

/1



Scoped Equality Saturation

® “Scoped’ in both target region and rules

o Step I :split the large expr into smaller regions

O

and

(-(((d-c-2)@® (-d-1) +(((d-c-2) A (-d-1))<<1))) vV
(((=(e =1)) A (=(1+(=(e =d)))))+(1+(=(e —d))))

Each part does not exceed a certain size limit (e.g., height 6 in AST)

/2



Scoped Equality Saturation

Step 2 :for each target region, get “relevant” rules that may be useful

(-(((d=-c-2)@®(-d-1))+(((d-c-2) A (-d-1))<<1))) vV
(((=(e =1)) A (=(1+(=(e =d)))))+(1+(=(e —d))))




Scoped Equality Saturation

Step 2 :for each target region, get “relevant” rules that may be useful

(-(((d-c-2)® (-d-1)) +
(([d-c-2) A (-d=-1)) << 1))

‘/a<<1 — 2 x a
v/ aob + 2xasb — a+b

X ((ma)a(=b)) = (=(avb))
X (1+a) — (~(-a))
X (=(-a)) — a

(((=(e =1)) A (=(1+(=(e —d)))))
+(1+(=(e —d))))

Ha<<1—+2xa
¥ ao®b + 2xarb — a+b

V/((-a)A(-b)) = (~(avb))

Vv (1 +a) = (—(-a))
V/(~(-a)) - a

74



Scoped Equality Saturation

Step 3 :pick the region of more“relevant” rules and do Eqgsat with the rules

(-(((d-c-2)® (-d-1)) + (((=(e =1)) A (=(1+(=(e —d)))))
((d=c=-2) A (-d-1)) << 1))) +(1+(—(e —d))))
2 relevant rules < 3 relevant rules

v a<<1l-—2x Pick the region (2) -+ 2 x a

v/ a®b + 2xarb = a+b % a®b + 2xanrb — a+b
X ((ma)a(-b)) = (~(avb)) v/ ((ma)A(=b)) = (=(avb))
X (1+a) = (=(-a)) v (1 +a) = (-(-a))

X (+(-a)) — a V/(~(-a)) - a




Scoped Equality Saturation

Step 3 :pick the region of more“relevant” rules and do Eqgsat with the rules

(((=(e =1)) A (=(1+(=(e —d)))))
+(1+(=(e —d))))

| Equality |

~((e-=1)v(d-e))-(e-d)

Saturation

(-(((d=-c-2)® (-d-1)) +(((d-c=2) A (-d-1))<<1))) v
(~((e =1) v(d-e))-(e-d)

d
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How to Find “Relevant” Rules?

e A simple way to determine the relevance of a rule is to check if the
left-hand side of the rule matches some sub-expressions.

(((=(e =1)) A (=(1+(=(e —d)))))+(1+(=(e —d))))

No subexprs of (' Xa<<1—2xa
form
| a<<iand | XK aeb + 2xasb = a+b
| a®b +2xanb | ((ma)A(=b)) = (=(avb))
(~(=a)) = a




How to Find “Relevant” Rules?

e A simple way to determine the relevance of a rule is to check if the
left-hand side of the rule matches some sub-expressions.

(((=(e =1)) A (=(1+(=(e —d)))))+(1+(=(e —d))))

Ha<<1—2xa
X aeb + 2xarb = a+b

v/ ((-a)A(-b)) = (=(avb))
(1+a) = (-(-a))
(~(=a)) = a
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How to Find “Relevant” Rules?

e A simple way to determine the relevance of a rule is to check if the
left-hand side of the rule matches some sub-expressions.

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

Ha<<1—2xa
X aeb + 2xarb = a+b

v/ ((-a)A(-b)) = (=(avb))
v (1 +a) > (—(-a))

(~(=a)) = a
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How to Find “Relevant” Rules?

e A simple way to determine the relevance of a rule is to check if the
left-hand side of the rule matches some sub-expressions.

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

Ha<<1—2xa
X aeb + 2xarb = a+b

v ((ma)A(-b)) = (=(avb))
v (1 +a) = (-(-a))

| No subexprs of |
| form |
| ~(—a)

_ S




May Miss Useful Rules

e Unfortunately, this simple method may miss useful rules.

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

Ha<<1—-22xa
X a@b + 2xarb — a+b |
form Vv ((a)A(—b)) = (=(avb)) | This rule should |

| NOT be excluded |
=1( i 1 a) — (—("a :
S \ S ‘/( +a) = (~(a) | — essential for |

x (-(-a)) — a simplification!

| No subexprs of |
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May Miss Useful Rules

® Why do we need (1(7a)) = a?

(((=(e =1)) A (=(1 + (=(e =d)))))+(1 + (=(e —d))))

l (1+a) = (=(-a))

(((=(e =1)) A (=(==(=(e = d)))))+(= ~(=(e - d))))
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May Miss Useful Rules

® Why do we need (1(7a)) = a?

(((=(e =1)) A (=(1 + (=(e =d)))))+(1 + (=(e —1))))
l (1+a) = (-(-a))
(((=(e =1)) A (=(==(=(e = d)))))+(= ~(=(e = d))))

l (-(-a)) = a ; We need this ;

(((=(e =1)) A (=(=(e = d))))+(-(e — d)))

83



Heuristic for Finding Relevant Rules

® [The simple syntactic matching doesn’t work

o |dentifying rules useful for equality saturation is hard because of
the complex interactions among the rules.

® VWe use the following heuristic.

°© A rule L = R is relevant for equality saturation over e if all sub-
expressions of a certain size (e.g., height 1 in AST) in L match

some sub-expressions of e

84



Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e =d)))))+(1+(=(e —d))))

AST of the LHS % «
T a®b + 2xaab — a+b
@//\ X ((ma)A(=b)) = (=(avb))
a b2
............................ : T
: a b
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Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

AST of the LHS

+ H aab + 2xasrb — a+b
T g ((=8)A(~b)) = (~(avb)
i a b : 2 : A
............................ ' T

: a b :
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Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

AST of the LHS

Xa@@% %}(a/\b — a+b
........... — (~(avb))

( (-'a)) a

Sub-exprs of height 1



Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

AST of the LHS

A H aab + 2xasrb — a+b
..... _, //\—. ...... J((_,a)/\(_,b)) — (=(avb))
| | (~(-a)) — a
a b

Sub-exprs of height 1
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Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

AST of the LHS

Xa@b + 2xasb — a+b

((—a y(—-b =(avb))

Sub-exprs of height 1



Heuristic for Finding Relevant Rules

(((=(e =1)) A (=(1 + (=(e —d)))))+(1+(=(e —d))))

AST of the LHS

H aab + 2xasrb — a+b
. ............ . J((_Ia)/\(_lb)) — (_I(a\/b))
E v (=(-a)) — a

Sub-exprs of height 1

20



Scoped Equality Saturation

e After reducing , NOW we have

(~((e =1) v(d-e))-(e-d)

(-((d=-c-2)@(-d-1))+(((d-c-2) A

(-d-1))<<1))) v

which is small enough for equality saturation.

® Equality saturation with relevant rules
gives us |(d-e) v ((-e) v (c+1))

which is the ground truth.

\/a<<1 — 2 xa
v/ a®b + 2xaab — a+b

v ((ma)A(=b)) = (=(avb))
X (1 +a)— (—(-a))
v/ (=(-a)) — a
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Scoped Equality Saturation

e After reducing , NOW we have

(~((e =1) v(d-e))-(e-d)

(-((d=-c-2)@(-d-1))+(((d-c-2) A

(-d -1))<<1))) v

which is small enough for equality saturation.

® Equality saturation with relevant rules
gives us |(d-e) v ((-e) v (c+1))

which is the ground truth.

\/a<<1 — 2 xa
v/ a®b + 2xaab — a+b

v ((ma)A(=b)) = (=(avb))
X (1 +a)— (—(-a))
v/ (=(-a)) — a
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Heuristic for Finding Relevant Rules

® Our rule choice heuristic is neither sound nor complete.
o j.e., we may select irrelevant rules or miss relevant rules.

® Jo mitigate the hazard of missing useful rules, we always include base
rules that are useful in many cases.

® Seems to work well in practice
o Reduce time for Egsat by up to 50%

o Disabling the rule choice heuristic (i.e,. including all the available
rules) increases runtime without further simplification.
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Experimental Setup

® |mplementation : ProMBA
® Major Components

o Synthesizer : SimbaS [Yoon et al. 2023]

o Linear MBA Simplifier : SimbaD [Reichenwallner and Meerwald-
Stadler. 2022]

o Equality saturation : egg [Willsey et al. 2021 ]

o Correctness Verifier: Z3

924



Experimental Setup (Dataset)

e 40| |1 non=linear MBA expressions . -Orlgmal Expr :'

o MBA-Solver [PLDI "21]:2011 MBA Expr (Complex Groundtruth)

® Small Polynomial + Non-polynoimal MBA with limited operators

o QSynth [BAR "20] : 500 MBA Expr (Complex Groundtruth)
® Medium-sized Non-polynomial MBA with limited operators
o Loki [USENIX "22] : 1000 MBA Expr (Simple Groundtruth)

® Huge Non-polynomial MBA with all of the arithmetic and
logical operators

® | hr timeout
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Experimental Setup (Baselines)

e MBASolver [PLDI 22]

o Sound, algebraic method, limited to polynomial MBA expressions
e Syntia [USENIX 7]

o Unsound, synthesis-based blackbox MBA Deobfuscator

o Synthesis from |10 random |/O Examples, Use best outcome in 30 trial
e GAMBA [ WORMA'’ 23]

o Sound, algebraic method based, state-of-the-art MBA Deobfuscator
e GOOMBA [2023]

o Sound, algebraic method + table lookup, plugin for the Hex-Rays decompiler

926



Success Rate

® Average deobfuscation success rate of 97.8%, significantly
outperforming all the other tools (13%, 82.5%, 39.4%, 41.8%)

B ProMBA | MBASolver " GAMBA Syntia B GOOMBA

] 100% for Loki|

Average

Success Rate
97.8%

100% e

/5% ﬁ.
50% |

25% |

MBA-Solver ~ QSynth o Lok



Size of Results

Avg Size 3.6
® Generates the smallest results among sound tools = = Ca,? Handle Only

Small Groundtruth

Avg Size 7.7 ® ProMBA ' MBASolver " GAMBA | Syntia B GOOMBA

(< Groundtruth
9.64)

MBA-Solver QSynth Loki



Deobfuscation Time

e Slower than the other tools @&

® ProMBA MBASolver =@ GAMBA Syntia B GOOMBA

v, .35

400 Avg. 187s

300

| Avg. 0.4s

200

100

MBA-Solver QSynth LoKi



Efficacy of on-the-fly learning

B OnTheFly Offline M NoLearn
180 100%

135 90%

90 80%

45.
0

/0%

60%

Time

Success Rate

* On the fly learning is better than offline learning or no learning

Do not reuse
learned rules

10(



Impact of Underlying Synthesizer

B Simba$S [PLDI'23] Duet [POPL'21]
160M EUSolver [TACAS'17] 100%

120 90%

80 80%

40.
0

* Synthesis performance : SimbaS > Duet > EUSolver

70%

600/0 -_

Time Success Rate

* Rules discovered by a better synthesizer lead to better simplification.
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Efficacy of Scoped Equality Saturation

® Increased success rate:
84.47% — 97.8%

® Reduced average size
of deobfuscated results

:94 — /7.7 (in AST
nodes)

® |[ncreased runtime:
|00s — 187s @

100%

/5%

50%

25%

0%

‘ -olver

® ProMBA+EgSat

ProMBA-EqSat
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e MBA Deobfuscation with Program Synthesis and Term Rewriting

® Advanced MBA Deobfuscation with Scoped Equality Saturation

® Enabling technology: high-performance program synthesis

o Yongho Yoon,Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis via lterative
Forward-Backward Abstract Interpretation. ACM PLDI 2023

o Doyoon Lee,Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis by Meta-
Analysis-Guided Hole Filing ACM POPL 2026 (conditionally accepted)
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Background: Two Strategies for Synthesis

function f x =

?? (spec: 0 — O,

1 — 2)

Top-down

X 272

P21 X

(?7?0 + ?73)

’ e Starts from empty program, fills in holes

{e Prune infeasible partial programs by domain-
~ specific reasoning

Bottom-up

) 3
s Same
Same .
outputs -~
(wrt mput
examples)

outputs

{[{® Builds larger programs from smaller ones

|[l® Prune redundant expressions by evaluation

(observational equivalence reduction)



Bidirectional SynthesisT

¢ Partial programs with holes by top-down, component expressions by bottom-up
e Missing holes are filled with the component expressions.

e Infeasible partial programs and redundant component expressions are pruned.

Top-down Bottom-up

"Woosuk Lee, Combining the Top-Down Propagation and Bottom-Up Enumeration for Inductive Program Synthesis, POPL2]



Inductive Program Synthesis Example

. Syntactic Spec ™~
S — X | 000 12

| SAS|ISVS|SeS Synthesizer
| S+S1SxS|S/S|S>>S

N s
* * f(x)=({(x+00012) ® x) >> 0001,
. Semantic Spec - ~\ o

£(1011,) = 0011,
. J

106



Pruning by Feasibility

. Syntactic Spec ™
S — X|00012
| SAS|SVvS|ISeS
| S+S|SxS|S/S|S§5>S
- s
. Semantic Spec ~\
£(1011,) = 0011,
w

.

>

S

1 >~

/\

(

2) >>

107



Pruning by Feasibility

(—- Syntactic Spec ™
S — X|00012
| SAS|SVvS|ISeS

| S+S[SxS|S/S|1S§5>>S
e -y

. Semantic Spec ~\
£(1011,) = 0011,
. S

ACL £(10115) = 10115 >>

10¢



Pruning by Feasibility

(—- Syntactic Spec
S — X | 000 12

| SAS|SVvS|SeS

N

| S+S|SxS|S/S|S>>S

~J How to detect7

el

N 4

. Semantic Spec

£(10115) = 0011,
.

“\

A

f(10115) = 10115 >>
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Static Analysis

To over-approximate all possible behaviors of programs

Perform simulation of program execution with “abstract” values instead of concrete ones
® Abstraction = over-approximation (e.g., concrete : {0, 2, 6} — abstract : even)

E.g., bitfield abstraction
o Each bit is represented by {0,1, L, T } where T:unknown, L:no value

° e.g., TOIT represents a set {00102,00112, 10102, 10117}

Abstract operators (denoted with #)

° eg, 1TI0 A" 00TT = 00TO

Forward analysis computes possible outputs of a program given inputs.

Backward analysis computes possible inputs of a program given outputs.

11C



Using Forward Analysis

Checking only output feasibility

- Semantic Spec - "~
Candidate Partial Program f(10113) =0011;
. y

f(x)=xV

S

Forward

x — 1011

— ]

111



Using Forward Analysis

Checking only output feasibility

’ Semantic Spec -
f(1011,) =0011,
-

Candidate Partial Program

f(x)=xV

S

Infeasible |
output



Limitation of Forward Analysis

Checking only output feasibility

- Semantic Spec - "~
Candidate Partial Program f(10113) =0011;
. y
Forward f (ic) —A®
- XD
— v

30011 X0 (x>> x® (x/ X®(x+




Need: Backward Analysis Too

Output feasibility + Hole Precondition

- Semantic Spec - "~
Candidate Partial Program f(10112) = 0011,
- J
Forward / (ic) —A®
- X D
— | [ | !
— 0011 {*? X0 (x>> x® (x/ X (X +

Backward /\ /\ /\
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Need: Backward Analysis Too

Output feasibility + Hole Precondition

Candidate Partial Program

fx) =

’ Semantic Spec -
f(1011,) =0011,

e

X &P

14 value of hole must be | / \
P 10002 f v

XD (x >>

x® (x/

X (x+

Backward /\ /\ /\

118



Need: Backward Analysis Too

Output feasibility + Hole Precondition

’ Semantic Spec - ™
f(1011,) =0011,
- v,

Candidate Partial Program

f(x)=xo

—

Forward

1 prune infeasible parts |

l X >> £ 1000,

Backward

11¢



Realized: SIMBA

o |QK+ lines of OCaml code

® Available at https://github.com/yhyoon/simba

e Currently being used by ProMBA

Synthesis specification

Initial partial programs

-

>

2

Static

Analysis Abstract domains
expert

>

Necessary

Precondition
Generator

Partial programs +
Necessary preconditions

Complete Success:
Program /O examples  ginq orogram

Composer
New partial programs
Components A
of size <n
Bottom-Up ‘% o
Enumerator |, Failure:

-

Increase n

satisfied D
_*_*' ISfi _ g

$
ig-
all partial programs tried

117
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Synthesis Algorithm

Synthesis specification

Initial partial programs

A

>

=~

Static

_ > -

Analysis Abstract domains
expert

>

Necessary |
Precondition l
Generator

Partial programs +

Complete Success :

Program

A

Nlecessary preconditions
; >
4 Composer
§ New partial programs
Components A
of size <n
Bottom-Up d& |
Enumerator | Failure:
= L
Increase n t' j

I/O examples Final program

g

satisfied
- 1 g!

all partial programs tried

11¢



Synthesis Algorithm

® x) >> 0001, '

/x) >> 0001,

Initial partial programs
chosen for illustration purpose

4

\.

Spec - "~

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

J

.

Goal -
f(x)=((x+0001,) ® x) >> 0001,

“.)
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Synthesis Algorithm

® x) >> 0001

[x) >> 0001

Forward Analysis

— BN
x — 1011
X —
(DEBX) >> (0001, ~—

4

\.

Spec - "~

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

J

.

Goal -
f(x)=((x+0001,) ® x) >> 0001,

“.)

12(



Synthesis Algorithm

® x) >> 0001

[x) >> 0001

® x) >> 0001,

Backward Analysis

X
DX

DD

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

\.

- Spec - ™

J

Goal -
[ f(x)=((x+0001,) ® x) >> 0001,

_)

Backward BV xor

<€

" x=011T

®"1011=011T

(110T}1011)

Backward BV shift-right

<

>>% 0001 = 0011
(011T}0011)
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Synthesis Algorithm

s Spec - ™
S — x]0001
— }(I)OIT | S/\SISZVSISEBS
X = 1 | S+SISxSIS/SIS>>S
EBX) >> 00012 — ®@x — O0I11T f(10115) = 0011,
(LUex)>>0001, — 0011 \.. S
Goal - -
[f(x) = ((x+0001) ® x) >> 0001, )
[x) >> 0001, Forward Analysis
— 1] |
= [0, 15]
x = [11,11]
| ["x = [ls/ hy, hs! ]
= 11, 15 [ 11]
= (10,1]




Synthesis Algorithm

s Spec - ™
S — x|0001,
— }(I)OIT | SASISVSIS®S
X = 1 | S+SISxSIS/SIS>>S
EBX) >> 00012 — ®@x — O0I11T f(10115) = 0011,
(LUex)>>0001, — 0011 \.. S
Goal - -
[f(x) = ((x+0001) ® x) >> 0001, )
[x) >> 0001, Forward Analysis
—
x — 1011
fx = 00T 1
(/x) >> 0001, ~— [ 0000 Z ]




Synthesis Algorithm

- Spec - ™
S — x|0001,

119T | SAS|SVS|SeS

1011 | S+S|SxS[S/S|S>>S
O11T f(10115) = 0011,

0011 \. S

Goal - -
[ f(x)=((x+0001,) ® x) >> 0001, )

X
b X
(L& x) >> 0001,

® x)>>0001, —

A

Discard

e kol

1011

L 000T

9000

Bl

/%) >> 000 [, =

1§17 1)

(O/x) >>0001, |

124



Synthesis Algorithm

Synthesis specification

Initial partial programs

>

>

2

Static

>

Analysis Abstract domains
expert

Necessary

Partial programs +
Necessary preconditions

g

Precondition

Generator | New partial programs

Bottom-Up

Components %

Enumerator |,

Composer

Complete Success :
Program /O examples i program

of size <n

-

Failure:

_ 3_3: satisfied _ @

all partial programs tried
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Synthesis Algorithm

[ Partial Programs

(

® x)>>0001, —

X
DX
® x) >> 0001

A

110T
1011
O11T
0011

# Components memmrrmmmm,

x (=1011)  §
0001, ]

. Spec - "~
S — x/0001,
| SAS|SVvS|SeS
| S+S|SxS|S/S|S>S
f(10112) =0011,
\.. L/

.

Goal -

f(x)=((x+0001,) ® x) >> 0001,

)

12¢



Synthesis Algorithm

Synthesis specification

Initial partial programs

2

Static

>

Analysis Abstract domains
expert

>

»| 1

Necessary
Precondition
Generator

S

Partial programs +

Complete Success :

Necessary preconditions

g

New partial programs

Program /O examples  gina) program

= A= =
- _T - o _ o~

of size < n

Bottom-Up d&

Enumerator |,

-

Increase n

‘ satisfied
Composer 5 »:g'_a: > 12!

i oSN 2 XD I v _ - g
\ o o == y

Failure: |all partial programs tried
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Synthesis Algorithm

/ Partial Programs

(

® x) >>0001-»

— 11071

x — 1011

ox — OI1T

® x)>>0001, — 0011

s Components - \
x (=1011»)
0001-,

o S

-

No component
satisties precondition
-> skip

\..

Spec - "~

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

J

.

Goal -
F(x) = ((x+00015) & x) >> 00015

_)

12¢



Synthesis Algorithm

Synthesis specification

Initial partial programs

>

>

2

Static

>

Analysis Abstract domains
expert

Necessary

Partial programs +
Necessary preconditions

g

Precondition

Generator | New partial programs

Bottom-Up

Components %

Enumerator |,

Composer

Complete Success :
Program /O examples i program

of size <n

-

Failure:

_ 3_3: satisfied _ @

all partial programs tried

12

C



Synthesis Algorithm

/ Partial Programs

(

® x)>>0001, —

X
DX
® x) >> 0001

A

110T
1011
O11T
0011

|

o Components emmmsmermss, - Spec - ~
x (=10113) ' S — x]0001,
0001, | | SASISvS[SeS
_ I | S+S[ISxS|S/S|S>>S
| x+0001, (=1100,) § 1011 = 00110
x+x (=01109) \_ y.
z x® 00012 (=10102) \; Goal - -
] [f(x) = ((x +0001,) & x) >> 0001, )

AV I BS < WO Aep 8 Lo L2y

T Size increased

13(



Synthesis Algorithm

s Partial Programs ™~ « COMPONENLS ermmesminamm, r Spec - ~
i x (= 10112)I S — x|0001,

110T | ' :
f O()()l | SAS|SvS|SeS

3 | S+S|SxS|S/S|S>S
011T *+00012 (= 11002) f(1011) = 0011,
0011 i x+x (=01102) ijf N J

(L x)>>0001, — X
D X
(de x) >> 0001,

. /

A

£(x) = ((x+0001,) ® x) >> 0001,

pama g o e gD il o ) S Ak B Logpoc2

ey XTX (= 00017)
XAX ( 10112) e 0003200015 (= 00015)

X A 0001, (5164157 -
v lgnore

Observational Equivalent
Components
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Synthesis Algorithm

[ Partial Programs

Components
;~ Comp N

— 11071
(L1 x) >>0001- T OT1
®@x +— OI11T
®x)>>0001, — 0011
\_

>

\\ coe j

x (=10115)
0001,
x+ 0001, (=11002)
X+ x (= 01102)
x® 0001, (=1010)

4

\.

Spec - "~

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

J

Goal -
f(x)=((x+0001,) ® x) >> 0001,

“.)

.
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Synthesis Algorithm

Partial Programs ™~ Components ~ Spec - "~
: 110T (ke ) [ S —  x]0001,
— 0001 | SASISVS|S®S
( @X) >> 00012 — x — 10011 0001 (_21100 ) | S+S|SxS|S/S|S>>S
&@x ~— OI1T . 2 2 f(10115) = 0011,
(O x) >>0001, — O00[L1 x+x (=01102) - y
; X@OOOIZ (= ].0].02) Goal - -
. / '\\ y [‘f(x):((x+00012)@x) >> 0001, )
/ Lookup Table _,\
{1100,1101} — | 0001 : 0001
0110 : x+x
1010 : xo0001>-
1011 : Xx
1100 : x+0001»

N J




Synthesis Algorithm

[ Partial Programs N
— (110T
(L1 x) >> 00015 x — 1001
ex — OI1T
® x)>>0001, — 00]11

JE

{1100}, 1101}

1107 =2 1100

(/ Components

0001,

x (=1011»)

x+ 0001, (=11005)
X+ x (= 01102) \_

) 4

Spec - "~

S — x|0001,
| SAS|SVS|SeS
| S+S[SxS|S/S|S>>S

£(1011,) = 0011,

J

Goal -
f(x)=((x+0001,) ® x) >> 0001,

“.)

x® 0001, (=10109)
. ) (
/ Lookup Table ™
0001 0001,
0110 X+ X
1010 x® 0001,
1011 X
11100 x+0001,
Ny J
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Synthesis Algorithm

/ Partial Programs "~ s Components ~, - Spec - ™~
0T x (=10113) S — x|0001,
*_’ SASISVS|S®S
(L& x) >>0001> — x — 1011 l +O()O?OO(1—21100 ) : s:s:s:s:sfsw»s
: ox — 0117 |+ 1. al 2 24 f(1011,) = 00115
O& x) >> 00012 — 0011 | .7 X+ X (: 01 102) \_ J
_ j x® 0001, (=10105) Goal - ~
““““““ - F(x) = ((x+00015) & x) >> 00015
“““““““““ - JC )
New Candidate Sglution
' |
f(x) = ((x+0001,) ® x) >> 0001, <( >olution Found!
— — f(lOl 1,) = (1011, +0001>,)® 10115) >>0001-

= (1100, ®1011,) >> 0001,
= 0111, >>0001»
= 0011,
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Evaluation

® Benchmark: 544 synthesis tasks from 2 sources

* HD: 44 from hacker’s delight

* Deobfsc: 500 deobfuscation tasks from QSynth [David et al. 2020]

® Baseline tools

* Duet:Woosuk Lee, "Combining the Top-Down Propagation and
Bottom-Up Enumeration for Inductive Program Synthesis”, POPL2 |

* Probe: Barke et al,, Just-in-Time Learning for Bottom-Up
Enumerative Synthesis, OOPSLA’20
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Results

e Siginificantly outperforms the baseline tools

DEOBFUSC HD
« 500 428 86 9
S
€ 200 40
O
C
e
— 300
Q
>
O
A 200 388
I
9
IE 100 1
+ 85 g
0 SIMBA DUET PROBE

# of the fastest-solved problems for each domain
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Results

® SIMBA(plot ©) shows the best performance

BitVec (HD+DEOBFUSC)

200001 —2— DUET (solved = 456)
. +— PROBE (solved = 409)
Y 60000 1
< —— SIMBA (solved = 519)
£ 50000
o |
O) :
2 40000
=
S 30000 -
Ln \a/
© 20000 -
o
= 10000- 7
- A\ ()
01 E LTt R WL s
0 100 200 300 400 500

# Solved instances (total = 544)

13¢



Room for Improvement

® The order in which holes are filled during the search can drastically
affect search efficiency (but largely unattained).

e E.g,synthesizing a program with /O example {x=4, y=1} - 9

the solutionis (x - vy) * 3

e Suppose we have a partial program (O - ) *

® check the feasibility by performing the parity analysis (even/odd)



Room for Improvement

e |f we always fill the leftmost hole first, (e.g., (x -

) > 0

o the parity analysis cannot determine the feasibility, since the

rightmost hole (which is yet to be filled) can be either odd or even

o |[f we fill the rightmost hole first, (e.g., (

o the parity analysis can determine it is infeasible (

be the desired output 9 (odd) ), allowing to prune the search space

early

)

x D)

* 2 cannot
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Improvement

® Ve devise a static analysis that identifies the best hole-filling order
(rightmost first in the previous example).

® By following the best hole-filling order, we can outperform SOTA

e Conditionally accepted to POPL26

Uniquely Solved Problems by Each Solver (Bitvector)

o o o HD
® We are integrating it into ProMBA. £so| - peorsc
= Bitvec-cond
S
Q- 60
3 (51
=
A 40
2
%J_ 47
< 20
-
+:
: © ,
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Conclusion

e |n MBA deobfuscation,

® By using advanced search algorithms

o Search-based program synthesis and equality saturation
® Ve can achieve better performance

o By discovering new simplification rules

o and sophisticated rule application orders that yield (nearly) optimal
results
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