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Who am I
•  Associate Professor at Hanyang University in South Korea

•  Research areas: programming languages (PL), software engineering (SE)

Automated program generation & repair

Static program analysis

•  Vita

2017-2018 Postdoctoral fellow, University of Pennsylvania (Advisor: Mayur Naik)

2016-2017 Postdoctoral fellow, Georgia Tech (Advisor:  Mayur Naik)

2016 Ph.D, Seoul National University (Advisor: Kwangkeun Yi)

2012 UC Berkeley visiting researcher (Advisor: Dawn Song)
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Code Obfuscation
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((((((~ ((b + ~ (((~ b | b) + b) + 1)) + 1) 
| b) - ~ ((b + ~ (((~ b | b) + b) + 1)) + 
1)) & (((b - e) - ((b | ~ e) + (b | ~ e))) - 
2)) * (((~ ((b + ~ (((~ b | b) + b) + 1)) + 
1) | b) - ~ ((b + ~ (((~ b | b) + b) + 1)) + 
1)) | (((b - e) - ((b | ~ e) + (b | ~ e))) - 

2)) + (((~ ((b + ~ (((~ b | b) + b) + 1)) + 
1) | b) - …

Code

Obfuscation

Code

Deobfuscation

e x e

• Produces Hard-to-Analyze Code
• Semantic-Preserving Transformation
• For: evasion of malware detection 👿  copyright protection 😇



Deobfuscation by Rewriting
•  Transforming into a simpler 

program

• Applying simplification 

rules (e.g., ￼ ) 

(￼  can be anything)

x + 0 → x
x
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Deobfuscator
Obfuscated

Program

…
Hand-crafted

simplification rules

Simplified
Program

•  Rules in prior methods (e.g., SSPAM)

Hand-crafted by domain experts

Limited search space

•  Application order in prior methods

Heuristics by domain experts

May miss the optimal solutions



Our Solution
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Discovering new rules (by Program synthesis) + Systematically applying the rules (by 
Term rewriting) + Finding optimal solutions by exhaustive search (by Equality saturation)

Rule Learner

Rule-based Simplifier

…

Learned Rules

Simplified
Program

Obfuscated
Program



Enabled by Program Synthesis
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•  Automatically finding programs satisfying user intent

•  Difference from LLMs? 

 Search algorithms based on programming languages theory

 (If it finishes) 100% guarantee of correctness 

 Better at discovering new programs (e.g., compiler superoptimization)

Input-output 
(I/O) examples 

or logical 
formula

Specification ProgramWhat is program synthesis?



Syntax-guided Synthesis (SyGuS) Standard
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Program
Syntactic constraint

Semantic constraint

Synthesizer

Specification

f(1) = 2 ^ f(3) = 6
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f(x) = 2x
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Syntactic Constraint:  A formal grammar (e.g., 
context-free grammar) consisting of SMT 

operators, limiting search space

Semantic Constraint: a logical formula over the target function f



Which Obfuscation?

• Mixed Boolean Arithmetic (MBA) expressions: with 
bitwise logical operators (AND, OR, XOR…) and arithmetic 
operators (+,-,*,/,%,…)

 e.g., 

•  MBA obfuscation: transforming arbitrary expressions into highly 
complex MBA expressions while maintaining their meaning

Information Hiding in Software with Mixed Boolean-Arithmetic Transforms 65

where ai are constants, ei,j are bitwise expressions of variables x1, . . . , xt over
Bn, and I, Ji ⊂ Z, are finite index sets, ∀i ∈ I, is a polynomial mixed Boolean-
arithmetic expression, abbreviated to a polynomial mba expression. (If each of
x1, . . . , xt is itself a polynomial mba expression of other variables, the composed
function is likewise a polynomial mba expression over Bn.) Each non-zero sum-
mand in the expression is a term. A linear mba expression is a polynomial mba
expression of the form ∑

i∈I

ai ei(x1, . . . , xt),

where ei are bitwise expressions of x1, . . . , xt and ai are constants.

Two examples of polynomial mba expressions over BA[n] are:

f(x, y, z, t) = 8458(x ∨ y ∧ z)3 ((xy) ∧ x ∨ t) + x + 9(x ∨ y)yz3,
f(x, y) = x + y − (x ⊕ (¬y))) − 2(x ∨ y) + 12564.

The latter is a linear mba expression. As indicated in [20], all integer comparison
operations can be represented by polynomial mba expressions with results in
their most significant bit (msb). For example, the msb of

(x − y) ⊕ ((x ⊕ y) ∧ ((x − y) ⊕ x))

is 1 if and only if x <s y.

3.2 Linear MBA Identities and Expressions

We now show the existence of an unlimited number of linear mba identities. We
use truth tables, where the relationship of variables of the expression in the table
and conjuncts is shown by example in Table 1.

Theorem 1. Let n, s, t be positive integers, let xi be variables over Bn for i =
1, . . . , t, let ej be bitwise expressions on xi’s for j=0, . . . , s−1. Let e=

∑s−1
j=0 aj ej

be a linear mba expression, where aj are integers, j=0, . . . , s− 1. Let fj be the
deduced Boolean expression from ej, and let (v0,j , . . . , vi,j , . . . , v2t−1,j)T be the
column vector of the truth table of fj, j = 0, . . . s − 1, and i = 0, . . . , 2t − 1. Let
A = (vi,j)2t×s, be the {0,1}-matrix of truth tables over Z/(2n). Then e = 0 if
and only if the linear system AY = 0 has a solution over ring Z/(2n), where
Ys×1 = (y0, · · · , ys−1)T is a vector of s variables over Z/(2n).

Proof. If e = 0, (a0, a1, · · · , as−1)T is plainly a solution of the linear system.
Assume a solution exists. Let zji represent the i−th bit value of ej , j =

0, 1, · · · , s−1, i=0, 1, · · · , n−1. Truth tables run over all inputs, so row vectors
of matrix A run over all values of i-th bit vector (z0,i, . . . , zs−1,i) in the Boolean
expressions, and via the above solution,

∑s−1
j=0 ajzj,i = 0, for i = 0, . . . , n − 1.

From the arithmetic point of view, ej =
∑n−1

i=0 zj,i2i. Thus we have
s−1∑

j=0

ajej =
s−1∑

j=0

n−1∑

i=0

ajzj,i2i =
n−1∑

i=0

s−1∑

j=0

ajzj,i2i =
n−1∑

i=0

2i(
s−1∑

j=0

ajzj,i) = 0,

as required. !
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MBA Obfuscation is Popular
•  The cost of obfuscation and executing obfuscated code is low. 

Only basic operations are added, and the execution flow remains 
unchanged (no additional calls to user/system functions, etc.)

•  Theoretical foundation: any bitwise expressions can be obfuscated in 
infinitely many ways. Deobfuscation is NP-hard.

•  Widely adopted by various tools

Code obfuscation (Tigress, VMProtect)

DRM (Irdeto)

Being used for malware
￼9



Previous Approaches for MBA Deobfuscation
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• Term Rewriting : SSPAM [Eyrolles et al. 2016]

• Program Synthesis : Syntia [Blazytko et al. 2017], QSynth [David et al. 2020], 

Xyntia [Menguy et al. 2021]

• Neural Network Inference : NeuReduce [Feng et al. 2020]

• Algebraic Methods : MBA-Solver [Xu et al. 2021], SiMBA [Reichenwallner et al. 

2022]



• Term Rewriting : SSPAM [Eyrolles et al. 2016]

• Program Synthesis : Syntia [Blazytko et al. 2017], QSynth [David et al. 2020], 

Xyntia [Menguy et al. 2021]

• Neural Network Inference : NeuReduce [Feng et al. 2020]

• Algebraic Methods : MBA-Solver [Xu et al. 2021], SiMBA [Reichenwallner et al. 

2022]
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Cannot handle a wide range of MBA obfuscation rules

No Guarantee of Correctness

Unscalable

Limited to a specific class of MBA expressions

Previous Approaches for MBA Deobfuscation



Our Goal
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• Term Rewriting : SSPAM [Eyrolles et al. 2016]

• Program Synthesis : Syntia [Blazytko et al. 2017], QSynth [David et al. 2020], 
Xyntia [Menguy et al. 2021]

• Neural Network Inference : NeuReduce [Feng et al. 2020]

• Algebraic Methods : MBA-Solver [Xu et al. 2021], SiMBA [Reichenwallner et 
al. 2022]

Cannot handle a wide range of MBA obfuscation rules

No Guarantee of Correctness

Unscalable

Limited to a specific class of MBA expressions

To overcome the limitations, we should achieve :

• Soundness : Guarantee of correctness

• Generality : Covers arbitrary MBA expressions

• Flexibility : Irrespective of obfuscation rules

• Scalability : Handles huge MBA expressions



Our Contribution

•  A novel and versatile method for deobfuscating arbitrary MBA 
expressions 

Synergistic combination of program synthesis, term rewriting,  
and equality saturation

Two novel methods: on-the-fly learning, scoped equality saturation

• Tool (ProMBA) 
https://github.com/astean1001/ProMBA

￼13

https://github.com/astean1001/ProMBA


Result in a Nutshell
• Success : | deobfuscation result | ≤ | original program | & semantic equivalence

• The size is measured by # of AST nodes

• Better than SOTA relying on heuristics designed by domain experts
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MBA-Solver QSynth Loki

ProMBA GAMBA [Reichenwallner et al.]
Average Success 83%

Average Success 
98%
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Program Synthesis-Based MBA Deobfuscation 
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Constraints
Synthesize

Result

SyntaxSame semantics

Grammar+

Deobfuscated expression

(((((~ e) + 1) & (~ ((((- e) - 
1) | (- a)) + (((- e) - 1) & (- 
a))))) + (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a)))))) - (((~ e) + 1) ^ 
((((- e) - 1) | (- a)) + (((- e) - 

1) & (- a))))) …

<latexit sha1_base64="zIdYqKfS/qc8F8sO22P4pjGr39I="></latexit>

S ! !S | S � S | S ^ S

| S _ S | �S | S + S

| S ⇥ S | S � S | S >> S

| S << S | V | C

V ! b | e | · · ·

C ! 0x00 | 0x01 | · · ·

1 + a

Can cover arbitrary MBA Exprs

￼|S % S |S/S



Challenge : Scalability
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size of obfuscated expression   ➞  synthesis performance 

Too Slow! 😡

(((((~ e) + 1) & (~ ((((- e) - 
1) | (- a)) + (((- e) - 1) & (- 
a))))) + (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a)))))) - (((~ e) + 1) ^ 
((((- e) - 1) | (- a)) + (((- e) - 

1) & (- a))))) …

1 + a
Synthesize



Solution 1 : Divide-and-Conquer
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size of obfuscated expression  -> deobfuscation performance 

Too Slow! 😡

(((((~ e) + 1) & (~ ((((- e) - 
1) | (- a)) + (((- e) - 1) & (- 
a))))) + (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a)))))) - (((~ e) + 1) ^ 
((((- e) - 1) | (- a)) + (((- e) - 

1) & (- a))))) …

1 + a
Synthesize

Our Solution : Simplifies a given MBA expression by recursively simplifying  
its sub-expressions. (divide-and-conquer)



Solution 2 : Learning Successful Synthesis Patterns On-the-fly 
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(1) Synthesize a minimal equivalent expression for a chosen subexpression

(2) If a smaller expression found, add the transformation as a rewrite rule and 
apply to the other parts of the obfuscated expression.
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Overall Architecture
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lIllustrative Example
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(((((~ e) + 1) & (~ ((((- e) - 1) 
| (- a)) + (((- e) - 1) & (- a))))) 
+ (((~ e) + 1) & (~ ((((- e) - 1) 
| (- a)) + (((- e) - 1) & (- a)))))) 
- (((~ e) + 1) ^ ((((- e) - 1) | (- 
a)) + (((- e) - 1) & (- a))))) …

Code

Deobfuscatior 1 + a



Applying Linear Simplifier
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Applying Linear Simplifier
•  Linear combination of 

bitwise logical operations

 e.g., 
￼

•  Various off-the-shelf tools 
for linear MBA 

We use SiMBA 
[Reichenwallner 2022]. 

(x ⊕ (¬y)) − 2(x ∨ y) + 1

￼25

Simplify linear sub-exprs
with off-the-shelf simplifier



Apply Linear Simplifier
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(((((~ e) + 1) & (~ ((((- e) - 1) | (- a)) + (((- 
e) - 1) & (- a))))) + (((~ e) + 1) & (~ ((((- 
e) - 1) | (- a)) + (((- e) - 1) & (- a)))))) - 

(((~ e) + 1) ^ ((((- e) - 1) | (- a)) + (((- e) - 
1) & (- a))))) …

((~ e) + 1) Simplify

((- e) - 1)
- e
~ e



Synthesize Subexpression
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 Choose Subexpression
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((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 
(((((e + a) * (e | (- a))) & (~ (- e))) + (e + a)) - 

(((- e) | ((e + a) * (e | (- a)))) & ((e + a) - (- e))))

…



Challenge : Still Unscalable
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((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 
(((((e + a) * (e | (- a))) & (~ (- e))) + (e + a)) - 

(((- e) | ((e + a) * (e | (- a)))) & ((e + a) - (- e))))

…

(((((e + a) * (e | (- a))) & (~ (- e))) + (e + a)) - 
(((- e) | ((e + a) * (e | (- a)))) & ((e + a) - (- e))))

Synthesize
?

Still too big 😡



Solution : Changing Sub-Expressions to Variables
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(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

Synthesize (v1 & ((v2 * v3) & 
(v2 - v1)))

Scalable 🙂

((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 
(((((e + a) * (e | (- a))) & (~ (- e))) + (e + a)) - 

(((- e) | ((e + a) * (e | (- a)))) & ((e + a) - (- e))))

…

v1 → (- e)
v2 → (e + a)
v3 → (e | (- a))

Substitution



Learn Rewrite Rule
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(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

Synthesize (v1 & ((v2 * v3) & 
(v2 - v1)))

((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) + 
((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 

(v1 & ((v2 * v3) & (v2 - v1)))

…

Rewrite Rule

…

Learn Rule

v1 → (- e)
v2 → (e + a)
v3 → (e | (- a))

Substitution



Substitute Variables
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(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

Synthesize (v1 & ((v2 * v3) & 
(v2 - v1)))

((((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a))))) 

+ ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) … 


((e + a) & (((e | (~a)) * (~ e)) & ((e | (~a)) - (~ e))))

…

Rewrite Rule

…

Learn Rule

v1 → (- e)
v2 → (e + a)
v3 → (e | (- a))

Substitution



Apply Rewrite Rule
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Problem : Rule seems too specific
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((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) …

(((~ e) & (~ a)) + e) - ((a & (~ e)) & (- a)) …

Rewrite Rule

…

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

(v1 & ((v2 * v3) & 
(v2 - v1)))

Mismatch



Solution : Generalize Rule
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((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) …

(((~ e) & (~ a)) + e) - ((a & (~ e)) & (- a)) …

Rewrite Rule

…

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

(v1 & ((v2 * v3) & 
(v2 - v1)))

No Matching Rule 😡

Our Solution : Generalize existing rule 

1. Identifies sub-expression that are common in both sides

(v1 & ((v2 * v3) & 
(v2 - v1)))

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 



Solution : Generalize Rule
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((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) …

(((~ e) & (~ a)) + e) - ((a & (~ e)) & (- a)) …

Rewrite Rule

…

(((v2 * v3) & (~ v1)) + v2)  
- ((v1 & (v2 * v3)) & (v2 - v1)) 

(v1 & ((v2 * v3) & 
(v2 - v1)))

No Matching Rule 😡

Our Solution : Generalize existing rule

2. Replace common sub-expressions into fresh variable
3. Check correctness of the generalized rule with SMT Solver

((y1 & (~ v1)) + v2)  
- ((v1 & y1) & y2) (v1 & (y1 & y2))



Solution : Generalize Rule

￼37

((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) …

(((~ e) & (~ a)) + e) - ((a & (~ e)) & (- a)) …

Rewrite Rule

…

((y1 & (~ v1)) + v2)  
- ((v1 & y1) & y2) (v1 & (y1 & y2))

Rule Match 🙂

v1 → a
v2 → e
y1 → (~ e)
y2 → (- a)

Substitution



Apply Rewrite Rule
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((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) …


(a & ((~ e) & (- a)) …

Rewrite Rule

…

((y1 & (~ v1)) + v2)  
- ((v1 & y1) & y2) (v1 & (y1 & y2))

v1 → a
v2 → e
y1 → (~ e)
y2 → (- a)

Substitution



Choose Subexpression
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((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


…

Rewrite Rule

…



Synthesize
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Rewrite Rule

…

(((~ e) | (- a)) + ((~ e) & (- a)))
Synthesize

((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


…



Synthesize
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Rewrite Rule

…

(((~ e) | (- a)) + 
((~ e) & (- a)))

Synthesize

((2 * ((- e) & (~ (((~ e) | (- a)) + ((~ e) & (- a)))))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


…

Synthesize Successful 🙂

((~ a) - e)



Add Rule
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Rewrite Rule

…

(((~ e) | (- a)) + 
((~ e) & (- a)))

Rewrite

((2 * ((- e) & (~ ((~ a) - e)))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


…

((~ a) - e)



Apply Rules
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Rewrite Rule

…

(((~ e) | (- a)) + 
((~ e) & (- a)))

Rewrite

((2 * ((- e) & (~ ((~ a) - e)))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


… (((~ e) | (- a)) + ((~ e) & (- a)))) …

(((~ e) | (- a)) + ((~ e) & (- a))) ...

((~ a) - e)



Apply Rules
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Rewrite Rule

…

(((~ e) | (- a)) + 
((~ e) & (- a)))

Rewrite

((2 * ((- e) & (~ ((~ a) - e)))) 

- ((- e) ^ (((~ e) | (- a)) + ((~ e) & (- a))))) 


… ((~ a) - e)…

((~ a) - e) ...

((~ a) - e)



Choose Subexpression
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((2 * ((- e) & (~ (((~ a) + (- e))))) 

- ((- e) ^ ((~ a) + (- e))))

Rewrite Rule

…



Synthesize
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((2 * ((- e) & (~ (((~ a) + (- e))))) 

- ((- e) ^ ((~ a) + (- e))))

Rewrite Rule

…

((2 * ((- e) & (~ (((~ a) + (- e))))) 

- ((- e) ^ ((~ a) + (- e))))

Synthesize
1 + a



Learn Rule
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((2 * ((- e) & (~ (((~ a) + (- e))))) 

- ((- e) ^ ((~ a) + (- e)))) …

Rewrite Rule

((2 * ((- e) & (~ (((~ a) + (- e))))) 

- ((- e) ^ ((~ a) + (- e))))

Rewrite
1 + a



Apply Rules
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(1 + a)
Rewrite Rule

Deobfuscation Completed! 😀



Formal Properties
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Applying a 


rule
…

(Soundness) semantics unchanged

(Termination) finitely many rule applications

(((((~ e) + 1) & (~ 
((((- e) - 1) | (- a)) + 
(((- e) - 1) & (- a))))) 
+ (((~ e) + 1) & (~ 

((((- e) - 1) | (- a)) + 
(((- e) - 1) & (- a)))))) 

((2 * ((- e) & 
(~ (((~ e) | (- 
a)) + ((~ e) & 

(- a)))))) 

- ((- e) ^ (((~ 
e) | (- a)) + 

(1 + a)

￼49



Goals Achieved
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Our technique achieves the following properties :

• Sound : By soundness of synthesis and term rewriting

• General : By synthesizing arbitrary MBA expression 

• Flexible : By applying rules learned on-the-fly

• Scalable : By divide-and-conquer



Brief Experimental Result
• Success Rate

(1) size of result ≤ size of groundtruth  (measured by by # of AST nodes)
(2) semantic equivalence

• For 4000 MBA obfuscated expression, success rate of 84% 

• Can we do better? 
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Contents

•  MBA Deobfuscation with Program Synthesis and Term Rewriting

• Advanced MBA Deobfuscation with Scoped Equality 
Saturation

Jaehyung Lee, Seoksu Lee, Eunsun Cho and Woosuk Lee, Simplifying Mixed 
Boolean-Arithmetic Obfuscation by Program Synthesis and Equality Saturation, ACM 
TOSEM (Under Review)

•  Enabling technology: high-performance program synthesis

￼52



Limitation: Phase-Ordering Problem
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Rule 1 Rule 2 Rule 3 Rule 4

Rule 3 Rule 1 Rule 4 Rule 2

VS Different outcome
depending on the 
application order



Naive Existing Solutions
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Rule 1,3 Rule 1,2 Rule 2,4 Rule 1

•  Using a pre-defined application order — suboptimal!

•  Backtracking (i.e., maintaining top-k candidates) — suboptimal and expensive

Rule 1 Rule 4

Rule 3
Rule 1

………..………..Rule 2



Equality Saturation

•  A principled solution to the phase ordering problem

•  Obtains results of all possible orderings and extract the best one 
among them

•  Enabled by E-graph, a very efficient data structure

￼55



E-Graph

•  E-graph = e-nodes + e-classes

 E-classes = set of e-nodes 

 E-node = a node whose children are e-classes

•  Meaning

E-node (bold): expressions with sub-expressions 
represented by children e-classes

E-class (doted): semantically equivalent e-nodes
￼56

￼≪

￼n ￼1

￼/

￼2

￼×

￼× ￼/

ecn

ec2n ec1

ec2

1 2

3 4 5

6 7 8



Example

•  Optimizing ￼  using the following rules: 
            (1)  ￼            (2)  ￼       
            (3)     ￼                    (4)        ￼

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x

￼57

egg: Fast and Extensible Equality Saturation 23:5

�

D




�

(a) Initial e-graph
contains (! × 2)/2.

�

D




� �

��

(b) A!er applying rewrite
" × 2 → " # 1.

�

D




� �

��




�

(c) A!er applying rewrite
(" × #)/$ → " × (#/$).

�

D




� �

��




�

(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly

Proc. ACM Program. Lang., Vol. 5, No. POPL, Article 23. Publication date: January 2021.



Example

•  Optimizing ￼  using the following rules: 
            (1)  ￼            (2)  ￼       
            (3)     ￼                    (4)        ￼

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x

￼58

egg: Fast and Extensible Equality Saturation 23:5

�

D




�

(a) Initial e-graph
contains (! × 2)/2.

�

D




� �
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(b) A!er applying rewrite
" × 2 → " # 1.

�

D
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(c) A!er applying rewrite
(" × #)/$ → " × (#/$).

�

D




� �

��




�

(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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egg: Fast and Extensible Equality Saturation 23:5
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contains (! × 2)/2.
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(b) A!er applying rewrite
" × 2 → " # 1.
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(c) A!er applying rewrite
(" × #)/$ → " × (#/$).

�

D
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�

(d) A!er applying rewrites
"/" → 1 and 1 × " → " .

Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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•  Optimizing ￼  using the following rules: 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            (3)     ￼                    (4)        ￼

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x
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Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
so on.

2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Fig. 2. An e-graph consists of e-classes (dashed boxes) containing equivalent e-nodes (solid boxes). Edges
connect e-nodes to their child e-classes. Additions and modifications are emphasized in black. Applying
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are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Example

•  Optimizing ￼  using the following rules: 
            (1)  ￼            (2)  ￼       
            (3)     ￼                    (4)        ￼

• More rule application can’t change the graph 

— Saturation! 

Exprs represented by the root node’s e-class  
is all exprs obtainable by applying the rules  
in all possible orders

(a × 2)/2
x × 2 → x << 1 (x × y)/z → x × (y/z)

x/x → 1 1 × x → x
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rewrites to an e-graph adds new e-nodes and edges, but nothing is removed. Expressions added by rewrites
are merged with the matched e-class. In Figure 2d, the rewrites do not add any new nodes, only merge
e-classes. The resulting e-graph has a cycle, representing infinitely many expressions: !, ! × 1, ! × 1 × 1, and
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Extracting an Optimal Solution
•  Extract an expression of the best score after saturation†

 e.g., greedy method using scores assigned for each kind of e-node
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2.1.3 Interface and Rewriting. E-graphs bear many similarities to the classic union-!nd data struc-
ture that they employ internally, and they inherit much of the terminology. E-graphs provide two
main low-level mutating operations:

• add takes an e-node % and:
– if lookup(%) = !, return !;
– if lookup(%) = ∅, then set& [!] = {%} and return the id !.

• merge (sometimes called assert or union) takes two e-class ids ! and ', unions them in the
union-!nd( , and combines the e-classes by setting both& [!] and& ['] to& [!] ∪& ['].

Both of these operations must take additional steps to maintain the congruence invariant.
Invariant maintenance is discussed in Section 3.

E-graphs also o"ers operations for querying the data structure.

• find canonicalizes e-class ids using the union-!nd( as described in de!nition 2.1.
• ematch performs the e-matching [de Moura and Bjørner 2007; Detlefs et al. 2005] procedure
for !nding patterns in the e-graph. ematch takes a pattern term ) with variable placeholders
and returns a list of tuples (*, +) where * is a substitution of variables to e-class ids such that
) [*] is represented in e-class + .

These can be composed to perform rewriting over the e-graph. To apply a rewrite ℓ → - to
an e-graph, ematch !nds tuples (*, +) where e-class + represents ℓ [*]. Then, for each tuple,
merge(+, add(- [*])) adds - [*] to the e-graph and uni!es it with the matching e-class c.

Figure 2 shows an e-graph undergoing a series of rewrites. Note how the process is only additive;
the initial term (!×2)/2 is still represented in the e-graph. Rewriting in an e-graph can also saturate,
meaning the e-graph has learned every possible equivalence derivable from the given rewrites. If
the user tried to apply " ×# → # × " to an e-graph twice, the second time would add no additional
e-nodes and perform no new merges; the e-graph can detect this and stop applying that rule.

2.2 Equality Saturation

Term rewriting [Dershowitz 1993] is a time-tested approach for equational reasoning in program
optimization [Joshi et al. 2002; Tate et al. 2009], theorem proving [De Moura and Bjørner 2008;
Detlefs et al. 2005], and program transformation [Andries et al. 1999]. In this setting, a tool repeatedly
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Fundamental Meaning of Equality Saturation

•  E-graph ≅ Grammar representing semantically equivalent exprs 

(E-class ≅ non-terminal, E-node ≅ production rule)

•  Equality saturation = grammar induction

￼63



Major Change to the Overall Architecture

•  Rule rewriter → Equality saturator 
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Major Change to the Overall Architecture

•  Rule rewriter → Equality saturator 
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Simplifying Mixed Boolean-Arithmetic Obfuscation by Program Synthesis and Equality Saturation 111:3

Fig. 1. Overview of the P��MBA system.

of such deobfuscators can be used in our approach. After this step, all linear MBA sub-
expressions are simpli�ed, but the resulting MBA expression may still contain non-linear
MBA sub-expressions that can be simpli�ed further.

(2) Given the simpli�ed MBA expression, we aim to �nd an equivalent MBA expression that is
smaller in size. This problem can be solved by program synthesis in theory. However, the
synthesis problem is usually intractable because the search space is too large due to the
signi�cant size of the MBA expression. Therefore, we adopt a divide-and-conquer approach.
We choose a sub-expression of the MBA expression and synthesize its equivalent counterpart
of smaller size. By doing so, we reduce the search space and the complexity of the synthesis
problem.

(3) From the chosen sub-expression and the synthesized one, we learn an MBA equivalence
between them. This equivalence can be viewed as a transformation rule. We generalize the
learned equivalence and add it to the set of rules to reduce their number and increase their
�exibility.

(4) We apply the transformation rules to rewrite the MBA expression. We explore every possibble
MBA expression that can be generated by applying the transformation rules in an arbitrary
order. This step is for the purpose of overcoming the limitation of conventional term rewriting
that can produce suboptimal results depending on the order of the rules applied (known
as the phase ordering problem). Equality saturation enables us to solve the phase ordering
problem by leveraging an e�cient data structure called e-graph [56] to represent all MBA
expressions generated by the transformation rules. We can extract the smallest expression
from the resulting e-graph. However, even with equality saturation, the rewriting process
may be time-consuming because the search space grows exponentially with the size of the
target expression and the number of transformation rules.
To address this issue, we propose a novelmethod that we call scoped equality satura-
tion. Our scoped equality saturation controls both the size of the target expression
and the set of transformation rules to be used for simpli�cation. We pick a sub-
expression of the current target expression and apply equality saturation only with
possibly relevant rules to the sub-expression. This approach signi�cantly reduces
the time required for equality saturation.
After this step, the MBA expression may contain linear terms that can be further simpli�ed
by the linear MBA deobfuscator. We go back to Step 1 and repeat the process until the MBA
expression cannot be simpli�ed further.

The key novelty of our approach is two-fold. First, we perform on-the-�y learning of rules
for simpli�cation, and apply them to rewrite the MBA expression. This on-the-�y learning of
transformation rules allows us to handle arbitrary (possibly non-linear and non-polynomial) MBA
expressions obfuscated with diverse rules for obfuscation. This is in contrast to existing term
rewriting-based deobfuscators that use a �xed set of rules [21], which limits their applicability
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lIllustrative Example
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((((¬((((d∧(¬c))−
((¬d)∧c))⊕(−d−1))+
((((d∧(¬c))−
((¬d)∧c))∧(−d−1))<<1)))
+1)∧(¬(((¬(e−1))∧(¬((¬(((e∧
(¬d))+(e∧(¬d)))−(e⊕d)))
+1)))+((¬(((e∧(¬d))+
(e∧(¬d)))−(e⊕d)))+1))))
+(((¬(e −1))∧(¬((¬(((e 
∧(¬d))+(e ∧(¬d)))−(e ⊕d)))
+1))) +((¬(((e ∧(¬d))+(e 
∧(¬d)))−(e ⊕d)))+1)))

Code

Deobfuscatior (d − e) ∨ ((−e) ∨ (c + 1))



Synthesize
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((((¬((((d∧(¬c))−((¬d)∧c))⊕(−d−1))+((((d∧(¬c))−((¬d)∧c))∧(−d−1))<<1)))
+1)∧(¬(((¬(e−1))∧(¬((¬(((e∧(¬d))+(e∧(¬d)))−(e⊕d)))+1)))+((¬(((e∧(¬d))+
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+(((¬(e −1))∧(¬((¬(((e ∧(¬d))+(e ∧(¬d)))−(e ⊕d)))+1))) +((¬(((e ∧(¬d))+(e 
∧(¬d)))−(e ⊕d)))+1)))

e ∧(¬d))+(e ∧(¬d)))−(e ⊕d)))+1
Synthesize

d - e

Rewrite Rule
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+1)∧(¬(((¬(e−1))∧(¬((¬(((e∧(¬d))+(e∧(¬d)))−(e⊕d)))+1)))+((¬(((e∧(¬d))+
(e∧(¬d)))−(e⊕d)))+1))))
+(((¬(e −1))∧(¬((¬(((d - e))) +((¬(((e ∧(¬d))+(e ∧(¬d)))−(e ⊕d)))+1)))

e ∧(¬d))+(e ∧(¬d)))−(e ⊕d)))+1
Synthesize

d - e

Rewrite Rule

Synthesize
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Synthesize

Rewrite Rule

. . . . . 

((((¬((((d∧(¬c))−((¬d)∧c))⊕(−d−1))+((((d∧(¬c))−((¬d)∧c))∧(−d−1))<<1)))
+1)∧(¬(((¬(e−1))∧(¬((¬(((e∧(¬d))+(e∧(¬d)))−(e⊕d)))+1)))+((¬(((e∧(¬d))+
(e∧(¬d)))−(e⊕d)))+1))))
+(((¬(e −1))∧(¬((¬(((d - e))) +((¬(((e ∧(¬d))+(e ∧(¬d)))−(e ⊕d)))+1)))

Synthesize



•  After repeated synthesis, we have 
 

• with the following learned rules

After Rule Synthesis

￼70

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1))) ∨  
(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))

Rewrite Rule

…

•   a << 1 → 2 × a
•   a⊕b + 2×a∧b → a+b
•   ((¬a)∧(¬b)) → (¬(a∨b))
•   (a + 1) → (−(¬a))
•   (¬(¬a)) → a
•   …



Equality Saturation

•  We may apply equality saturation to the current expression with the 
learned rules

•  Because of its large size, even the state-of-the-art equality saturation 

library (egg  ) times out.

￼71

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1))) ∨  
(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))



Scoped Equality Saturation

•  “Scoped” in both target region and rules 

•   Step 1 : split the large expr into smaller regions 

 Region (1) and Region (2)  
 
 
 
 
Each part does not exceed a certain size limit (e.g., height 6 in AST)

￼72

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1)))      ∨ 
(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))



Scoped Equality Saturation
 Step 2 : for each target region, get “relevant” rules that may be useful

￼73

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1)))      ∨ 
(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))



Scoped Equality Saturation
 Step 2 : for each target region, get “relevant” rules that may be useful

￼74

(−(((d − c − 2) ⊕ (−d − 1)) + 
(((d − c − 2) ∧ (−d − 1)) << 1)))

(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))
+(1+(¬(e −d))))

  a << 1 → 2 × a
  a⊕b + 2×a∧b → a+b
  ((¬a)∧(¬b)) → (¬(a∨b))
  (1 + a) → (−(¬a))
  (¬(¬a)) → a

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a



Scoped Equality Saturation
Step 3 : pick the region of more“relevant” rules and do Eqsat with the rules 

￼75

(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))
+(1+(¬(e −d))))

  a << 1 → 2 × a
  a⊕b + 2×a∧b → a+b
  ((¬a)∧(¬b)) → (¬(a∨b))
  (1 + a) → (−(¬a))
  (¬(¬a)) → a

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(−(((d − c − 2) ⊕ (−d − 1)) + 
(((d − c − 2) ∧ (−d − 1)) << 1)))

2 relevant rules   <   3 relevant rules

Pick the region (2)



Scoped Equality Saturation
Step 3 : pick the region of more“relevant” rules and do Eqsat with the rules 

￼76

(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))
+(1+(¬(e −d))))

((¬a)∧(¬b)) → (¬(a∨b))
(a + 1) → (−(¬a))
(¬(¬a)) → a

Equality 
Saturation ¬((e − 1) ∨ (d - e)) − (e − d)

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1))) ∨  
(¬((e − 1) ∨ (d - e)) − (e − d))



How to Find “Relevant” Rules?

•  A simple way to determine the relevance of a rule is to check if the 
left-hand side of the rule matches some sub-expressions. 

￼77

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

No subexprs of 
form 

a << 1 and  
a⊕b + 2×a∧b

(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))



How to Find “Relevant” Rules?

•  A simple way to determine the relevance of a rule is to check if the 
left-hand side of the rule matches some sub-expressions. 

￼78

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1+(¬(e −d)))))+(1+(¬(e −d))))



How to Find “Relevant” Rules?

•  A simple way to determine the relevance of a rule is to check if the 
left-hand side of the rule matches some sub-expressions. 

￼79

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))



How to Find “Relevant” Rules?

•  A simple way to determine the relevance of a rule is to check if the 
left-hand side of the rule matches some sub-expressions. 

￼80

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

No subexprs of 
form 
¬(¬a)



May Miss Useful Rules

•  Unfortunately, this simple method may miss useful rules.

￼81

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

No subexprs of 
form 
¬(¬a)

This rule should 
NOT be excluded 

— essential for 
simplification!



May Miss Useful Rules

• Why do we need (¬(¬a)) → a ?

￼82

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1 + (¬(e −d))))

(((¬(e −1)) ∧ (¬(− ¬(¬(e − d)))))+(− ¬(¬(e − d))))

(1 + a) → (−(¬a))



May Miss Useful Rules

• Why do we need (¬(¬a)) → a ?

￼83

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1 + (¬(e −d))))

(1 + a) → (−(¬a))

(((¬(e −1)) ∧ (¬(− ¬(¬(e − d)))))+(− ¬(¬(e − d))))

(((¬(e −1)) ∧ (¬(−(e − d))))+(−(e − d)))

(¬(¬a)) → a

. . .

We need this



Heuristic for Finding Relevant Rules

•  The simple syntactic matching doesn’t work 

 Identifying rules useful for equality saturation is hard because of 
the complex interactions among the rules. 

•  We use the following heuristic. 

 A rule ￼  is relevant for equality saturation over ￼  if all sub-
expressions of a certain size (e.g., height 1 in AST) in ￼  match 
some sub-expressions of ￼

L → R e
L

e

￼84



Heuristic for Finding Relevant Rules

￼85

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

+

⊕

a b

×

∧

a b

2

AST of the LHS

Sub-exprs of height 1



Heuristic for Finding Relevant Rules

￼86

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

+

⊕

a b

×

∧

a b

2

AST of the LHS

Sub-exprs of height 1



Heuristic for Finding Relevant Rules

￼87

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

∧

¬ ¬

AST of the LHS

Sub-exprs of height 1

ba



Heuristic for Finding Relevant Rules

￼88

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

∧

¬ ¬

AST of the LHS

Sub-exprs of height 1

ba



Heuristic for Finding Relevant Rules

￼89

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

¬

¬

AST of the LHS

Sub-exprs of height 1

a



Heuristic for Finding Relevant Rules

￼90

a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(¬(¬a)) → a

(((¬(e −1)) ∧ (¬(1 + (¬(e −d)))))+(1+(¬(e −d))))

¬

¬

AST of the LHS

Sub-exprs of height 1

a



Scoped Equality Saturation

•  After reducing Region (2), now we have  
 
 
 
 which is small enough for equality saturation. 

•  Equality saturation with relevant rules  
 gives us  
 which is the ground truth. 

￼91

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1))) ∨  
(¬((e − 1) ∨ (d - e)) − (e − d))

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(d − e) ∨ ((−e) ∨ (c + 1))



Scoped Equality Saturation

•  After reducing Region (2), now we have  
 
 
 
 which is small enough for equality saturation. 

•  Equality saturation with relevant rules  
 gives us  
 which is the ground truth. 

￼92

(−(((d − c − 2) ⊕ (−d − 1)) + (((d − c − 2) ∧ (−d − 1)) << 1))) ∨  
(¬((e − 1) ∨ (d - e)) − (e − d))

a << 1 → 2 × a 
a⊕b + 2×a∧b → a+b
((¬a)∧(¬b)) → (¬(a∨b))
(1 + a) → (−(¬a))
(¬(¬a)) → a

(d − e) ∨ ((−e) ∨ (c + 1))



Heuristic for Finding Relevant Rules

•  Our rule choice heuristic is neither sound nor complete. 

 i.e., we may select irrelevant rules or miss relevant rules.

•  To mitigate the hazard of missing useful rules, we always include base 
rules that are useful in many cases. 

•  Seems to work well in practice

 Reduce time for Eqsat by up to 50% 

 Disabling the rule choice heuristic (i.e,. including all the available 
rules) increases runtime without further simplification.

￼93



Experimental Setup
•  Implementation : ProMBA

•  Major Components

 Synthesizer : SimbaS [Yoon et al. 2023]

 Linear MBA Simplifier : SimbaD [Reichenwallner and Meerwald-
Stadler. 2022]

 Equality saturation : egg [Willsey et al. 2021]

 Correctness Verifier: Z3

￼94



Experimental Setup (Dataset)
•  4011 non-linear MBA expressions

MBA-Solver [PLDI ’21] : 2011 MBA Expr (Complex Groundtruth)

• Small Polynomial + Non-polynoimal MBA with limited operators

QSynth [BAR ’20] : 500 MBA Expr (Complex Groundtruth)

• Medium-sized Non-polynomial MBA with limited operators

Loki [USENIX ’22] : 1000 MBA Expr (Simple Groundtruth)

• Huge Non-polynomial MBA with all of the arithmetic and 
logical operators

• 1 hr timeout
￼95

= Original Expr



Experimental Setup (Baselines)
•  MBASolver [PLDI ‘22] 

Sound, algebraic method, limited to polynomial MBA expressions

•  Syntia [USENIX ’17]

Unsound, synthesis-based blackbox MBA Deobfuscator

Synthesis from 10 random I/O Examples, Use best outcome in 30 trial

•  GAMBA [ WORMA’ 23] 

Sound, algebraic method based, state-of-the-art MBA Deobfuscator 

•  GOOMBA [2023]

Sound, algebraic method + table lookup, plugin for the Hex-Rays decompiler
￼96



Success Rate
• Average deobfuscation success rate of 97.8%, significantly 

outperforming all the other tools (13%, 82.5%, 39.4%, 41.8%)

￼97

0%

25%

50%

75%

100%

MBA-Solver QSynth Loki

ProMBA MBASolver GAMBA Syntia GOOMBAAverage 
Success Rate

97.8% 100% for Loki



Size of Results

•  Generates the smallest results among sound tools

￼98

1

10

100

MBA-Solver QSynth Loki

ProMBA MBASolver GAMBA Syntia GOOMBAAvg Size 7.7
(< Groundtruth 

9.64)

Avg Size 3.6
But Can Handle Only 

Small Groundtruth



Deobfuscation Time

•  Slower than the other tools 😢

￼99

0

100

200

300

400

MBA-Solver QSynth Loki

ProMBA MBASolver GAMBA Syntia GOOMBA

Avg. 187s Avg. 0.4s Avg. 4.3sAvg. 141s Avg. 8.8s



Efficacy of on-the-fly learning

￼100

• On the fly learning is better than offline learning or no learning

0

45

90

135

180

Time

OnTheFly Offline NoLearn

60%

70%

80%

90%

100%

Success Rate

Use only rules 
learned from 
training data

Do not reuse 
learned rules



Impact of Underlying Synthesizer

￼101

• Synthesis performance : SimbaS > Duet > EUSolver
• Rules discovered by a better synthesizer lead to better simplification.

0

40

80

120

160

Time

SimbaS [PLDI'23] Duet [POPL'21]
EUSolver [TACAS'17]

60%

70%

80%

90%

100%

Success Rate



Efficacy of Scoped Equality Saturation

• Increased success rate:  
84.4% → 97.8%

• Reduced average size 
of deobfuscated results 
: 9.4 → 7.7 (in AST 
nodes)

• Increased runtime: 

100s → 187s  😢

￼102

0%

25%

50%

75%

100%

MBA-Solver QSynth Loki

ProMBA+EqSat ProMBA-EqSat



Contents
•  MBA Deobfuscation with Program Synthesis and Term Rewriting

• Advanced MBA Deobfuscation with Scoped Equality Saturation

• Enabling technology: high-performance program synthesis
Yongho Yoon, Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis via Iterative 
Forward-Backward Abstract Interpretation. ACM PLDI 2023

Doyoon Lee, Woosuk Lee, and Kwangkeun Yi, Inductive Program Synthesis by Meta-
Analysis-Guided Hole Filling ACM POPL 2026 (conditionally accepted)

￼103



0 x 1

0 + x

(x + 1) - x

x + 1

. . .

Background: Two Strategies for Synthesis

Top-down Bottom-up

• Starts from empty program, fills in holes


• Prune infeasible partial programs by domain-
specific reasoning

• Builds larger programs from smaller ones


• Prune redundant expressions by evaluation 
(observational equivalence reduction)

Same  
outputs 
(wrt input  
  examples)

Same  
outputs

??1 × ??2
x

3 × ??2

. . .
??1 × (??2 + ??3)

??

￼104

function f x = ?? (spec: 0 ⟼ 0, 1 ⟼ 2)



Bidirectional Synthesis†

•  Partial programs with holes by top-down, component expressions by bottom-up


•  Missing holes are filled with the component expressions.


•  Infeasible partial programs and redundant component expressions are pruned.

￼105
†Woosuk Lee, Combining the Top-Down Propagation and Bottom-Up Enumeration for Inductive Program Synthesis, POPL’21

??1 + ??2??1 - ??2 x

3 + ??2

0 x 1

0 + x

(x + 1) - x

x + 1

. . .
??1 + (??2 + ??3)

. . .??Top-down Bottom-up



Inductive Program Synthesis Example

￼106

Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

Synthesizer

<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec



Pruning by Feasibility

￼107

Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·



Pruning by Feasibility

￼108

Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·
<latexit sha1_base64="4mKURKeOXCQhb90SgBq/pbdDAMc="></latexit>

6 9⇤. f (10112) = 10112 >>⇤= 00112



Pruning by Feasibility

￼109

Syntactic Spec
<latexit sha1_base64="s/p/yFCUdHZ3LZEId2v+Oqm0Ll4="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

<latexit sha1_base64="bztUHO1lzhnN02v26d0j8Rsd5e8="></latexit>x

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="MZbDpxgIhx75D2qlijioV1rVfts="></latexit>⇤

<latexit sha1_base64="DV8wK4hr6K50NSqdAa+q9K8leE8="></latexit>⇤1 >>⇤2
<latexit sha1_base64="KrZVyP/SYM06X5foi8jUoztH38g="></latexit>⇤1 +⇤2

<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤ <latexit sha1_base64="4vbft0u0s2IatrPecAVQD+cbgH4="></latexit>

(⇤1 ^⇤2) >>⇤3

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·
<latexit sha1_base64="4mKURKeOXCQhb90SgBq/pbdDAMc="></latexit>

6 9⇤. f (10112) = 10112 >>⇤= 00112

How to detect?



Static Analysis
•  To over-approximate all possible behaviors of programs

•  Perform simulation of program execution with “abstract" values instead of concrete ones

• Abstraction = over-approximation (e.g., concrete : {0, 2, 6} → abstract : even)

• E.g., bitfield abstraction

Each bit is represented by ￼   where  ￼ : unknown,    ￼ : no value

e.g., 01  represents a set {00102, 00112, 10102,  10112}

•  Abstract operators (denoted with #)

e.g., ￼

•  Forward analysis computes possible outputs of a program given inputs.

•  Backward analysis computes possible inputs of a program given outputs.

{0,1, ⊥ , ⊤ } ⊤ ⊥

⊤ ⊤
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150
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152

153
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156

157

158

159

160
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162

163

164

165
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167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

196

1:4 Anon.

where S is the start non-terminal symbol, and the operators are the ones supported in the theory of
bit-vectors (� denotes the bitwise exclusive-or operator and >> denotes the arithmetic right shift
operator where the leftmost bits are �lled with the most signi�cant bit of the left operand). The
semantic speci�cation for f follows the programming-by-example (PBE) paradigm and comprises
input-output examples. For ease of exposition, we assume only one input-output example is given:
f (10112) = 00112. A solution to the synthesis problem is f (x) = ((x + 00012) � x) >> 00012.

Abstract Domain. In our abstract interpretations we use the following abstract domain of bit-
vectors to represent the abstract semantics of the program. The bitwise domain is a set of elements
each of which is a sequence of abstract bits of length 4. Each abstract bit has a value from the set
{0, 1,?,>} where > represents the unknown value and ? represents no value. The domain has
abstract operators for the bitwise logical and arithmetic operators. The abstract operators simulate
the behaviors of the concrete operators in the abstract domain. From now on, we denote each
abstract operator in this domain by the corresponding concrete operator with a superscript #. For
example, 1>10 ^# 00>> = 00>0.

Generation of Initial Partial Programs. We �rst generate a �xed set Q of partial programs
which have one or more non-terminal symbols as placeholders. Starting from the start symbol S ,
we exhaustively generate all possible partial programs by applying the production rules of the
grammar to non-terminal symbols up to a certain depth. In this example, for illustration purpose,
we assume that the Q set has three partial programs:

Q = {(S � x) >> 00012, (S/x) >> 00012, S1 ⇥ S2}

Component Generation. The component generator then generates a set C of components by
the bottom-up enumerative search, which maintains a set of complete programs and progressively
generates new programs by composing existing ones. The set of components consists of expressions
of size  n where n is the size upperbound which is initially 1. This upperbound is increased by
1 whenever the current set of components is insu�cient to synthesize a solution. The number
of components is potentially exponential to n, but we can reduce the number of components by
exploiting observational equivalence of expressions. For example, if x is in the component set,
x _ 00002 is not added to the set because they are observationally equivalent. Because initially
n = 1, the component set is

C = {x , 00012}.
These components are used to complete the missing parts (i.e., nonterminals) of the partial programs
in Q in the following composition phase.

Derivation of Necessary Preconditions. Before we start the composition phase, we derive a
necessary precondition over each subexpression (including nonterminals) of the partial programs
in Q using forward and backward analyses using the abstract domain. A necessary precondition
is represented as an element in the bitwise abstract domain. The followings are the derivation of
necessary preconditions for the partial programs in Q .

• S1 ⇥ S2 (necessary preconditions: S1 7! >>>>, S2 7! >>>>): We �rst perform a forward
analysis on the partial program to obtain invariants over the program’s �nal output and the
results of intermediary operations. The nonterminals can be replaced by any expressions, so
the abstract output of both nonterminals is >>>>. Thus, the abstract output of the entire
program is >>>>. Now we check the feasiblity of the partial program by checking whether
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Using Forward Analysis
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Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Candidate Partial Program
<latexit sha1_base64="7nXQtgKusIBuoMRoszIyWMuIHHI="></latexit>

f (x) = x _⇤

<latexit sha1_base64="TVZHQeY8DERBFOD8z5G4PVyTKXY="></latexit>

x 7! 1011
⇤ 7! >>>>

x _⇤ 7! 1>11 6w 0011

Checking only output feasibility
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Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Infeasible

output

Candidate Partial Program
<latexit sha1_base64="7nXQtgKusIBuoMRoszIyWMuIHHI="></latexit>

f (x) = x _⇤

<latexit sha1_base64="TVZHQeY8DERBFOD8z5G4PVyTKXY="></latexit>

x 7! 1011
⇤ 7! >>>>

x _⇤ 7! 1>11 6w 0011

Using Forward Analysis
Checking only output feasibility



Limitation of Forward Analysis
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Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Candidate Partial Program

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤

<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)

Nothing 
to do

<latexit sha1_base64="iKWAH2R2K/G7O5Bb3EwjUrCSAEs="></latexit>

x 7! 1011
⇤ 7! >>>>

x ©⇤ 7! >>>> w 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

Checking only output feasibility



Need: Backward Analysis Too
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<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program

<latexit sha1_base64="s46ztFSDDU8GnRpsqzoKTVG+Sf8="></latexit>

x 7! 1011
⇤ 7! >>>>

x ©⇤ 7! 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

Output feasibility + Hole Precondition
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<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program
<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

<latexit sha1_base64="6gVUBCJncHh9oDG6SJ/byF3EBM0="></latexit>

x 7! 1011
⇤ 7! 1000

x ©⇤ 7! 0011
<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

value of hole must be
<latexit sha1_base64="H1XwowVn9hmkz7JC+BcMDl7UxCU="></latexit>

10002

Need: Backward Analysis Too
Output feasibility + Hole Precondition
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<latexit sha1_base64="Uwdqu6keDcyP7f/zBxTrad645fw="></latexit>

x © (x >>⇤)
<latexit sha1_base64="h9x37otxKjU9fs09JdT79cAH2ug="></latexit>

x © (x/⇤)
<latexit sha1_base64="H8A07EwhlmmsmVrPuE0XMPtjXhc="></latexit>

x © (x +⇤)

<latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · · <latexit sha1_base64="dqZr3aGbUmQWP+E6QeLD/gyOIC0="></latexit>· · ·

<latexit sha1_base64="hgBakrHRbVLRQHiNXdYiLIRFQ1s="></latexit>

x ©⇤
Forward

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Semantic Spec

Backward

Candidate Partial Program

<latexit sha1_base64="6gVUBCJncHh9oDG6SJ/byF3EBM0="></latexit>

x 7! 1011
⇤ 7! 1000

x ©⇤ 7! 0011

<latexit sha1_base64="3gcmwOQ2PcmcB9sIMI+UbYIbL1I="></latexit>

f (x) = x ©⇤

prune infeasible parts
<latexit sha1_base64="n1QxzpMENG3lk++pxUXG4yE0baU="></latexit>

x >>⇤
<latexit sha1_base64="B2I3Q5WcYAVuRplhKzAS47RZJx8="></latexit>

x/⇤
<latexit sha1_base64="rOfrLEV/wSxbZXOxyDLmkPrE0CM="></latexit>6= <latexit sha1_base64="H1XwowVn9hmkz7JC+BcMDl7UxCU="></latexit>

10002

Need: Backward Analysis Too
Output feasibility + Hole Precondition



Realized: SIMBA

•  10K+ lines of OCaml code

•  Available at https://github.com/yhyoon/simba

•  Currently being used by ProMBA 
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https://github.com/yhyoon/simba


Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012
<latexit sha1_base64="tFkhsrHx2re1XBYSWAFZ+g4r4Z0="></latexit>

(S ©x) >> 00012

<latexit sha1_base64="RYoHpR7e6ZzMoSJ7+KDjOecY9Oo="></latexit>

(S/x) >> 00012

<latexit sha1_base64="ZgSS50Mi73BrGLN1dfgdfqY8+/w="></latexit>

S1 £S2



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Initial partial programs 
chosen for illustration purpose

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012

Forward Analysis
<latexit sha1_base64="872fPNy6JxuuFhhmMkLgbmnfAT8="></latexit>

S 7! >>>>
x 7! 1011

S ©x 7! >>>>
(S ©x) >> 00012 7! >>>>

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012

Backward Analysis

Backward BV shift-right

Backward BV xor

<latexit sha1_base64="E9itgF7YC+Y1hjavlJvGwHd76s4="></latexit> √°°°°°°°°°°°°°°°°°°°
[⇤©x] >># 0001 = 0011

= (011>,0011)

<latexit sha1_base64="p7tI3iHzcf8FdLqQdzuKHGOrVLA="></latexit> √°°°°°°°°°°°
⇤©# x = 011>

=
√°°°°°°°°°°°°°°
⇤©# 1011 = 011>

= (110>,1011)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012
<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>

x 7! 1011
⇤©x 7! 011>

(⇤©x) >> 00012 7! 0011



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012 Forward Analysis
<latexit sha1_base64="GjttwpUM3w1y7MUL/H37fYeAgVM="></latexit> ⇤ = [0,15]

x = [11,11]
°°°!
⇤/#x = [lS / hx , hS / lx ]

= [0 / 11, 15 / 11]
= [0,1]

<latexit sha1_base64="fzKbkrvGBSH2zsk0VwkoSSB13kY="></latexit> ⇤ 7! >>>>
x 7! 1011

⇤/x 7! 000>
(⇤/x) >> 00012 7! 0000

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012 Forward Analysis
<latexit sha1_base64="fzKbkrvGBSH2zsk0VwkoSSB13kY="></latexit> ⇤ 7! >>>>

x 7! 1011
⇤/x 7! 000>

(⇤/x) >> 00012 7! 0000
<latexit sha1_base64="aDpOwl+NUdqHRr+qWWy35B0PWG4="></latexit>6w 0011

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

<latexit sha1_base64="hjxV2OqoZd/yIhvRsILnbb1QNuU="></latexit>

(⇤/x) >> 00012

<latexit sha1_base64="fzKbkrvGBSH2zsk0VwkoSSB13kY="></latexit> ⇤ 7! >>>>
x 7! 1011

⇤/x 7! 000>
(⇤/x) >> 00012 7! 0000

Discard

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)<latexit sha1_base64="xmNJYOTcMWf9ofjrDaDZ2WPuD/4="></latexit> ⇤ 7! 101>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012



Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)
<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011



<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

Synthesis Algorithm
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)<latexit sha1_base64="xmNJYOTcMWf9ofjrDaDZ2WPuD/4="></latexit> ⇤ 7! 101>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

No component

satisfies precondition


-> skip

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs

<latexit sha1_base64="xmNJYOTcMWf9ofjrDaDZ2WPuD/4="></latexit> ⇤ 7! 101>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011

Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

Size increased

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="IWl8kkh7cj2VBQWln/RVnuYRdqk="></latexit>

x ^x (= 10112)

Ignore

Observational Equivalent


Components

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011

<latexit sha1_base64="2dm90l4cPHhoVl0Rr/whvEjHl9w="></latexit>

0001 : 00012
0110 : x +x
1010 : x ©00012
1011 : x
1100 : x +00012

Lookup Table
<latexit sha1_base64="uHThXIENZH6IDO/8WyWvmgCKkmk="></latexit>

{1100,1101}
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011

<latexit sha1_base64="2dm90l4cPHhoVl0Rr/whvEjHl9w="></latexit>

0001 : 00012
0110 : x +x
1010 : x ©00012
1011 : x
1100 : x +00012

Lookup Table

<latexit sha1_base64="WsIkegXl8aPpEW1ucot7smZz00Y="></latexit>

110>w 1100

<latexit sha1_base64="uHThXIENZH6IDO/8WyWvmgCKkmk="></latexit>

{1100,1101}
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<latexit sha1_base64="eF7SoyDe8Hd9gQuuOEA0rWwU1Og="></latexit>

S ! x | 00012
| S ^S | S _S | S ©S
| S +S | S £S | S/S | S >> S

<latexit sha1_base64="98niH2/T3T+40wvNnQJjySuimo0="></latexit>

f (10112) = 00112

Spec

Goal
<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012

Partial Programs Components

<latexit sha1_base64="6gAdpFNWwCo7ZUT2enJbVrVF88k="></latexit>

00012

<latexit sha1_base64="4kM4BUvk5FjCyN6128NydlW2o5c="></latexit>

x (= 10112)

<latexit sha1_base64="ZaQy+o4t4dneEudMJGxFst+pa9c="></latexit>

x +00012 (= 11002)
<latexit sha1_base64="jQHsuaJEOMYqJLGF7DwdBqnXMBI="></latexit>

x +x (= 01102)

...

<latexit sha1_base64="N/NbDBhXmzeZx+Yr/y/aZFO3e00="></latexit>

x ©00012 (= 10102)

<latexit sha1_base64="xNJ7SGZEDAY+0lNh0Uyn5ggtPdc="></latexit>

(⇤©x) >> 00012

<latexit sha1_base64="KQuRwXC+82gvMKq/hd7qkmWBk8U="></latexit> ⇤ 7! 110>
x 7! 1011

⇤©x 7! 011>
(⇤©x) >> 00012 7! 0011

<latexit sha1_base64="GFBeArrnxfhAQzghIuI06gPpA9Q="></latexit>

f (x) = ((x +00012)©x) >> 00012
Solution Found!

New Candidate Solution

<latexit sha1_base64="wjeVzNoW4kETW7Rfms1rCMXa9q0="></latexit>

f (10112) = ((10112 +00012)©10112) >> 00012
= (11002 ©10112) >> 00012
= 01112 >> 00012
= 00112



Evaluation
•Benchmark: 544 synthesis tasks from 2 sources

•HD: 44 from hacker’s delight

•Deobfsc: 500 deobfuscation tasks from QSynth [David et al. 2020]

•Baseline tools

•Duet: Woosuk Lee, “Combining the Top-Down Propagation and 
Bottom-Up Enumeration for Inductive Program Synthesis”, POPL’21

•Probe: Barke et al., Just-in-Time Learning for Bottom-Up 
Enumerative Synthesis, OOPSLA’20
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• Siginificantly outperforms the baseline tools

Results
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# of the fastest-solved problems for each domain



•  SIMBA(plot ○) shows the best performance

Results
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Room for Improvement

•  The order in which holes are filled during the search can drastically 
affect search efficiency (but largely unattained).

•  E.g., synthesizing a program with I/O example {x=4, y=1} → 9  

the solution is  (x - y) * 3 

•  Suppose we have a partial program (□ − □) * □ 

•  check the feasibility by performing the parity analysis (even/odd)

￼139



Room for Improvement

•  If we always fill the leftmost hole first, (e.g., (x − □) * □)

 the parity analysis cannot determine the feasibility, since the 
rightmost hole (which is yet to be filled) can be either odd or even

•  If we fill the rightmost hole first, (e.g., (□ − □) * 2) 

 the parity analysis can determine it is infeasible ( □ * 2 cannot 

be the desired output 9 (odd) ), allowing to prune the search space 

early
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Improvement
•  We devise a static analysis that identifies the best hole-filling order 

(rightmost first in the previous example). 

•  By following the best hole-filling order, we can outperform SOTA

•  Conditionally accepted to POPL’26

•  We are integrating it into ProMBA.
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(a) # Uniquely solved in the string domain (b) # Uniquely solved in the bitvec domain

Benchmark # Solved Time (Average) Time (Median)
category H��� D��� S�����������G H D S H D S
H��� 91 23 42 13.01 2.0 30.82 4.56 0.06 40.88
D��� 203 186 202 1.11 0.38 6.71 0.03 0.02 0.22
Overall 294 209 244 4.79 0.56 10.86 0.06 0.02 0.56

(c) Statistics for the solving times for the string domain.

Benchmark # Solved Time (Average) Time (Median)
category H��� D��� S���� H D S H D S
HD 43 35 42 2.85 2.95 2.36 0.12 0.13 0.16

D������� 462 384 452 2.62 4.48 1.63 0.11 0.15 0.14
B��V���C��� 670 619 533 12.68 10.18 6.23 1.10 2.92 1.47

Overall 1175 1038 1027 8.36 7.83 4.05 0.31 2.2 0.34

(d) Statistics for the solving times for the bitvector domain.

Fig. 7. Main result comparing the performance of H���, D���, S����, and S����P�����-G on string and
bitvector synthesis benchmarks.

�ltration, and large language model guidance. It also utilizes a carefully designed enumeration
order based on term graph size and syntactic ordering rules. These techniques could be integrated
with our tool since they are complementary and orthogonal to our approach. However, since we
do not the integration in our prototypical implementation, we do not include D����S�����BV not
to confuse the reader with the comparison of di�erent aspects of synthesis techniques.

5.2 Comparison to Existing Synthesizers
We evaluateH��� on all the benchmarks and compare it againstD���, S����, and S����P�����-G.
For each instance, we measure the running time of synthesis using a timeout of 60 seconds.
The results are summarized in Fig. 7, which shows the number of problems solved by each

synthesizer and the average solving time for each benchmark suite. Fig. 7c and Fig. 7d show the
overall statistics for the string and bitvector domains, respectively. Fig. 7a and Fig. 7b show the
number of uniquely solved problems in the string and bitvector domains, respectively.
Overall, H��� outperforms the other baselines in both domains in terms of the number of

problems solved. As shown in Fig. 7c, for the string domain, H��� solves 294 out of 337 string
synthesis problems (87.2%) outperforming S����P�����-G which solves 244 problems (72.4%)
and D��� which solves 209 problems (62.0%). For the bitvector domain, as shown in Fig. 7d, H���
solves 1,175 out of 1,294 bitvector synthesis problems (90.8%) outperforming S���� which solves
1,098 problems (84.9%) and D��� which solves 1,014 problems (78.3%).

H��� solves hard problems that the other baselines cannot solve. As can be seen in Fig. 7a and
Fig. 7b, in terms of the number of uniquely solved problems, H��� uniquely solves 47 problems

, Vol. 1, No. 1, Article . Publication date: July 2026.



Conclusion

•  In MBA deobfuscation, 

•  By using advanced search algorithms

Search-based program synthesis and equality saturation

•  We can achieve better performance

By discovering new simplification rules

and sophisticated rule application orders that yield (nearly) optimal 
results
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